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Abstract. The study reviewed the ChaCha20 stream cypher as the successor to the Salsa20 algorithm, emphasising
development, technical features, and application in modern cryptosystems. The research relevance is determined by
the widespread implementation of ChaCha20 in security protocols (TLS 1.3, VPN, etc.) due to its high performance
in software implementations and resistance to cryptanalysis. The study aimed to analyse the evolution of ChaCha
from Salsa20, compare it with other cyphers, and summarise the latest achievements in terms of modifications and
performance. The study used methods of analysing literary sources and experimental data on the speed and resistance of
cyphers. The main results included a highlighted history of ChaCha’s creation based on Salsa20 and improving diffusion
per round, a detailed description of the algorithm’s structure (4x4 state matrix, addition-rotation-XOR operations) and
its cryptographic strength (no practical attacks on the full 20-round version). The advantages of ChaCha20 over the
Advanced Encryption Standard (AES) in a software environment are demonstrated; in particular, on platforms without
AES hardware acceleration, ChaCha20 runs up to 3 times faster with an equivalent level of security. The implementation
of ChaCha20-Poly1305 in TLS and WireGuard is considered, as well as the use of XChaCha for extended nonces and
the Adiantum algorithm for disk encryption on mobile devices. Modern modifications of ChaCha (e.g., increasing the
number of rounds) and their impact on performance and security were analysed. The practical value of the review is
determined by a summary of modern experience with ChaCha20, which can be used for the selection of cryptographic
algorithms in resource-constrained systems and for further research in the field of stream cyphers

Keywords: stream cipher; Advanced Encryption Standard; TLS 1.3; cryptanalysis; resource-constrained systems

Introduction

Stream cyphers remain a substantial class of symmetric
encryption algorithms, especially in situations where high
performance at the software level is required. Early imple-
mentations, such as RC4, have been officially banned in
modern protocols and are considered unreliable in prac-
tice due to numerous statistical biases and side-channel
attacks (Datadog Security, n.d.). Block cyphers (e.g., AES
Advanced Encryption Standard), on the other hand, while

Suggested Citation:

reliable, rely heavily on specialised instructions for hard-
ware acceleration. This creates difficulties when using
them on devices without such support, such as mobile
gadgets, 10T devices, or in resource-constrained environ-
ments. In software implementations, block cyphers often
demonstrate slower performance and vulnerability to tim-
ing attacks due to the use of S-Box tables. The problem of
AES vulnerability to side-channel attacks was analysed in
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detail by B. Giilmezoglu et al. (2019), who describe success-
ful attacks using CPU cache observation. In the context
of these challenges, research has emphasised new stream
cyphers, in particular ChaCha20, a modification of Salsa20
that combines high cryptographic strength with efficiency.
ChaCha20 has been successfully implemented in TLS 1.3
(Transport Layer Security), VPN protocols (Virtual Private
Network, in particular WireGuard) and security systems as
an effective alternative to AES-GCM (Advanced Encryp-
tion Standard in Galois/Counter Mode) in conjunction with
Poly1305. Its structure avoids the typical problems of pre-
vious cyphers and ensures high performance even without
hardware acceleration, which makes further study of this
algorithm relevant.

The ChaCha20 algorithm continues to attract interest
from researchers and developers of cryptographic systems.
B. Rashidi (2024) conducted an experimental comparison
of the effectiveness of ChaCha20-Poly1305 and AES-GCM
in the context of the TLS 1.3 protocol. The study demon-
strated that ChaCha20 provides stable performance on
devices without AES hardware support and reduces pow-
er consumption, which is critical for mobile platforms.
R. Serrano et al. (2022) emphasised the development of the
ChaCha20-Poly1305 cryptographic core for TLS protocols,
emphasising protection against side-channel attacks, such
as energy consumption analysis and cache attacks. V.R.
Kebande (2023) proposed the use of ChaCha20 in the new
WireGuard VPN protocol, arguing that it offers high perfor-
mance and ease of implementation even in resource-con-
strained environments. Proposed variant of the algorithm
with an extended number of rounds (EChaCha20) in-
creased resistance to statistical attacks without a noticea-
ble decrease in performance. In addition, J.P. Degabriele et
al. (2021) investigated the impact of nonce parameters on
the robustness of ChaCha20 implementations, particularly
when the key is reused in IoT devices.

Z. Najm et al. (2018) compared the power consump-
tion and side-channel attack vulnerability between Cha-
Cha20-Poly1305 and AES-GCM implementations on
microcontrollers. The results demonstrated that Cha-
Cha20-Poly1305 consumes approximately 7 pyW per 50
bytes, which is significantly less than the 27 pW consumed
by AES-GCM. In addition, ChaCha20-Poly1305 proved to
be more resistant to attacks targeting time variations and
power consumption, in particular due to more effective
countermeasures against side channels. M. Polubelova et
al. (2020) presented a compact, time-attack-resistant im-
plementation of ChaCha20-Poly1305 on ARM Cortex-M4,
targeting IoT devices without AES hardware support, with
practical measurements of delays and throughput, reduc-
ing the risk of errors associated with manual optimisation.

Thus, the scientific community is actively research-
ing the ChaCha20 algorithm in terms of both theoretical
stability and practical implementation, confirming the
relevance of further study of its modifications and areas
of application. Despite considerable attention to individ-
ual aspects of ChaCha20, there is a lack of comprehensive

studies that comprehensively cover the stages of its devel-
opment, types of modifications, and practical implementa-
tion experience. The purpose of this article was to conduct
a systematic review of the ChaCha20 algorithm, analyse its
main modifications, and evaluate its scope of application
in modern cryptographic systems. To achieve this goal,
the following tasks were set: to analyse the origin of the
ChaCha algorithm and its differences from its predecessor,
Salsa20; to conduct a comparative analysis of ChaCha20
with other symmetric ciphers (in particular, AES) in terms
of performance and cryptographic strength; to summarise
the current experience of using and modifying ChaCha20
(TLS, VPN, XChaCha20, AEAD (Authenticated Encryption
with Associated Data) mode).

Materials and Methods

The study was based on a comparative analysis of the Cha-
Cha20 stream cypher and AES block cypher algorithms in
CTR (Counter Mode) and GCM modes. The methodological
basis covered several complementary approaches: analysis
and synthesis of scientific and technical literature, system-
atisation and comparison of empirical data, qualitative and
quantitative evaluation of various implementations, inter-
pretation of experimental reports, and adaptation of known
methods to the specifics of microcontroller platforms. The
main approach was comparative analysis, which makes it
possible to identify the strengths and weaknesses of the al-
gorithms under study in terms of their performance, cryp-
tographic strength, and suitability for practical application
in various operating scenarios.

The research was based on peer-reviewed scientific
articles published between 2008 and 2024, international
standards, in particular RFC 7539 (Nir & Langley, 2015),
and technical reports from companies such as Google and
Cloudflare (Krasnov, 2016). The sources were selected from
the Scopus and Google Scholar scientific databases using
the Google search engine according to clearly defined cri-
teria: relevance to the topic, availability of quantitative and
qualitative test results, openness of experimental methods,
relevance to the present technical context, and the author-
ity of the sources from the point of view of the scientific
community and industrial standards.

Analysis of testing results for ChaCha20 and AES al-
gorithm performance on different hardware platforms was
emphasised. Intel Haswell processors with AES-NI instruc-
tions (Intel, USA), ARM Cortex-A53 mobile processors in-
stalled in Google Pixel smartphones (ARM Holdings, UK),
as well as popular STM32 and ESP32 microcontroller plat-
forms (Espressif, China) were studied. The set of compara-
ble metrics included the following indicators: small data
block processing latency, processor cycle speed per byte,
throughput, power consumption, side-channel attack re-
sistance, and parallel data processing capability for perfor-
mance improvement.

The analysis was performed solely based on secondary
data obtained from official reports, benchmarks, and inde-
pendent studies. It is based on the results of comprehensive
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tests that demonstrated the superiority of ChaCha20-Po-
ly1305 over AES-GCM in environments without specialised
hardware support (De Santis et al., 2017). Adapted method-
ologies from publications on WireGuard and Noise Frame-
work were also used to evaluate the effectiveness of im-
plementations on microcontrollers (Donenfeld, 2017). No
laboratory experiments were conducted; conclusions were
formed solely based on a thorough analysis and generalisa-
tion of available empirical results.

The sequence of the study was determined following
the tasks set. The first stage was an analysis of the history
of the ChaCha20 algorithm and its fundamental differenc-
es from its predecessor, Salsa20. Next, a comparative anal-
ysis of ChaCha20 with other common symmetric cyphers,
in particular AES, was conducted in terms of performance
and cryptographic strength. The next step was to summa-
rise the modern experience of the use of ChaCha20 in se-
curity protocols such as TLS and VPN. The final stage con-
sidered the latest modifications to the algorithm, including
XChaCha20, AEAD mode and an increase in the number of
rounds. This evaluated the effectiveness of the algorithm in
resource-constrained environments and investigated ener-
gy consumption and throughput in real-world applications.
All these stages of the research were based on comparative
analysis, which identified the strengths and weaknesses of
different cryptographic algorithms and concluded on their
practical application in modern cryptosystems.

Results and Discussion

History of the development of the ChaCha algorithm
The ChaCha algorithm is derived from the Salsa20 stream
cypher, developed by D.]. Bernstein in 2005 for the eS-
TREAM competition (Bernstein, 2008). Salsa20 was one
of the finalists in eSTREAM and proved itself to be a fast
and secure cypher. In a typical Salsa20/20 implementation
(20 rounds), it runs faster than AES and was considered
by the cryptographic community to be quite reliable. The
researcher also proposed reduced versions of Salsa20/12
and Salsa20/8 (12 and 8 rounds, respectively) for scenar-
ios where speed is prioritised over maximum resistance.
Salsa20/12 was included in the final eSTREAM portfolio in
2008 as a promising stream cypher for widespread use in
software implementations.

In 2008, D.]. Bernstein published a new version of Sal-
sa20 called ChaCha. The goal of ChaCha was to increase
diffusion (bit mixing) during each round without los-
ing performance. The main change concerned the round
function: ChaCha retained the basic structure of Salsa20
(16 state words, mod 2% addition, XOR, and cyclic shift
operations), but reorganised the sequence of operations
in the quarter-round, which is the basic state transforma-
tion step. In contrast to Salsa20, where each 32-bit word
is updated once per quarter-round, in ChaCha each word
is updated twice, which significantly improves the distri-
bution of changes across bits. In other words, ChaCha can
use each input word to affect all output words in a single
round, whereas in Salsa20 the effect was more limited. This

doubling of diffusion is a key difference that, as analysis
has shown, can be used in ChaCha to mix bits faster: a sin-
gle 1-bit change at the input of a ChaCha quarter-round
affects an average of 12.5 output bits (in the absence of
carry), while in Salsa20 it affects only 8 bits. In addition to
rearranging the operations, ChaCha used slightly different
cyclic shift constants. Salsa20 used shifts of 7, 9, 13, and
18 bits, while ChaCha uses shifts of 16, 12, 8, and 7 bits.
This change was less significant for diffusion (the differ-
ence is considered insignificant in terms of cryptograph-
ic strength) and only slightly affects the speed on certain
platforms. Thus, the main improvements in ChaCha em-
phasise the state update scheme.

ChaCha was presented in three versions based on the
number of rounds: ChaCha8, ChaChal2, and ChaCha20
(similar to the Salsa20/8, /12, /20 line). The full version
of ChaCha20 (20 rounds) is designed for maximum secu-
rity and replaces Salsa20/20 without compromising over-
all performance. The reduced versions ChaCha8 and Cha-
Cha12 were offered for environments where a lower margin
of security is acceptable in favour of higher speed, similar
to Salsa20/8 and Salsa20/12. However, in practice, the Cha-
Cha20 version with the maximum number of rounds has
become established in standardised applications, as even
this version’s performance remains high.

The cryptography community quickly analysed the new
algorithm. J.P. Aumasson et al. (2008) published the results
of cryptanalysis of Salsa20 and ChaCha (called “Latin Danc-
es”), showing that ChaCha does indeed have higher round
resistance: the best attack on ChaCha was able to crypta-
nalytically cover one round less than for Salsa20. It was
possible to break (recover the key) for Salsa20, reduced to 8
rounds, with a complexity of ~ 22! operations in the presence
of ~ 2% pairs of keystream outputs. For full-round Salsa20/20
and ChaCha20, no practical attacks are known except for key
brute force. Over more than two decades of research into the
cryptographic strength of ChaCha20, no effective practical
attacks against the full 20-round version of the algorithm
have been found. Known cryptanalytic results apply only
to simplified versions of the algorithm with no more than
7-8 rounds and are mainly theoretical in nature, posing no
real threat to the practical security of the algorithm. This in-
dicates the high level of cryptographic strength of ChaCha20
and its significant security margin, which explains its wide-
spread use in modern encryption systems.

Technical aspects of ChaCha: structure

and cryptographic strength

Structure. ChaCha20 is a stream cypher based on addi-
tion-rotation-XOR (ARX) that transforms a 256-bit key, a
32-bit block counter, and a 96-bit nonce (a one-time ran-
dom value) into a 512-bit block of pseudo-random key-
stream. The algorithm operates on an internal state of
16 words of 32 bits each (512 bits in total), which can be
conveniently represented as a 4x4 matrix of words. The
initial state is formed from the key, nonce, and constants
as follows: the first row contains 4 fixed 32-bit constants
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(ASCII string “expand 32-byte k”), the next eight words
are a 256-bit key, followed by two words — the block coun-
ter (initialised to zero for the first block), and the last two
words are 64 bits of “nonce” (in the original ChaCha, as in

Salsa20, “nonce” is 64 bits; in Internet Engineering Task
Force (IETF) implementations, 96 bits are used, with a
slightly different breakdown). Thus, the initial 4x4 matrix
is conditionally shown in Table 1.

Table 1. Initial state of the ChaCha20 algorithm matrix

const const const const
key key key key
key key key key
ctr ctr nonce nonce

Note: const — constant words “expa”, “nd 3”, “2-by”, “te k”; key — 256-bit key (divided into 8 words); ctr — counter; nonce — unique

two-word number for each encryption stream
Source: A. Langley et al. (2016)

This state undergoes a series of rearrangement rounds,
after which it is summed (component-wise in 32-bit
chunks) with the initial state, forming a 512-bit keystream
output block, which is then XORed byte-by-byte with the
plaintext to obtain the ciphertext. When encrypting large
amounts of data, the block counter automatically incre-
ments, generating subsequent 64-byte stream blocks. The
main state transformation occurs through the repeated ap-
plication of a quarter-round basic operation on four 32-bit
words. Four words (labelled a, b, c, d) are taken as input
to the quarter-round, and they are updated at the output.
The sequence of operations in the ChaCha quarter-round
is shown in the pseudocode “Quarter-round function of the
ChaCha20 algorithm”:

QuarterRound(a, b, ¢, d)
a+t=Db; d’*=a; d<<<=16,
c+=d; b"=c; b<=12,
a+t=Db; d”*=a; d<<<=38,
c+=d; b =c; b<=7.

Quarter-round processes a quarter of the entire 4x4
state matrix. ChaCha20 consists of 20 rounds, with quar-
ter-round applied to four columns of the matrix in parallel
in odd rounds (1, 3, 5, ...) and to four diagonals of the matrix
in even rounds (2, 4, 6, ...). This alternating scheme (column
round + diagonal round) ensures that the data is shuffled
both by columns and by rows of the matrix, which in total
over two rounds (double round) affects all 16 words. After
executing the specified number of rounds (for ChaCha20,
20, i.e. 10 double rounds), the resulting state is added mod-
ulo 2% to the initial state (this is the so-called Feed-Forward
operation, inherited from the Salsa20 design). The result is
interpreted as 64 bytes of key stream, ready for XOR with
plaintext. The decryption process is identical to encryption,
since XOR with the same key stream restores the plaintext.
The structure of the algorithm is shown in Figure 1.

[ Key, nonce, counter ]
I

[ Initial state matrix ]

[ Quarter-round function ]
I

[ Keystream output ]

Figure 1. General diagram of the ChaCha20 algorithm
Source: A. Langley et al. (2016)

Notably, ChaCha uses only simple integer operations
(addition, XOR, shift) that are implemented in hardware on
all modern processors and are data-independent (no con-
ditional jumps or indexed memory accesses). This renders
ChaCha implementations resistant to timing attacks and
side-channel attacks such as cache timing, which can be
dangerous for cyphers with substitution tables (e.g., AES
without hardware AES-NI). The algorithm is also not pat-
ented; the author has published several high-performance
implementations in the public domain, which have facili-
tated its acceptance by the community.

Cryptographic resilience. The ChaCha20 algorithm
is designed to provide 256-bit security, meaning that
brute-forcing the key requires 225¢ attempts, which is an
astronomically large number. All known cryptanalysis
methods failed to crack the full 20-round version. The best
results relate to simplified versions with fewer rounds. For
example, differential cryptanalysis and its variations have
managed to find weaknesses in up to 7 rounds of ChaCha.
For example, in 2018-2023, improved differential-line-
ar attacks were reported that can distinguish a 7-round
ChaCha permutation from a random one (selecting the
output stream with a certain statistical difference) with a
complexity significantly lower than brute force. However,
these attacks do not lead to key recovery and do not scale
to a larger number of rounds. For 8 rounds of ChaCha, the
attack complexity is estimated to be around 2%, which is
only insignificantly better than a full key search (22°¢) and
is purely theoretical. Thus, from a practical point of view,
ChaCha20 is considered reliable: even with the use of mod-
ern supercomputers or quantum accelerations (Grover’s
algorithm provides insignificant acceleration compared to
quadratic acceleration, effectively reducing the complexity
to ~2,,,), breaking the algorithm is unrealistic when used
properly (Barbero et al., 2022).

A substantial security requirement for ChaCha (as for
most stream cyphers) is that the nonce must be unique for
each key. If the same set {key, nonce, initial counter} is ac-
cidentally used twice to encrypt different messages, then
due to the property of XOR with the same key stream, cer-
tain information regarding the two plaintexts (in particu-
lar, their XOR with each other) can be obtained. In the
worst case, a repeated nonce compromises the messages.
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Therefore, protocols with ChaCha20 require that nonce
values for a single key never be repeated. The standard
version of ChaCha20 (as defined in RFC 7539) uses a
96-bit nonce, which gives an astronomical number of
possible values (around 2%) — this is sufficient for most
applications, although theoretically there is a small prob-
abilistic chance of a nonce collision when generating ran-
dom 96-bit numbers. To eliminate the risk of repetition,
a modification of XChaCha20 called ChaCha20 “extend-
ed nonce” has been proposed, which supports a 192-bit
nonce (Arciszewski, 2019). XChaCha20 first passes the
key along with the first 128 bits of the nonce through
HChaCha20, a 256-bit ChaCha20-based auxiliary permu-
tation, generating a new internal key, after which encryp-
tion continues with regular ChaCha20 using this key and
the remaining 64 bits of the nonce. This can be used for
the safe use of extra-long nonces (24 bytes) with a col-
lision probability of practically zero, which is beneficial
for long-term sessions or systems where it is difficult to
guarantee the uniqueness of short nonces. In terms of ro-
bustness, XChaCha20 maintains the same cryptographic
assumptions as ChaCha20.

In summary, ChaCha20 has a simple and robust ARX
structure, is well-suited for secure implementation in soft-
ware, and demonstrates a high margin of safety against
known attacks. Thanks to its combination of high perfor-
mance, resistance to parallel computing, and well-analysed
cryptographic security, ChaCha20 has become a popular
choice in modern data protection protocols such as TLS,
WireGuard, and QUIC. Its widespread adoption demon-
strates the algorithm’s recognition as an effective solution
that meets modern security requirements.

Comparison of ChaCha with other cyphers

(Salsa20 and AES).

ChaCha vs Salsa20. Since ChaCha is a direct descendant
of Salsa20, it is necessary to consider their differences and
similarities. Both algorithms use the same basic operations
(32-bit addition, XOR, cyclic shifts) and work with a 512-bit
state block formed from a 256-bit key and a 64-bit (or 96-
bit) nonce. The performance of both ciphers is substantial:
Salsa20 in software implementation achieves ~4-14 cycles
per byte on standard CPUs, ChaCha20 has a similar order of
magnitude. In fact, when designing ChaCha, D.]. Bernstein
sought not to compromise speed relative to Salsa20. As
stated in technical report, one round of ChaCha performs
the same number of operations (16 additions, 16 XORs, 16
shifts) as a round of Salsa20 and maintains the same level
of parallelism. In some architectures, ChaCha even saves
one CPU register compared to the “native” implementation
of Salsa20. Theoretically, ChaCha was expected to have
a similar performance to Salsa, and possibly even better
on certain platforms. Practical measurements confirmed
this: for 8-round versions (ChaCha8 vs Salsa20/8), ChaCha
showed the same or slightly better speed on most of the
tested processors (for example, on 32-bit PowerPC G4 and
x86 Pentium M, ChaCha8 was 6-8% faster than Salsa20/8).
Only on some older 32-bit CPUs, such as Pentium 4, did
Salsa20 outperform ChaCha (up to 30% faster), which is
due to the architectural features of that platform. For full-
round implementations, the difference is even smaller:
ChaCha20 and Salsa20/20 have almost identical perfor-
mance, with differences within a few percent depending on
the environment. The results of the comparison between
ChaCha and Salsa20 are shown in Table 2.

Table 2. Comparative table of ChaCha and Salsa20 cyphers

Characteristic ChaCha Salsa20
Algorithm type Streaming, ARX Streaming, ARX
Bloc size 512 bit 512 bit
Key size 256 bit 256 bit
Nonce size 64 or 96 bit (XChaCha: 192 bit) 64 or 96 bit (XSalsa: 192 bit)

Operations per round

16 additions, 16 XORs, 16 cyclic shifts

16 additions, 16 XORs, 16 cyclic shifts

Round types

Quarter-round
with a diagonal column structure

Quarter-round
with row-column structure

Typical performance values

~4-14 CPU cycles/bytes

~4-14 CPU cycles/bytes

Cryptographic resilience

Higher diffusion, fewer rounds
to achieve equivalent security

Requires more rounds

Source: D.]. Bernstein (2008)

Hence, the transition from Salsa20 to ChaCha did not
worsen performance but brought gains in robustness: Cha-
Cha requires fewer rounds to achieve an equivalent level of
security. Therefore, with the same security (e.g., 8 rounds
of ChaCha vs 8 rounds of Salsa20), ChaCha is slightly bet-
ter in terms of speed, and when using the full 20-round
version, a greater margin of security is obtained with vir-
tually no loss of performance. As a result, ChaCha has ef-
fectively replaced Salsa20 in the latest protocols: although

Salsa20 is also considered secure, ChaCha20 has become
predominant in implementations due to its better diffu-
sion and community support.

ChaCha vs AES. These algorithms compete in re-
al-world applications (e.g., AES-256 in CTR or GCM mode
vs ChaCha20-Poly1305). AES is a 128-bit block cypher with
a multi-round SP network (substitutions and permuta-
tions), optimised for hardware execution: modern proces-
sors contain AES-NI instructions that can encrypt an AES
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block in 1-2 cycles. Thanks to this, AES-128-GCM is fast on
desktop and server CPUs, often less than 1 clock cycle per
byte when streaming large volumes. However, in environ-
ments without hardware support (this includes most mo-
bile devices, many embedded systems, and some CPUs of
other architectures), AES in software implementation runs
significantly slower and is even potentially vulnerable to
external attacks due to its dependence on S-box tables. In
such cases, ChaCha20 demonstrates a clear advantage: it is
designed specifically for efficient operation on general-pur-
pose CPUs without special instructions. ChaCha20 consists
entirely of operations that are performed uniformly fast
on any processor: addition, XOR, shift (they do not require
memory and do not cause cache misses) on simple ARM
cores. The ChaCha20 cypher can be several times faster than
AES-256 without AES-NI. A practical example: on a Galaxy
Nexus smartphone (ARM Cortex-A9, without AES accel-
eration), decrypting 1 MB of data with the AES-128-GCM
algorithm took ~41.6 ms, while ChaCha20-Poly1305 re-
quired only ~13.2 ms. This means that ChaCha20-Poly1305
is approximately three times faster than AES-128-GCM on
this mobile device. This saves a significant amount of time
and, crucially for portable devices, energy consumption
(less CPU load means longer battery life) (Sullivan, 2014).
AES-128-GCM and ChaCha20-Poly1305 provide a com-
parable level of security (~128 bits of effective strength,

given the 128-bit randomness of authentication in GCM
and Poly1305), so the comparison is valid.

In contrast, on platforms with hardware support for
AES, the situation is opposite — hardware instructions
make AES-GCM faster. For example, on Intel Haswell (and
newer) AES-128-GCM outperforms ChaCha20-Poly1305 in
throughput, especially on large data blocks. ChaCha20-Po-
ly1305 uses only general-purpose SIMD instructions, and
with the development of instruction sets (e.g., the prolif-
eration of 512-bit AVX-512 vector instructions), the differ-
ence may narrow (Cai, 2022). On some ARM64 processors
with neon optimisation, ChaCha20 performs at the level of
AES. Therefore, when choosing between AES and ChaCha,
the availability of hardware acceleration should be consid-
ered: for servers and desktops with AES-NI, AES-GCM is
often more appropriate, while for mobile, IoT, and other
devices without such acceleration, ChaCha20-Poly1305
offers a significant speed advantage without compromis-
ing security. Therefore, modern protocols provide for the
possibility of using both, such as TLS 1.3, which defines
cypher suites based on both AES-GCM (Rescorla, 2018)
and ChaCha20-Poly1305, providing the optimal choice in
a particular case (for example, the Chrome browser on An-
droid will prefer ChaCha if the CPU does not have AES-NI).
The results of the comparison between ChaCha and AES
are shown in Table 3.

Table 3. Comparative table of ChaCha and AES cyphers

Characteristic ChaCha AES
Algorithm type Streaming, ARX Bloc, SP-network
Bloc size 512 bits 128 bits
Key size 256 bits 128/192/256 bit
Nonce size 64 or 96 bits (XChaCha: 192 bit) 96 bits

Operations per round

16 additions, 16 XORs, 16 cyclic shifts

Substitutions (S-Box), XOR, permutations

Round types

Quarter-round with a diagonal column
structure

SP-round

Typical performance values

~4-14 CPU cycles/bytes

~20-60 CPU cycles/bytes

Cryptographic resilience

Higher diffusion, fewer rounds to achieve
equivalent security

Requires AES-NI for speed and protection
against cache attacks

Source: compiled by the authors based on D.]. Bernstein (2008)

Compared to the security of AES and ChaCha20, both
algorithms have no practical vulnerabilities when used cor-
rectly. AES has a longer history of research, but ChaCha20
has also gained significant trust among experts. One of the
advantages of ChaCha is its less complex and easier to im-
plement structure — ~4,000 lines of code in a typical im-
plementation versus tens of thousands in AES-based pro-
tocols (such as OpenVPN with different modes). Smaller
and simpler code reduces the risk of implementation errors
and simplifies security audits. On the other hand, AES, as a
widely used standard, has a hardware implementation that
minimises the risk of software bugs. Overall, both cyphers
are considered reliable and are recommended by standards
(for example, TLS 1.3 recommends the use of AES-GCM
and ChaCha20-Poly1305). In 2014, A. Langley publicly

endorsed ChaCha20-Poly1305 as an alternative to AES for
mobile devices without hardware acceleration (Langley et
al., 2016). Thus, ChaCha20 has successfully complemented
AES, providing an alternative that improves resistance to
potential attacks on homogeneity (crypto-monoculture)
and increases the flexibility of security systems.

Use of ChaCha in modern cryptographic systems

Since its inception, ChaCha (especially ChaCha20) has
gradually gained recognition and integration into various
protocols and standards. Below are the most relevant areas
of application for this algorithm in modern systems. One
of the first major implementations of ChaCha20 was its
integration into the TLS protocol, which provides HTTPS
web traffic encryption. The initiative came from Google:
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in 2013, engineers were searching a fast and secure cy-
pher stream to use in Chrome on Android and other clients
without AES hardware acceleration. The choice fell on the
ChaCha20 + Poly1305 combination, and in 2014, Chrome
began supporting an experimental set of TLS cyphers with
ChaCha20-Poly1305 (Sullivan, 2014).

After a period of testing and coordination, the IETF
standardised this connection: first as an Internet draft CFRG
(Crypto Forum Research Group), and later in RFC 7905, sev-
eral CipherSuite TLS 1.2 were defined using ChaCha20-Po-
ly1305 with HMAC (Hash-based Message Authentication
Code) on SHA-256 for handshaking. The new standard has
been supported in libraries such as OpenSSL and BoringSSL.
This became particularly relevant after the dangerous RC4
(Rivest Cypher 4) was removed from TLS, and an alterna-
tive to AES-GCM was needed for older devices. In TLS 1.3
(standardised in 2018), the ChaCha20-Poly1305 suite be-
came one of the core suites (Rescorla, 2018). According to the
protocol requirements, all TLS 1.3 clients and servers must
support two cypher suites: TLS AES 128 GCM_SHA256

and TLS_CHACHA20 POLY1305_SHA256. This confirms
ChaCha20-Poly1305’s status as an equal component of
modern web cryptography.

At the same time, ChaCha20-Poly1305 in TLS 1.3 is po-
sitioned as a solution that improves performance and resist-
ance to side-channel attacks in software execution (Fig. 2).
According to research, the implementation of ChaCha20 in
HTTPS has significantly increased page loading speeds on
mobile devices and reduced battery consumption. Current-
ly, virtually all popular browsers (Chrome, Firefox, Safari,
Edge) and servers (e.g., nginx via OpenSSL) support Cha-
Cha20-Poly1305. Statistics show an increase in the share of
TLS connections using this cypher: in the first years after the
standardisation of TLS 1.3, the use of ChaCha20-Poly1305
increased sharply, as it is automatically selected for at least
some clients (mainly mobile ones). For instance, P. Crowley
& E. Biggers (2019) reported that a significant percentage of
their network traffic is already protected by ChaCha20-Po-
ly1305 thanks to Chrome/Firefox browsers, which dynami-
cally select this cypher for clients without AES-NI.

[ Client

H TLS Handshake }—{

Server ]

ChaCha20-Poly1305

Figure 2. Use of ChaCha20-Poly1305 in TLS 1.3

Source: A. Langley et al. (2016)

Another area where ChaCha gained popularity was
virtual private networks (VPNs) and other tunnelling pro-
tocols. The most famous example is the WireGuard pro-
tocol, introduced in 2016 as a modern alternative to IPsec
and OpenVPN. WireGuard is designed with an emphasis
on simplicity and speed and uses only ChaCha20 for sym-
metric encryption (with Poly1305 for authentication). The
developers of WireGuard (Donenfeld, 2017) argued that
ChaCha20 provides better or comparable encryption speed
compared to AES, especially on typical router, server, and
smartphone hardware, where AES instructions may be ab-
sent or where multithreading and simple code are more
relevant. As a result, WireGuard is notable for the use of
ChaCha20 for encryption, which is a faster alternative to
the common AES-256 in other VPN protocols. Practical
tests demonstrate that WireGuard outperforms Open-
VPN in terms of throughput and latency, partly due to its
choice of the lightweight ChaCha20 cypher and optimised
implementation on kernels (running in OS kernel mode).
The lack of algorithm choice (monoculture) in WireGuard
is compensated for by thorough security analysis: Cha-
Cha20-Poly1305 is used in the Noise_IK cryptographic pro-
tocol, and independent experts have confirmed the cryp-
tographic strength of this solution. Thus, according to the
conclusion of P. Crowley & E. Biggers (2019), ChaCha20
has become the basis for one of the most promising VPN,
which is already included in the Linux kernel and support-
ed by many services.

Due to high performance on ARM processors, Cha-
Cha20 has become popular not only for network traffic but
also for data encryption in storage. In 2019, Google intro-
duced the Adiantum algorithm (Crowley & Biggers, 2019),
a new encryption mode for Android devices designed to
protect disk storage on budget phones, smartwatches, and
IoT devices that do not have AES hardware acceleration.
Adiantum is based on XChaCha20-Poly1305, combined
with a special permutation code (NH Poly1305 + enhance-
ments) to achieve storage encryption length (i.e., without
increasing data size), in contrast to standard GCM-type
modes. The choice of ChaCha20 for Adiantum was due to
the fact that on simple Cortex-A7 cores, the performance
of AES-XTS (standard disk encryption mode) was insuffi-
cient, less than 50 MB/s, which slowed down the device.
ChaCha20, on the other hand, can encrypt substantially
faster by using only basic instructions. Adiantum can be
used to encrypt all devices without a noticeable drop in
performance: ChaCha20 is significantly faster than AES
in the absence of hardware acceleration, while remain-
ing secure. Adiantum is included in Android (starting
with version 10) as an FBE (File-Based Encryption) option
for devices that do not support AES-NI, thus protecting
millions of budget smartphones around the world with
ChaCha20. This is a case where a modern algorithm pro-
vides cryptographic protection to the “next billion” users,
for whom encryption would otherwise be disabled due to
the low performance of AES.
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Another area of application is the generation of pseu-
dorandom numbers for cryptography (e.g., /dev/urandom
in operating systems). Traditionally, RC4 or other modern
algorithms are used. Many implementations have switched
to ChaCha20 as the core of the random stream genera-
tor. In particular, in the OpenBSD and FreeBSD operating
systems, the arc4random() function is now implemented
using ChaCha20 instead of the outdated RC4. The use of
RC4 in arc4random has been criticised for its weak random
number generation, as shown in a study by T. Ristenpart et
al. (2009). The Linux kernel also uses ChaCha20 to initialise
the entropy pool. Reasons: ChaCha20 is fast, has no known
vulnerabilities, and is easy to implement without complex
states. Thus, it provides a reliable stream of randomness
for the cryptographic needs of the OS.

ChaCha20-Poly1305 is also used in other protocols:
SSH (Secure Shell) (OpenSSH added this connection as an
encryption option) — for interactive sessions, it provides
less latency than AES. The Quick UDP Internet Connec-
tions (QUIC) protocol, developed by Google to replace
TCP, also supports ChaCha20-Poly1305. Many high-level
libraries (NaCl/libsodium, BoringSSL, etc.) offer ChaCha20
as one of their basic primitives. At the standards level, the
algorithm is defined in RFC 7539 (Nir & Langley, 2015),
recommended by the National Institute of Standards and
Technology (NIST) for software implementations (Dwork-
in, 2016), and included in the list of algorithms approved
for use in Internet standards. The international cryptogra-
phy community is paying attention to both the analysis of
ChaCha (to maintain trust) and the optimisation of its im-
plementations for different platforms. For example, hard-
ware implementations of ChaCha20 are being researched:
there are IP cores for FPGAs that achieve throughputs of
tens of Gbit/s, making ChaCha competitive even in high-
end applications (Pfau et al., 2019). Thus, ChaCha20 is
widely integrated into critical security protocols (TLS, SSH,
and IPsec via WireGuard) and data encryption implemen-
tations, especially where software performance is critical.

256-bit key
192-bit nonce

‘4, HChaCha20 ‘
(rearrangement)

It is one of the few new algorithms that has been able to
occupy a niche alongside AES, complementing it.

Modifications and improvements
to the ChaCha algorithm
Based on the success of ChaCha20, researchers and engi-
neers further improved the algorithm, both in terms of in-
creasing performance, enhancing security, and expanding
areas of application (Procter, 2014). The main modifications
and variants of ChaCha that appeared after its standard-
isation were considered. These improvements have made
it possible to use this algorithm in more demanding en-
vironments, including resource-constrained systems, and
to integrate it more effectively with other cryptographic
protocols. Some variants, such as XChaCha20, have gained
widespread support and are actively used in practice.
XChaCha20 is a variant with an extended nonce, de-
signed primarily to eliminate the risk of repeating one-
time values. The standard 96-bit nonce, although prac-
tically sufficient, can be exhausted with large amounts
of encryption (the theoretical upper limit is 2 blocks of
64 bytes, i.e. about 2% bytes ~ 256 GB per key). XChaCha20
supports the use of a 192-bit nonce, which is practically
inexhaustible. Technically, this is achieved using the Hcha-
Cha20 function - initialising a ChaCha20-like permutation
on a 128-bit nonce to obtain an intermediate key. At the
same time, the security of XchaCha20 is based on the same
assumptions as ChaCha20, and the relevant IETF drafts
(draft-irtf-cfrg-xchacha) recommend it for scenarios where
very large data needs to be encrypted or long-term keys
need to be maintained without the risk of nonce repetition
(Arciszewski, 2019). XChaCha20 has already been imple-
mented in popular libraries, such as libsodium, and is used
in protocols (WireGuard uses 24-byte nonces for internal
needs). This modification is aimed more at system relia-
bility than at changing the core of the algorithm, but it is
significant for the practical application of ChaCha in large-
scale systems (Fig. 3).

Intermediate key
(256-bit)

Nonce remainder
(64-bit)

I

ChaCha20
(generation of key stream)

)

Key stream
(XChaCha20)

Figure 3. XChaCha20 algorithm diagram with extended nonce

Source: A. Langley et al. (2016)
ChaCha20-Poly1305 (AEAD) is not a modification of

ChaCha itself, but a combination with MAC. The authen-
ticated mode AEAD CHACHA20-POLY1305 has become

16

the de facto standard for using ChaCha in protocols. Before
the advent of this AEAD, ChaCha20 was also proposed for
use with traditional MACs (e.g. HMAC-SHAL1), but during
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the standardisation of TLS, it was decided to use Poly1305
as a faster and simpler option. Poly1305 is an integrity
verification algorithm (MAC), also invented by D. Bern-
stein, optimised for 64-bit multiplication operations. The
ChaCha20+Poly1305 combination provides both confiden-
tiality and authenticity of messages; these algorithms are
now mentioned together. Notably, Poly1305 obtains its key
from ChaCha20 (by encrypting 32 bytes of zeros with a sep-
arate single-byte block with a special “nonce”), which elim-
inates the problems of MAC key reuse. This pair has under-
gone numerous security tests and has repeatedly proven its
robustness in practice. In the context of the present study,
ChaCha20-Poly1305 can be considered a composition that
has significantly expanded the scope of ChaCha, making it
a full-fledged AEAD component for modern protocols.

Although ChaCha20 dominates the standards, in some
cases, options with fewer rounds are considered for high-
er speed. ChaChal2 provides a substantial level of securi-
ty (all known attacks do not progress beyond 7-8 rounds);
therefore, it is considered potentially secure. Google used
ChaChal2 in Android Disk Encryption prototypes (before
Adiantum) to accelerate encryption and noted the absence
of known vulnerabilities at 12 rounds. Some implementa-
tions (e.g., OpenSSL) can be configured to reduce the round
count of ChaCha for experimentation or specific needs.
However, ChaChal2/8 has not gained widespread use be-
cause the speed advantage is not significant enough (Cha-
Cha20 is already highly efficient) to sacrifice robustness.
Therefore, ChaCha20 is usually used as the representative
variant in performance reviews. But the ability to adjust
rounds - the flexibility of the algorithm - is sometimes
used by researchers to test security limits or speed gains
(Maitra, 2016; Dey & Sarkar, 2023; Xu et al., 2024).

On the other hand, in 2023, modifications to ChaCha
were proposed with an increase in the number of rounds
for even greater stability. For example, V.R. Kebande (2023)
presents Extended-ChaCha20 (EchaCha20), a variant that
uses 36 quarter-rounds (i.e., 36 rounds or 18 double rounds)
instead of 20. The motivation is to increase the difficulty
of differential attacks and improve the results of statistical
randomness tests. The author tested EchaCha20 and showed
that the algorithm successfully passes all NIST STS ran-
domness tests, similar to ChaCha20, while demonstrating
comparable performance to the original. In particular, the
encryption/decryption time and memory usage remained
unchanged when moving from 20 to 36 rounds, making
EchaCha20 interesting for applications where maximising
resilience is critical (perhaps in the context of post-quan-
tum considerations, although a 256-bit key is already suffi-
cient with a large margin). Currently, EchaCha20 is an aca-
demic proposal, but it demonstrates that the algorithm can
be scaled towards security without significant performance
losses. Such research expands the ChaCha’s limits and may
be reflected in future standards or specific protocols.

Although ChaCha20 is designed for software imple-
mentation, there are developments in hardware imple-
mentations. Some IP core manufacturers, including Silex

Insight, have introduced scalable FPGA/ASIC cores Cha-
Cha20-Poly1305, capable of providing throughput of up to
100 Gbps on FPGA and up to 800 Gbps on ASIC, which meets
the modern requirements of high-performance encryption
systems (Rashidi, 2024) This is achieved thanks to ChaCha’s
high level of parallelisation — for example, processing sev-
eral blocks simultaneously on the pipeline. Such solutions
can be used in network filters and VPN gateways, where
AES is also implemented. Notably, even in a hardware envi-
ronment, ChaCha can compete: the implementations cited
achieve <1 cycle per byte on an FPGA, which is comparable
to AES. Thus, ChaCha20 is gradually penetrating the hard-
ware world. Modern implementations of ChaCha20-AEAD
(e.g., the leancrypto library, version 1.5.1, 2025) actively
use Intel AVX2, AVX-512,and ARM NEON CPU instructions
to achieve high-performance SIMD acceleration on x86_64
and ARMvS architectures. Each new generation of proces-
sors reduces the gap between AES and ChaCha or improves
ChaCha’s already substantial performance. For example,
on x86 processors with AVX2, the ChaCha20 implementa-
tion can encrypt at a rate of ~12-15 GB/s per core, which is
sufficient for most tasks, and with the release of AVX-512,
this speed is expected to double.

In summary, the ChaCha ecosystem continues to
evolve: variants have been developed for different needs
(XChaCha20 - for nonce uniqueness, ChaCha20-Poly1305 -
for AEAD, truncated/enhanced round versions — for speed/
security balance), and methods of implementing the algo-
rithm in both software and hardware are being improved.
These modifications strengthen ChaCha’s position as a
long-term stream cypher standard. In the context of the
active support of the community and industry, further ex-
pansion of the algorithm’s applications can be expected.
ChaCha20, thanks to its flexibility and high security, is already
the basis for numerous modern cryptographic solutions.

Analysis of ChaCha’s performance compared

to other cyphers

One reason for ChaCha’s popularity is its exceptional
performance on different platforms. Fast performance on
desktop CPUs. As already mentioned, the AES-GCM al-
gorithm has an advantage on modern x86-64 processors
with AES-NI support. Measurements conducted by Cloud-
flare showed that for message sizes > 1 KB, AES-128-GCM
encrypts at a rate of ~1.5-1.8 cycles per byte, while Cha-
Cha20-Poly1305 encrypts at ~2.0-2.3 cycles per byte. For
small messages, ChaCha may even be slower due to the lack
of specialised instructions (for example, at 64 bytes, AES
significantly outperforms it). However, the difference is not
critical: even 2 cycles/byte means that on a single 3 GHz
core, ~1.5 GB of data per second can be encrypted, which
is more than the throughput of most network interfaces.
Therefore, for server applications where AES-NI is present,
ChaCha20-Poly1305 is enabled primarily not for speed, but
as a fallback in case AES becomes unsafe to use or if the cli-
ent does not support AES-NI (Nir & Langley, 2015; Dwork-
in, 2016; Krasnov, 2016).
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This is where ChaCha20 is the most utilised. For ex-
ample, on popular 32-bit ARM Cortex-A7 processors (often
used in inexpensive phones and IoT devices), AES encrypts
~10-20 MB/s (in CBC/CTR mode) due to the lack of acceler-
ation, while ChaCha20 on the same core delivers 60+ MB/s.
The situation is better on 64-bit ARMvS: Crypto Extensions
instructions have appeared, but not all devices have them
(for example, many mid-range smartphones from 2016-2018
had ARMv8 without AES instructions enabled) (Sulli-
van, 2014). In such cases, disabling AES-NI in OpenSSL
benchmarks showed ChaCha20-Poly1305 accelerating up
to 3-4 times over AES-256-GCM. This is consistent with
the independent Google tests mentioned earlier. That is,
for mobile platforms, ChaCha20 can process approximately
300-500 MB/s per core, while AES-GCM without hardware
support barely reaches 100-150 MB/s. This gap was the de-
cisive argument in favour of implementing ChaCha20 in
Android, iOS and other mobile systems (Sullivan, 2014).

Another aspect of performance is the delay in pro-
cessing small messages. In protocols such as SSH or VPN,
where small packets are transmitted, minimal encryp-
tion latency is relevant. ChaCha20 has an advantage as
it does not require complex dependent operations (AES
has several rounds with non-linearities that are difficult

to pipeline without hardware deployment). Thus, ChaCha
can have less encryption delay per packet. For example,
WireGuard has a better ping compared to AES-based VPNs
precisely because of the lighter ChaCha encryption. Cha-
Cha parallelisation is also possible: several 64-byte stream
blocks can be generated simultaneously on different cores
or SIMD chains, as the blocks are independent (different
counter values). AES-CTR/GCM is similarly parallelised
by blocks; therefore, there is parity. But ChaCha is also
less resource-intensive: its implementation requires less
memory and consumes less energy for the same amount of
work (due to fewer common instructions, although this is
a subtle point).

In microcontrollers, such a comparative analysis also
favours ChaCha. On 8-bit/16-bit MCUs, AES is generally
difficult to implement efficiently (due to byte-wise S-box
processing), whereas ChaCha consists of simple operations
that scale even on small bit depths (albeit slower) (Zinzin-
dohoué et al., 2017; Tsoupidi et al., 2021). Some IoT pro-
tocols, such as the Noise Protocol Framework, support the
use of ChaCha20 for secure connections between micro-
controllers. Thus, ChaCha20 extends secure communica-
tion capabilities to devices where AES is not optimal. The
comparison results are shown in Table 4.

Table 4. Comparative table of ChaCha20 and AES cyphers when processing small messages

Characteristic ChaCha20

AES

Latency

Low, due to simple linear operations
(addition, XOR, shifts) that are easily pipelined
on the CPU without special instructions

Higher, due to complex non-linear operations
(S-box), which are less easily pipelined without
hardware acceleration (AES-NI)

Parallelisation

High encryption blocks are independent (different
key stream blocks are generated in parallel)

High encryption blocks are independent (different
key stream blocks are generated in parallel)

Resource consumption

Low, does not use large tables, smaller code size

Higher, especially without AES-NI
(S-box tables required, larger code)

Energy consumption (lower CPU load)

Low, due to fewer simple operations

Higher, especially without AES-NI hardware
instructions (higher complexity
of operations, more CPU cycles)

Efficiency on 8/16-bit BSS

High, simple arithmetic operations are easily
implemented on limited CPUs.

Low, complex and slow implementation
via S-box on low-bit CPUs

Practical application

Wide, often used in loT protocols, including
Noise Protocol Framework and WireGuard
for low-power devices

Limited, usually requires AES-NI hardware
support or is very slow

Source: compiled by the authors

ChaCha20 is one of the fastest known symmetric cy-
phers on software platforms. It outperforms older stream
cyphers (such as RC4) not only in security but also in
speed, especially on modern CPUs capable of process-
ing 32-bit operations in a single clock cycle. Compared
to AES, ChaCha20 loses only when AES is supported by
a specialised hardware module; in all other cases, Cha-
Cha20 is at least as good, and often significantly better.
This has made it the “default cypher” for many software
implementations where cross-platform compatibility and
constant execution time are substantial factors. J.P. Au-
masson et al. (2008) emphasised in their technical review
that ChaCha20-Poly1305 is automatically selected as the

optimal alternative for all clients without AES-NI. Their
results confirmed that ChaCha’s performance is main-
tained even in the absence of specialised hardware ac-
celeration, which is consistent with the findings of this
study regarding the high efficiency of the algorithm on
a wide range of platforms. ChaCha’s performance scales
up with increasing processor capabilities: larger register
widths, more cores — all of which can be easily leveraged
for acceleration, as the algorithm is linearly parallelisa-
ble. From a practical standpoint, ChaCha20-Poly1305 can
be recommended for any system where hardware AES
is not available or where the simplest and most reliable
implementation is required. This approach is becoming
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increasingly common in the industry, as confirmed by
performance analysis data.

Conclusions

The ChaCha20 algorithm, created as an evolutionary devel-
opment of Salsa20, is one of the key components of modern
cryptography. After analysing its history, structure, prop-
erties, and applications, the following conclusions can be
drawn. First, ChaCha has successfully achieved the goals
set for improving Salsa20: by changing the round struc-
ture, it has increased diffusion per round without losing
performance, as confirmed by both theoretical estimates
and the absence of effective attacks on the full version.
Second, ChaCha20 has demonstrated outstanding perfor-
mance in software implementations, being a “mobile AES
replacement”: in environments without AES hardware
acceleration, it provides a multiple speed advantage with
equivalent cryptographic strength. This has had a direct
impact on the industry: ChaCha20-Poly1305 has become
the standard in TLS 1.3, VPN (WireGuard) and other proto-
cols, where it has reduced the load on devices and improved
energy efficiency. ChaCha20-Poly1305 was formally stand-
ardised in RFC 7539, which defines the AEAD construction
format for modern security protocols. Thirdly, ChaCha20 is
a flexible and adaptable algorithm: modifications (XCha-
Cha20 for larger nonces, AEAD modes, versions with dif-
ferent numbers of rounds) and improvements have been
created based on it, expanding its scope from web proto-
cols to disk encryption and random number generation. It
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AHoTauid. Y crarTi mpoBeseHo o morokosoro mudpy ChaCha20 sk criagkoemiis aaroputmy Salsa20, 3ocepemkeHo
yBary Ha #oro po3BMUTKY, TEXHIUHUX OCOOAMBOCTSIX Ta 3aCTOCYBaHHI B CyuyaCHMX KPUIITOCKCTEMAaX. AKTYaabHiCTb
pob6otu obymoBjeHa mupokuMm BrpoBamkeHHsSIM ChaCha20 y mporokonu 6e3neku (TLS 1.3, VPN ToOII0) 3aBOSIKM
BMCOKIJi IBUAKOAII B TpOrpaMHUX peastisallisix Ta CTiliKOCTi 10 KpuIiToaHasnaiszy. MeTowo pobotu 6y0 mpoaHasisyBaTu
epomonito ChaCha Big Salsa20, mopiBHSTM it0TO 3 iHIIMMM HMdpamMyu Ta y3araJibHUTU OCTAHHI JOCSITHEHHS IOZ0
moaudikaniit i mpomLyKTUBHOCTI. YV Mekax HOCIiIKeHHsI BUKOPUCTOBYBAIMCh METOAM aHasi3y JiTepaTypHUX JKepes
i ekcriepyMeHTAIbHUX JAAHUX TPO MIBUIKOAIIO0 Ta CTiiiKicTh mmdpiB. OCHOBHI pe3y/nbTaTy BKIOUAIOTh BUCBITIEHHS
ictopii crBopennst ChaCha Ha ocHoBi Salsa20 Ta mokpaineHHs nudysii 3a payHz, JeTaabHUI OMUC CTPYKTYPHU aATOPUTMY
(MaTpuus cTany 4x4, onepatii gogaBaHHs-06epTaHHsI-XOR) i i10ro KpUIITOCTINKOCTI (BiICYTHICTh MPAKTMUYHMX aTak Ha
noBHy 20-payHI0BY Bepciio). [Tokazano nepesaru ChaCha20 nag Advanced Encryption Standard (AES) B mporpamHomMy
cepenoBuIlli — 30KpeMa, Ha riardpopmax 6e3 anmapatHoro npuckopenHst AES ChaCha20 mpaiiioe 1o 3 pasiB mBupiie
MpM eKBiBaseHTHOMY DiBHi 6Ge3rnexu. PosrasinyTo BrpoBamkeHHs: ChaCha20-Poly1305 B TLS i WireGuard, a Takox
BukopuctanHsi XChaCha s nmomosskeHMx «nonce» i anroputmy Adiantum gjist mmdpyBaHHS IUCKIB Ha MOGITBHUX
npuctposx. [IpoananizoBano cyyacHi mopudikanii ChaCha (Hanpuxiazn, 36i/bleHHS KiTbKOCTI payHZiB) Ta iX BIUIMUB
Ha MPOAYKTUBHICTD i 6e3meKy. [[pakTMYHa 1iHHICTh OIVISIAY TOJSITA€ B y3araJbHeHHi CyuyacHOTO JOCBiLYy BUKOPUCTAHHS
ChaCha20, 1o Mmoske 6yTM KOPUCHUM JJIsT BUOGOPY KPUIITOAITOPUTMIB Yy PECYPCHO-0OMEXKEeHUX CUCTeMax i MOAaIbIINX
IOCTiIKeHb Y ramy3si moTokoBux mudpis

KniouoBi cnoBa: morokosuit mmdp; Advanced Encryption Standard; TLS 1.3; xpunroaHasis; pecypcHoO-o6MexeHi
CUCTEMU
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Abstract. The relevance of the study is determined by the need to enhance the effectiveness of software testing,
where the use of large language models and prompt engineering techniques opens new opportunities for the automated
generation of high-quality test cases. The purpose of the study is to evaluate the effectiveness of prompt engineering
strategies in test case generation by large language models. The methodology is based on a comparison of four prompt
engineering techniques, namely zero-shot, few-shot, chain-of-thought, and role prompting, for unit test generation
using the CodeLlama 2 and StarCoder language models in the PyTest and JUnit environments, with evaluation according
to the criteria of code coverage, relevance, defect detection, and integration suitability. The analysis demonstrated
that few-shot and role prompting provide the best balance between the quantity and quality of tests, with coverage of
85-100% and relevance of 88-95%, whereas chain-of-thought proved effective for complex logic and identified 16 of 20
embedded defects (80%), while zero-shot was limited to basic checks with coverage of 55-65% and accuracy of 70-75%.
CodeLlama 2 demonstrated stable test generation with high consistency across repeated queries (90%), an average
generation time of 16.2 s, and 52 tests per module, covering basic and complex scenarios, including edge cases and
exceptions. StarCoder demonstrated higher speed (14.7 s), generated 50 tests with slightly lower stability (87%) and
reduced coverage of complex scenarios, which rendered it effective for rapid validation of basic functions. The highest
levels of readability, modularity, and integration suitability for CI/CD pipelines were observed with role prompting,
whereas few-shot ensured a strong balance between structured output and practical test readiness, while chain-
of-thought and zero-shot exhibited specific limitations. Combined use of models and prompting strategies enables
optimisation of the test generation process, enhancing relevance, coverage, and the effectiveness of automated testing.
The results of the study may be applied in automated software testing, integration into continuous integration and
delivery pipelines, and training of quality assurance engineers in effective test generation methods

Keywords: CodeLlama; StarCoder; zero-shot prompting; few-shot prompting; chain-of-thought prompting; role
prompting; CI/CD integration

Introduction

The relevance of this study is determined by the rapid pro-
liferation of large language models (LLMs) in the field of
software development and the need to enhance the effec-
tiveness of testing processes. Software testing convention-
ally requires substantial resources and time, whereas the
quality and completeness of test cases directly affect the
reliability of the final product. The use of LLMs opens new
opportunities for automated test generation; however, the
effectiveness of this approach largely depends on the way

Suggested Citation:

prompts are constructed. In contemporary Ukrainian aca-
demic discourse, studies devoted to large language models
increasingly focus on the effectiveness of prompt engi-
neering and model interpretability in applied domains. In
the study by I. Yurchak et al. (2024), prompting techniques
aimed at improving the productivity and controllability
of large language models are analysed in detail. The re-
searchers demonstrated that an optimal combination of
role prompting and few-shot examples ensures a reduction
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in hallucination rates and an increase in accuracy in tasks
involving the generation of program code or analytical
texts. The study by S. Levitskyi & V. Mokin (2025) placed
emphasis on evaluating the robustness of large language
models to manipulative and disinformation influences;
however, the obtained results have a direct connection with
issues of effective prompting. The researchers showed that
variations in prompt formulation may lead to significant
differences in model responses, particularly in contexts
where adherence to factual accuracy is critical. This study
thus confirms the key role of ethical and semantic control
over prompt engineering in ensuring the credibility of re-
sults. A different perspective is proposed by A. Novakovsky
& 1. Yalovega (2025), who conducted a categorisation of
the cognitive and analytical capabilities of large language
models, including aspects of their learning behaviour un-
der different prompt types. The researchers demonstrated
that the ability of LLMs to generalise, argue, and construct
logical relations depends substantially on the semantic
structure of prompts and the level of task contextualis-
ation. They emphasise that context-enriched prompts
enhance the capacity of models for multi-step reasoning,
while structured instructions strengthen the reproduction
of complex cause-and-effect relationships.

The study by L. Naimi et al. (2024) proposed an ap-
proach for the automatic generation of test cases from use
case diagrams through the application of LLMs and prompt
engineering. In their approach, prompts are adapted to the
specific characteristics of software modules and usage sce-
narios, which ensures increased functional coverage and
test correctness. A distinctive feature lies in the focus on
real business processes, which enables the verification of
basic functionality, edge cases, and exceptional situations
in complex systems. P. Sahoo et al. (2024), in a systematic
review, summarised the main techniques and areas of ap-
plying prompt engineering in LLMs, identifying key strat-
egies for prompt optimisation, methods for the combined
use of zero-shot and few-shot approaches, and techniques
for enhancing response stability in models. The researchers
stressed that the effectiveness of test generation directly
depends on the selection of prompts and their adaptation
to the specific nature of software engineering tasks. G. Adu
(2024) examined the application of LLMs for the automatic
generation of scenarios and test cases in software contexts
through combining prompt engineering, fine-tuning, and
Retrieval Augmented Generation. The study highlighted
those combined approaches enable an increase in func-
tional coverage and improve test correctness and relevance,
which is particularly important for complex business logic.
The study demonstrated that adapted prompts allow LLMs
to operate effectively even with non-standard or rare sce-
narios. S. Alagarsamy et al. (2025) focused on optimising
LLMs for the generation of test cases from textual descrip-
tions. The paper demonstrated that appropriately selected
prompt engineering strategies improve the accuracy of gen-
erating both basic and complex tests, particularly for mul-
ti-component modules. The researchers emphasised that

the integration of LLMs into automated testing processes
reduces test preparation time and decreases the number
of human errors. S. Lim & R. Schmalzle (2023) extended
the application of prompt engineering beyond traditional
software engineering by demonstrating the effectiveness
of LLMs in generating messages for healthcare. Despite
the different domain, the study confirmed the importance
of accurate prompt formulation for achieving relevant and
structured results, which bears direct relevance to the con-
struction of precise test scenarios in software engineering.

Research conducted from 2021 to 2025 also confirms
that large language models not only perform code genera-
tion tasks but also demonstrate a high level of autonomy in
prompt formulation. S. Anasuri (2024) focused on the de-
velopment of best practices in prompt engineering for code
generation tools. The researcher emphasised that model
performance largely depends on clear task formulation,
structured examples, and the use of role-based context.
The study highlighted the importance of standardising
approaches to prompt formulation to ensure reproducibil-
ity of results and high quality of test scenarios, which is
particularly relevant in the context of CI/CD pipelines and
integrated testing of large software systems.

Previous studies showed that prompt engineering in
large language models considerably increases the effec-
tiveness of test case generation and the quality of auto-
mated testing. However, most studies focused on isolated
aspects, such as comparisons of different prompt types or
the optimisation of specific models, without a comprehen-
sive empirical evaluation of test generation effectiveness
in real-world software projects with different program-
ming languages and integration into CI/CD pipelines.
The purpose of this study was to determine how different
prompt construction strategies influence the ability of
large language models to generate high-quality test sce-
narios with adequate code coverage and defect detection in
real projects. The following tasks were defined: to analyse
the influence of prompt types on the quality of the gen-
erated tests, their structure, readability, and integration
into CI/CD pipelines; to compare the performance of LLMs
(CodeLlama 2 and StarCoder) in test generation based on
code coverage metrics, test relevance, and the ability to de-
tect embedded defects.

Materials and Methods

The study utilised an experimental applied approach, since
it involved practical verification of the effectiveness of dif-
ferent prompt engineering techniques in real software pro-
jects. Experiments were conducted during 2024 and May
2025 in a virtualised environment using current versions of
testing and CI/CD tools. Large language models CodeLla-
ma 2 and StarCoder were used in the study, both demon-
strating a high level of effectiveness in code generation and
code understanding tasks. Open-source medium-sized soft-
ware projects written in Python and Java were selected for
empirical verification. These projects contained modules
with clearly defined business logic, which made it possible
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to assess the relevance and completeness of the generat-
ed test cases in the context of real scenarios. Experiments
were performed in a virtualised environment with config-
ured test automation tools PyTest 8.2.0 and Junit 5.11.0,
integrated into the GitHub Actions CI/CD pipeline. This se-
lection ensured the reproducibility of the study and enabled
verification of the practical applicability of the results for
contemporary software development processes.

Four approaches to prompt formulation were devel-
oped. In the case of zero-shot prompting, the models re-
ceived only the task without any additional examples. Few-
shot prompting involved the provision of several illustrative
examples intended to guide the LLM towards the desired
response format. Chain-of-thought prompting emphasised
the necessity of intermediate reasoning steps, which en-
sured more detailed logic in test creation. Role prompting
assigned the models a specific role-based context: an ex-
perienced tester was applied during the generation of func-
tional and negative test cases, while a quality assurance
engineer was used when developing scenarios for the eval-
uation of stability and defect reproducibility. Unified tem-
plates were prepared for each approach, guiding the gener-
ation towards the creation of unit tests with an emphasis on
functional capabilities and exception handling.

The research process consisted of consecutive stages
that enabled a comprehensive evaluation of the effective-
ness of the proposed approaches. Specific software mod-
ules requiring test creation were first selected. Prompts
were then formulated in accordance with the defined
prompt engineering techniques. Direct test generation by
the language models followed this step. The obtained re-
sults were integrated into the source code of the projects
and verified using PyTest and JUnit, which enabled eval-
uation of the operability of the created test scenarios un-
der real conditions. Various usage scenarios were modelled
for a full evaluation of effectiveness: standard functional
verification, testing of exceptional situations, and detec-
tion of intentionally embedded defects. This ensured a

comprehensive evaluation of the ability of the models to
cover functionality and identify errors.

The quality of the obtained test cases was analysed
using several complementary criteria. Code coverage was
regarded as the priority indicator, defined as the percent-
age of functions and methods covered by the created tests.
The next aspect was relevance, which implied alignment
of test logic with the functionality of the software module
and the absence of incorrect checks. Attention was devot-
ed to defect detection, namely the ability of tests to iden-
tify pre-embedded errors. The quality of the structure of
the resulting scenarios was also assessed, including their
clarity, modularity, and suitability for integration into CI/
CD pipelines. The acceptability criteria were defined by the
following threshold values: code coverage of no less than
80%, a proportion of correct tests of at least 85%, and the
ability to detect no fewer than 70% of control defects.

Results

Analysis of test case generation

using different prompt types

Empirical results demonstrated that different prompt con-
struction approaches substantially influence the number
of generated tests, their completeness, and their compli-
ance with functional requirements. In the zero-shot case,
the models produced an average of 60-70% of the expect-
ed number of tests, while the proportion of relevant tests
reached approximately 75%. The few-shot approach signif-
icantly improved these indicators: the models generated
an almost complete set of tests, and relevance reached 88-
92%, which indicated the benefit of providing examples for
model guidance. Chain-of-thought prompting enabled the
generation of more detailed and logically structured test
scenarios, particularly for modules with complex business
logic, although the overall number of tests was sometimes
lower than under the few-shot approach. Role prompting
demonstrated a high level of relevance, exceeding 90%, and
a high degree of test structure (Table 1).

Table 1. Comparison of test case generation by prompt type

L)
Prompt type Nun;lfaz;gi(t:::ls, % Relevance, % Generation features Result analysis
Suitable for basic modules;
. g Rapid generation, occasionally insufficient coverage of complex
Zero-shot 60-70 75 misses complex scenarios functions; time-saving in prompt
formulation
Best balance between test quantity
Few-shot 85-100 88-92 More corgﬁlﬁg Z)r(\;:lna:clceusrate tests and quality; provides high relevance
P and coverage
Produces structured tests for
Chain-of- Detailed logical sequences, complex logic, though may generate
80-95 85-90 ; ’ ;
thought particularly for complex functions fewer tests; requires longer
processing time
Recommended for complex
Role 80-95 90-95 High structural coherence and scenarios; high relevance and
prompting human-like reasoning readability of tests; requires correct
role specification

Source: compiled by the author
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As shown in the table, few-shot and role prompting
demonstrate the highest effectiveness in the generation
of test scenarios, ensuring both completeness and rele-
vance. Few-shot is suitable for a wide range of modules
due to the presence of examples that orient the model.
Role prompting proves particularly effective in the case
of complex or multi-level functions, where test structure
and “human” logical reasoning are critical. Zero-shot
is suitable for the rapid generation of basic tests, yet it
demonstrates lower relevance and coverage, especially for
complex modules. Chain-of-thought is appropriate for in-
depth logical analysis of code and enables the generation

of more detailed scenarios, yet it sometimes produces a
smaller number of tests and requires extra processing
time. Hence, the choice of prompt engineering technique
should depend on module complexity and test coverage
requirements, which enables optimisation of the test
generation process and enhancement of QA process ef-
fectiveness. The entire process, from prompt selection to
result evaluation, is presented in Figure 1. The diagram
illustrates how different prompt engineering strategies
influence the number, structure, and relevance of tests,
together with their integration into the development en-
vironment and CI/CD.

A 4

Zero-shot
Selection of prompt type q
Few-shot
\ 4 > Chain-of-thought
Formulation of a specific prompt
> Role prompting
v > . !
Unit tests for core functions
The LLM processes the prompt
> Tests for exceptional cases

Generation of test scenarios

Tests for complex logic

\ 4

Integration into PyTest / JUnit

Integration into code and CI/CD

!

Execution of tests in the development environment

Collection of execution results

Evaluation of results

v v

\ 4
Conclusions on prompt effectiveness

v

Number of tests (coverage completeness)

Relevance and accuracy of tests

Defect detection (percentage of detected errors)

Structural quality and integration suitability

Figure 1. Test scenario generation from prompt selection to result evaluation

Source: compiled by the author

Analysis of the flowchart indicates that test scenario
generation is clearly dependent on the selected prompt type
and the logic of its formulation. The prompt engineering
strategy at the initial stage determines not only the num-
ber and relevance of tests but also their structural proper-
ties and complexity. The next stage involves processing the
prompt by LLM, which generates a set of test scenarios cov-
ering different aspects of the code, ranging from basic unit
tests to tests for exceptional situations and complex module
logic. Integration into the development environment and

Information Technologies and Computer Engineering, 2026, 23(1)

CI/CD ensures the practical applicability of the tests, while
their execution enables the collection of metrics related to
code coverage, relevance, structure, and defect detection ef-
fectiveness. The diagram demonstrates that test generation
effectiveness increases under more detailed and structured
prompt approaches, for example, few-shot or role prompt-
ing, whereas simpler strategies, such as zero-shot, ensure
speed but provide lower relevance and coverage. The visual-
isation confirms that the correct sequence of stages is criti-
cal for achieving high quality in automated tests.
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Code coverage and test relevance

The analysis results demonstrated substantial variabili-
ty depending on the applied prompt type. Tests generat-
ed in the zero-shot mode showed the lowest indicators.
They covered an average of only 55-65% of functions,
while many complex scenarios remained unaddressed.
The accuracy level in this case reached 70-75%, which
indicated partial correctness of the obtained results: sim-
ple functions were tested satisfactorily, yet exception-
al situations were often ignored. In contrast, few-shot
prompting demonstrated the best performance. Function
coverage reached 85-95%, and test accuracy consistently
remained within 88-92%. The inclusion of examples in
prompts enabled the model to generate more structured
and comprehensive tests that adequately reflected the
behaviour of program code, even in complex cases. This

approach proved to be the most balanced in terms of the
quantity and quality of tests. Chain-of-thought prompting
ensured coverage at the level of 80-90% and accuracy of
85-90%. It performed particularly well in cases of complex
algorithmic blocks that required step-by-step verification
of logic. At the same time, the emphasis on detail led to
the omission of some simple functions, which resulted in
slightly lower overall completeness than in the few-shot
approach. Role prompting produced results close to those
of a few-shot. Function coverage ranged from 82-93%,
while test accuracy reached 90-95%. The main distinction
of this approach lies in the more “human-like” structure
of the tests: they imitate the practice of an experienced
QA engineer, pay attention to edge cases, and ensure high
relevance. This made role prompting useful for practical
application in real testing teams (Table 2).

Table 2. Code coverage and test relevance by prompt type

Prompt type Function coverage, % Test accuracy, % Notes
Zero-shot 55-65 70-75 Partially covers basic functions; complex scenarios
are frequently missed
: g ] Provides the highest coverage and relevance; examples

Few-shot 8595 88-92 in prompts help generate accurate tests

vy y : Well-suited for complex logic; may miss some simple functions
Chain-of-thought 80-90 85-90 due 1o focus on detail

B : ! Structured and human-like tests; high relevance, particularly

Role prompting 82:93 90-95 for complex scenarios

Source: compiled by the author

Analysis of the table confirms that the highest quali-
ty indicators are ensured by few-shot and role prompting.
Their results are nearly identical, although the former re-
lies more strongly on examples, while the latter depends
on role context, which shapes more meaningful scenarios.
Chain-of-thought is optimal for in-depth analysis of com-
plex code segments, yet it does not guarantee full cover-
age. Zero-shot, despite its speed and simplicity of appli-
cation, demonstrated limited results and may be regarded
only as an auxiliary tool for the initial development of test
sets. Hence, the results show that a comprehensive evalu-
ation based on coverage and relevance indicators enables
a clear identification of the strengths and weaknesses of
different prompt engineering strategies. In practical ap-
plication, the most effective solution involves the use of

few-shot and role prompting, while other approaches
should be combined depending on objectives and the na-
ture of the software product.

Defect detection and test effectiveness

The experimental results indicate that different approach-
es to test case generation demonstrate substantial differ-
ences in the ability to detect embedded errors. Analysis of
the ratio of detected defects to their total number enabled
evaluation of both the effectiveness of each approach and
the relevance of tests to the assigned tasks (Table 3). For a
clear presentation of the effectiveness of different prompt
construction strategies in detecting embedded defects, a
diagram is provided that shows the percentage of detected
errors for each method (Fig. 2).

Table 3. Ratio of detected defects to injected defects

Prompt type Number of injected defects Detected defects
Zero-shot prompting 20 9
Few-shot prompting 20 14

Chain-of-thought 20 16
Role prompting 20 13

Source: compiled by the author
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Role prompting
Chain-of-thought
Few-shot prompting

Zero-shot prompting

40 50 60 70 80 90

Figure 2. Effectiveness of prompting methods in defect detection

Source: compiled by the author

The analysis indicates that the highest effectiveness was
achieved by the chain-of-thought approach, which enabled
the detection of 16 out of 20 embedded errors, or 80%. This
confirms the capacity of multi-step reasoning to improve the
logical justification of checks and coverage of different scenar-
ios. Few-shot prompting ranked second at 70%, which demon-
strates the benefit of learning from examples. Zero-shot

prompting proved to be the least effective at 45% because,
in the absence of context, the model frequently misses criti-
cal defects. Role prompting showed a moderate result at 65%,
which indicates that although role specification helps to struc-
ture testing, it is less effective without examples or multi-step
logic. The main types of defects most frequently detected by
each prompting method are presented in Figure 3.

Zero-shot N Syntactic
”| e Basic logical
T »n
23
Q< Few-shot Syntactic
© 2 — > .
© £ e Logical
22 o Exceptions
< E. e Edge cases
o
w 2
© a — . ] Algorithmi
=y Chain-of-thought gorithmic
£ e Multi-step logical
-
Role prompting > Integration-related
e Exceptional situations
e Atypical scenarios

Figure 3. Types of defects most frequently detected by different prompting methods

Source: compiled by the author

The scheme demonstrates a clear specialisation of each
prompting method in detecting different types of defects,
which enables an evaluation of the strengths and weak-
nesses of the approaches in practical testing. Zero-shot
was limited to only basic categories of defects, namely
syntactic and simple logical errors. This indicates that, in
the absence of examples or supplementary guidance, the
model is capable of rapidly covering basic functionality yet
overlooks complex scenarios, such as edge cases or mul-
ti-step logical errors. Few-shot demonstrated the widest
range of detected defects. The model identified not only
syntactic and basic logical errors but also more complex
categories, including exceptions and edge cases. This high-
lights the benefit of including examples in prompts, which
orient the model towards specific scenarios and support
more precise identification of problematic areas of code.
This approach increases both test relevance and the capac-
ity to detect critical defects. Chain-of-thought specialised
in algorithmic and multi-step logical errors. Through step-
by-step reasoning, the model was able to identify complex

Information Technologies and Computer Engineering, 2026, 23(1)

interrelations between code components that are difficult
to verify by simple prompts. At the same time, this meth-
od proved less effective in detecting basic syntactic errors,
since the primary focus was placed on complex logic. Role
prompting was distinguished by its ability to detect inte-
gration defects and errors arising in atypical scenarios or
during module interaction. This approach models the be-
haviour of a user or an experienced QA engineer, which en-
ables tests to reproduce real operating conditions of soft-
ware systems. However, role prompting is less effective in
covering simple syntactic or basic logical errors unless it is
complemented by examples or multi-step logic. In general,
analysis of the scheme confirms the appropriateness of a
combined application of methods: few-shot and chain-of-
thought ensure broad and deep defect coverage, whereas
role prompting adds contextual verification of integration
and atypical scenarios, and zero-shot may be applied for
rapid generation of basic tests. This approach enables an
increase in the overall effectiveness of testing while mini-
mising omissions in the detection of critical defects.
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Evaluation of structural quality

and integration suitability of tests

The study demonstrated how different approaches influ-
ence the practical readiness of tests, enabling evaluation of
their reusability, maintainability, and integration into the
development process. The subsequent analysis examined

Zero-shot Few-shot

6

o = N W b~ o

these indicators in detail, identified the advantages and
limitations of each approach, and confirmed the feasibil-
ity of combining methods to achieve optimal test quality.
Figure 4 presents the key indicators for each prompting
method: test readability, modularity, and suitability for au-
tomated execution in CI/CD pipelines.

Chain-of-thought Role prompting

Figure 4. Key performance indicators for each prompting method
Note: blue - test readability, orange — modularity, grey — suitability for automated execution in CI/CD pipelines

Source: compiled by the author

The evaluation results indicate substantial differenc-
es in structural quality and integration suitability of tests
depending on the prompt type. Zero-shot generated basic
tests that exhibited average readability and modularity, yet
low integration suitability. This is explained by the fact that
test cases were often repetitive or not optimally decom-
posed into modules, which complicated their automated
execution in CI/CD pipelines. Few-shot demonstrated high
readability and modularity, since the presence of examples
in prompts enabled the model to form structured and log-
ically complete test cases. Integration suitability was also
high, although certain difficulties occasionally arose due to
additional dependencies that required environment con-
figuration or data reuse. Chain-of-thought produced tests
with a high level of detail and strong modularity, which sup-
ported their reuse for verification of different components.
At the same time, readability sometimes suffered because
of excessive detail, while integration suitability remained

moderate, as tests sometimes required complex dependen-
cies that complicated their execution in automated pipe-
lines. Role prompting ensured the highest evaluation across
all categories: tests were maximally readable, logically
structured, and modular. Through the development of sce-
narios approximating the behaviour of an experienced QA
engineer, they were easily integrated into CI/CD pipelines
and automated execution. This approach demonstrated
that role-based prompting enables the model to form tests
that are immediately ready for practical application in de-
velopment and testing processes. In general, analysis of the
table confirms that the combination of few-shot and role
prompting ensures an optimal balance between readabili-
ty, modularity, and integration suitability of tests, whereas
zero-shot and chain-of-thought exhibit specific limitations
that should be considered during implementation in CI/CD
processes. Figure 5 illustrates the relationship between the
structural quality of tests and their integration suitability.

‘ Readability Few-shot

1

‘4' Role prompting ‘

Few-shot

M

‘ Modularity

1

Chain-of-thought

’_‘

Role prompting ‘

‘ CI/CD integration (from highest to lowest)

Few-shot

T

‘ Role prompting

—

Chain-of-thought

1

Zero-shot ‘

Figure 5. Dependence of test structure on the type of prompting and integration suitability

Note: compiled by the author

The scheme demonstrates that different prompting
methods differed across three key indicators of test qual-
ity: readability, modularity, and integration suitability
within CI/CD. Readability was highest in few-shot and role
prompting, since the presence of examples or a role-based
context supported the development of logically structured
and comprehensible test cases. Modularity was high in
few-shot, chain-of-thought, and role prompting, which

enabled tests to be reused for verification of different com-
ponents without substantial code modification. With re-
gard to integration suitability, the best results were demon-
strated by role prompting, since tests were developed in
close alignment with the human logic of a QA engineer and
were easily integrated into CI/CD pipelines. Few-shot en-
sured good integration, although it occasionally required
additional configuration due to dependencies on examples
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embedded in the prompts. Chain-of-thought showed mod-
erate integration suitability as a result of complex logical
dependencies, whereas zero-shot demonstrated the lowest
level, since tests were basic and less structured. Thus, the
combination of few-shot and role prompting enabled the
achievement of an optimal balance between readability,
modularity, and readiness for integration into CI/CD pro-
cesses, whereas zero-shot and chain-of-thought exhibited
specific advantages for rapid generation of basic tests or for
in-depth verification of logic, respectively.

Comparison of the performance

of the CodeLlama 2 and StarCoder models

During the experiments, the models demonstrated different
approaches to test generation depending on the complexity

of the scenario (Table 4). StarCoder is characterised by a
higher speed of test creation, which enables the rapid pro-
duction of basic functional tests. However, in cases where
edge or exceptional scenarios require coverage, its outputs
occasionally require additional verification and refine-
ment, since the structure of tests could vary across re-
peated generations. CodeLlama 2 ensures more stable and
predictable test generation. Its results are characterised by
high consistency across repeated queries and by detailed
verification of functional logic. Through this characteristic,
unit tests are more structurally organised and cover both
basic and complex scenarios, including exceptional situa-
tions and integration scenarios between modules. This fea-
ture renders CodeLlama 2 more suitable for comprehensive
testing and for automated verification of software systems.

Table 4. Performance of the CodeLlama 2 and StarCoder models

Test generation Response stability Number of -
Model time (mean, s) (%) generated tests Characteristics of the results

High stability, well-structured tests, effective

Codellama 2 16.2 %0 52 coverage of edge cases and exceptions

Fast generation, minor variations in test
StarCoder 14.7 87 50 structure, slightly lower coverage of complex

scenarios
Source: compiled by the author
Discussion

The table demonstrates that each model possesses
specific advantages and shortcomings. StarCoder ena-
bles the rapid generation of basic test scenarios, which
are useful for quick verification of module functionality.
However, the lower stability of the results limits its use for
critically important testing of complex logic. CodeLlama 2
is characterised by high stability and the ability to cover
various types of scenarios, including boundary and ex-
ceptional cases. This increases the relevance of the tests
and makes them more suitable for continuous integration
and automated execution. The number of generated tests
is comparable between the models, but CodeLlama 2 en-
sures more comprehensive coverage of the program logic
and defect detection.

In addition, the repeatability of results under multi-
ple generations of tests for the same module was analysed.
CodeLlama 2 demonstrated stability of approximately 90%,
whereas StarCoder reached 87%. The difference in stabili-
ty was especially evident in complex scenarios with mul-
ti-step logic and integration dependencies between func-
tions. These findings indicate the feasibility of combining
the models in practical use: StarCoder was applied for the
rapid generation of basic tests, whereas CodeLlama 2 en-
sures stability and comprehensive logic coverage. Overall,
the results show that the combination of the models en-
sures an optimal balance between the speed of test gen-
eration, their stability, and the ability to cover diverse us-
age scenarios. This approach increases the effectiveness of
automated testing and makes the results more suitable for
integration into modern software development processes.

The findings show that the few-shot, chain-of-thought,
and role prompting strategies ensure the highest effec-
tiveness in automated test creation. CodeLlama 2 exhib-
its higher stability at 90% and the ability to operate with
complex scenarios, whereas StarCoder ensures higher
generation speed but slightly lower predictability of re-
sults. In the group of studies devoted to prompt engineer-
ing methods, S. Vatsal & H. Dubey (2024) conducted a
review and systematised prompt engineering techniques
for various natural language processing tasks, including
code generation and automated testing. The researchers
emphasised the advantage of few-shot and multi-step
prompts over zero-shot approaches, since they ensured
higher relevance, response consistency, and more com-
plete coverage of functional scenarios. These conclusions
correlate with the obtained results: few-shot achieved 85-
100% coverage and 88-92% relevance, whereas zero-shot
achieved only 55-65% coverage and 70-75% accuracy.
Thus, the conducted study confirms a general tendency
that the presence of examples in prompts is critically im-
portant for the generation of accurate and relevant tests.
The study by C.Y. Wang (2025) focused on the optimisa-
tion of different prompt types for code generation and
showed that role-based prompts and prompts with step-
by-step reasoning yield structured tests and effectively
cover complex scenarios. The obtained results confirm
these conclusions: role prompting ensured 82-93% cov-
erage and 90-95% accuracy, whereas chain-of-thought
detected 16 out of 20 defects at 80%, which demonstrates
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the effectiveness of step-by-step reasoning for complex
logic and integration scenarios.

]J. Wang et al. (2024) and M. Schifer et al. (2023) ad-
dressed the empirical evaluation of automated testing with
large language models. Both studies confirm that mul-
ti-step and example-based approaches ensure high perfor-
mance in unit test generation, especially for complex sce-
narios. The present study similarly showed that StarCoder
rapidly generates basic tests, with an average time of
14.7 seconds and stability of 87%, whereas CodeLlama 2
ensures greater stability and detailed coverage of complex
scenarios, with an average time of 16.2 seconds, stability of
90%, and 52 test cases. The difference in stability between
the models is explained by variations in experimental con-
ditions, including project size and programming languag-
es, and does not contradict general trends in the literature.
In turn, L. Belzner et al. (2023) examined the integration of
large language models into real projects, pointing to the
potential for improving development effectiveness and
test automation, while also emphasising the complexity of
adapting models to specific scenarios. The present results
confirm these conclusions: the use of different prompt
types enables the adaptation of test scenarios to code spe-
cifics and ensures an optimal balance between generation
speed and test relevance. For example, chain-of-thought
achieved 80% defect detection, whereas few-shot achieved
70%, which demonstrates the effectiveness of multi-step
and example-based prompts in complex scenarios.

Within the prompt engineering domain, B. Chen et
al. (2025) conducted a review of prompt design methods
and established that the use of examples and role-based
prompts significantly increases the accuracy and structural
coherence of large language model outputs. This correlates
with the obtained findings. The researchers also noted that
prompts which place the model in the role of an expert en-
hance the quality of test integration into real workflows,
which aligns with the present conclusion regarding the
high integration suitability of role prompting in CI/CD
processes. H. Strobelt et al. (2022) examined interactive
and visual prompt design methods for adapting models to
specific tasks and emphasised the role of user intervention
in model configuration. This partially explains why role
prompting in the present study ensured the highest reada-
bility and structural coherence of tests: the prompts effec-
tively model the behaviour of an experienced QA engineer,
which allows the automatic generation of tests ready for
integration into real processes.

Another group of studies focused on the fundamen-
tal principles of prompt engineering for large language
models. In particular, A. Gao (2023) demonstrated that
proper query formulation considerably affects the ac-
curacy and relevance of responses, along with model
consistency in the performance of complex tasks. Con-
ceptually, this approach is similar to the one proposed
in the current study in terms of the staged configuration
of system behaviour under specific conditions. Howev-
er, A. Gao did not address resource management or the

integration of resilience mechanisms, which represent
key elements in the present study. Meanwhile, S. Feng &
C. Chen (2024) showed that the use of prompts for the
automatic reproduction of bugs on the Android platform
allows a substantial reduction in manual testing time and
improves coverage of edge cases. This correlates with the
obtained results for chain-of-thought prompting, which
ensured 80% defect detection and high structural coher-
ence of tests, particularly in complex scenarios.

In the study by C. Pornprasit & C. Tan-
tithamthavorn (2024), the combination of fine-tuningand
prompt engineering was shown to improve the effective-
ness of automated code review. The researchers devel-
oped methods for adapting models to specific syntax and
structural features of code. Similar to the present staged
approach (timeouts — repeated calls — sidecar), the study
demonstrated the benefits of a systematic, incremental
introduction of improvements. However, the research-
ers did not take into account the physical constraints of
the system, which were considered in the current model
through the monitoring of the CPU, memory, and laten-
cy. B. Clavié et al. (2023) focused on prompt engineering
for task classification in a corporate environment. Their
results demonstrated that role-based prompts consider-
ably increase the accuracy and structural organisation of
outputs. This supports the present conclusions regard-
ing role prompting, which ensures the highest readabili-
ty and integration suitability of tests, along with 90-95%
accuracy. T. Radcliffe et al. (2024) investigated prompt
automation for the detection of semantic vulnerabilities
in large language models. The researchers emphasised
that, without proper prompt configuration, even power-
ful models may miss critical errors. This explains why
zero-shot in the present study ensured only 45% defect
detection and low integration suitability: the absence of
context and examples limits model effectiveness in com-
plex scenarios.

In the study by W. Cain (2024), educational aspects
of prompt engineering were examined, demonstrating
that proper query configuration can significantly improve
learning effectiveness and reduce the risk of incorrect re-
sponses. The researcher emphasised the importance of a
multi-level approach and systematic testing. Conceptu-
ally, the common emphasis on incremental optimisation
is obvious, but W. Cain focused on the cognitive and ed-
ucational aspects of large language models, while in the
current study resource and system management interface
was applied to ensure resilience and load balancing in real
microservice systems. The study by A. Fan et al. (2023)
presented a review of the current state of large language
models in software engineering, particularly for test auto-
mation, code generation, and bug fixing. The researchers
noted that combined approaches based on multi-step and
role-based prompts ensure the highest accuracy and struc-
tural coherence of outputs. This fully correlates with the
obtained data, in which chain-of-thought and role prompt-
ing demonstrated the best coverage and relevance of tests
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at 80-95%. L. Plein et al. (2024) showed that large language
models can effectively generate test scenarios based on bug
reports, which enables the automation of software verifica-
tion processes. The present study confirms this: few-shot
and chain-of-thought approaches ensured 70-80% defect
detection with high test structural coherence, particularly
in complex and integration scenarios.

N. Alshahwan et al. (2024) investigated automated
improvement of unit tests in a large organisation (Meta)
using large language models. They established that mod-
els provided with detailed examples and context gener-
ated more accurate and reproducible tests, which aligns
with the obtained results: CodeLlama 2 demonstrated 90%
stability and high predictability of tests, whereas StarCod-
er was faster but less stable. The difference in speed and
stability also explains the necessity of combined model us-
age in practical scenarios. J. Velasquez-Henao et al. (2023)
proposed a methodology for optimising interactions with
large language models in engineering tasks through struc-
tured prompt configuration and regular verification of
results. The researchers demonstrated that this approach
enhances model accuracy and allows systematic control
of performance. Multi-level optimisation is similar to the
staged implementation of resilience mechanisms in the
current model. The distinction lies in the application do-
main: J. Velasquez-Henao et al. focused on algorithmic-lev-
el engineering tasks, whereas current research addressed
physical and logical aspects of microservice systems.
D. Grabb (2023) demonstrated that prompt engineering
can significantly improve large language model perfor-
mance in specific medical scenarios, particularly under
high risk of errors. The study showed that systematic query
optimisation reduces the likelihood of incorrect outputs
and increases model stability. His results correlate with
the present methodology in terms of systematic adapta-
tion and enhanced stability. The presented model, howev-
er, additionally accounted for hardware resources, service
degradation, and request balancing in distributed systems,
which were not investigated in the cited study.

A. Nayyar et al. (2025) systematically reviewed strat-
egies for prompt optimisation in large language models,
including role prompting, few-shot methods, and inte-
grated scenario approaches, which confirms the present
observations regarding the appropriateness of combining
approaches to achieve high test accuracy and structural
coherence. The researcher also noted that project-specif-
ic conditions and codebase sizes can affect model perfor-
mance, which explains partial discrepancies in coverage
percentages between the present experiments and other
studies. E. Jiang et al. (2022) developed PromptMaker, a
system for prototype testing based on prompts, which en-
ables interactive evaluation and configuration of prompt
strategies. The study emphasised the importance of adapt-
ing prompts to task-specific requirements and supports the
present results: role prompting ensured high readability,
structural coherence, and integration suitability of tests,
particularly for complex scenarios.

Comparison of the present study with previous findings
indicates general alignment regarding the effectiveness of
prompt strategies for large language models. Few-shot and
chain-of-thought strategies provide the highest accuracy
and coverage of test scenarios, whereas role prompting
improves structural coherence, readability, and integration
suitability of tests. The findings also demonstrate slightly
higher stability and coverage for CodeLlama 2 compared
with some publications, which may be explained by dif-
ferences in project selection, programming languages,
and model configurations. Overall, the study confirms key
trends in automated test generation using large language
models while providing practical evaluation of specific
models’ performance in real-world conditions, making it a
valuable addition to existing findings.

Conclusions

The empirical analysis demonstrated that the effectiveness
of test scenario generation depends directly on the type of
prompt employed. Zero-shot produced only 60-70% of the
expected number of tests with relevance of approximate-
ly 75%, rendering it suitable only for the rapid generation
of basic checks. Few-shot proved to be the most balanced
approach, providing 85-100% coverage and relevance of
88-92%. Chain-of-thought enabled 80-95% of tests with
relevance of 85-90%, producing more logically structured
scenarios, particularly for complex functions, although
it occasionally lagged behind few-shot in quantity. Role
prompting exhibited the highest quality, achieving 80-95%
coverage and 90-95% relevance, ensuring structural coher-
ence and human-like reasoning in the tests. Consequently,
the most effective strategies are few-shot and role prompt-
ing, whereas zero-shot and chain-of-thought remain use-
ful for narrow application cases.

The analysis indicated that zero-shot delivered the
lowest results, with coverage of only 55-65% and accuracy
of 70-75%, making it suitable solely for basic checks. Few-
shot demonstrated the best performance with 85-95% cov-
erage and 88-92% accuracy, reflecting a balance between
test quantity and quality. Chain-of-thought achieved 80-
90% coverage and 85-90% accuracy, effective for complex
logic but less comprehensive for simple functions. Role
prompting provided 82-93% coverage and 90-95% accu-
racy, generating structured and human-like tests, particu-
larly useful for complex scenarios. Overall, few-shot and
role prompting are the most effective, whereas chain-of-
thought and zero-shot are best applied in specific cases.
Chain-of-thought prompting proved the most efficient in
defect detection, identifying 16 out of 20 defects (80%),
confirming the advantage of stepwise reasoning for com-
plex logic. Few-shot ranked second with 14 defects (70%),
demonstrating the benefit of examples for increasing test
relevance. Role prompting identified 13 defects (65%), per-
forming well in integration and atypical scenarios, while
zero-shot detected only nine defects (45%), limited to basic
errors. An optimal balance is achieved through the com-
bined use of few-shot and chain-of-thought for covering
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critical logical errors, with role prompting adding realistic
verification and zero-shot applicable for rapid generation
of simple tests. The study showed that role prompting
produced the highest readability and integration suita-
bility, with tests that were logically structured, modular,
and readily incorporated into CI/CD pipelines. Few-shot
ensured high readability and modularity, with slightly
lower integration readiness. Chain-of-thought generated
detailed and reusable tests, although integration suitabil-
ity was moderate due to complex dependencies, while ze-
ro-shot produced basic tests with moderate readability, low
modularity, and the lowest integration suitability.
CodeLlama 2 provided more stable and predictable
test generation, with high consistency on repeated queries
(90%), an average generation time of 16.2 seconds, and 52
generated tests, covering both basic and complex scenar-
ios, including edge cases and exceptions. StarCoder was
faster (14.7 seconds), generating 50 tests with slightly low-
er stability (87%) and less coverage of complex scenarios,
making it useful for rapid verification of basic functionali-
ty. Combined model usage optimises the balance between
generation speed, stability, and coverage completeness,
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enhancing the effectiveness of automated testing and in-
tegration into CI/CD.

Limitations of the study included the use of only two
language models and a relatively small sample of medi-
um-sized software projects developed in Python and Java,
which partially constrains generalisation of results to oth-
er technology stacks. The study did not consider the influ-
ence of specific architectural features, such as microservice
or event-driven structures, which may significantly affect
the effectiveness of automated test generation. Future re-
search should extend the analysis to additional models, di-
verse programming languages, and complex enterprise sys-
tems with integration into different CI/CD environments.
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LLiBuaka po3po6ka BeNMKMX MOBHUX Mogenen
AN reHepauii TeCToBMX BUNAAKIB

AHaTonin N'ycakoBcbkui

MaricTp, CTapLWnn iHXeHep

HaLIOHAbHW AePOKOCMIYHWNIA YHIBEPCUTET «XAPKIBCHKMIA ABIALLIMHNA IHCTUTYT»
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AHoTAUiA. AKTYaNbHICTh JOCTiIKEHHST 3yMOBJIEHA MOTPE6OI0 MigBUIEeHHS e(eKTUBHOCTI TeCTYBaHHS MPOrPaMHOTO
3abe3IeueHHs, 1e BUKOPUCTAHHS BEJIMKMX MOBHUX MOJe/ieli i TEXHIK iHkeHepii Mmi1Ka3oK BigKpuBae HOBi MOXIMBOCTI
IJIS aBTOMAaTM30BaHOI reHepalii SIKiCHMX TeCTOBMX BUMAAKiB. MeTOW NOCTiIKeHHS 6ya0 OLiHUTKU e(eKTUBHICTb
cTpaTteriii prompt engineering y TreHepallii TeCTOBMX BUMA[KiB BEeJIUKMMU MOBHMMM MoneasiMu. MeTomomnoris
6a3yBasiacsl Ha TOPiBHSIHHI YOTMPBOX TeXHiK prompt engineering: zero-shot, few-shot, chain-of-thought Ta role
prompting mjis reHeparii unit-tectiB MmoBHMMU Monensimu CodeLlama 2 ta StarCoder y cepemoBuii PyTest i JUnit
i3 OLIIHKOIO 3a KPUTEPiSIMM TOKPUTTS KOZY, PeleBaHTHOCTI, Ne(eKTOBMSIBIEHHS Ta iHTerpaimiifHoi MpMAATHOCTI.
Amnarni3 nmokasas, mo few-shot Ta role prompting 3a6e3mneuyoTh HaiiKpamuii 6ajaHc MiX KiJIbKiCTIO Ta SIKiCTIO TeCTiB
i3 mokputrtsam 85-100 % Ta peneBaHTHicTIO 88-95 %, Tomi sik chain-of-thought edexkTvBHMIT g cKIagHOI JIOTiKM i1
BusiBMB 16 i3 20 3aknagenux nedekrib (80 %), a zero-shot o6MeskeHnit 6a30BMMM ITepeBipKaMu 3 MMOKPUTTIM 55-65 % Ta
tTouHicTio 70-75 %. CodeLlama 2 mpozeMOHCTpYBaB CTabiibHy reHepallilo TeCTiB i3 BMCOKOIO Y3rOAKeHiCTIO0 TOBTOPHUX
sarmuTiB (90 %), cepegHim yacom resepariiii 16,2 ¢ tTa 52 TecraMu Ha MOJYJIb, OXOTUTIOIOUY 6a30Bi Ta CKJIAAHI ClieHapii,
BKJIIOYHO 3 KpaioBMMM BUIMaAKaMu Ta BuHsITKamu. StarCoder 6yB mBugmmm (14,7 c), reHepyBaB 50 TecTiB i3 Tpoxu
HIVDKYOI0 CTabibHicTIO (87 %) i MEHIIMM MOKPUTTSIM CKJIaJHUX CIIeHapiiB, 1110 po6uiio oro eheKTUBHUM JJIS IIBUAKOL
nepeBipkyu 6a30Bux GyHKUil. HaiiBuia untabenbHiCTh, MOLYIbHICTH i iHTerpaiiiina npuaaTtHicTh y CI/CD-KOHBeepu
6ynu 3a role prompting, Tozi sik few-shot 3ab6e3meuyBaB rapHmii 6agaHC Mik CTPYKTYPOBaHICTIO Ta MPAKTUIHOIO
TOTOBHICTIO TecTiB, a chain-of-thought i zero-shot manu cneundiyni o6meskeHHs1. Komb6iHOBaHe BUKOPUCTAHHS
Mopereii i cTpaTeriit prompting 103B0OJIsIE ONTMMi3yBaTU MPOLieC TeHepallii TecTiB, MiABUIITYIOUM iXHIO PeIeBaHTHICTb,
TOKPUTTS Ta e(eKTUBHICTh ABTOMATK30BAHOTO TeCTyBaHHSI. Pe3yabTaTu LOCTiIKeHHSI MOKYTb 3aCTOCOBYBATUCS JIJISI
aBTOMATM30BAHOTO TECTYBAHHSI MPOTPAaMHOro 3abe3meveHHs, iHTerpalii y KoHBeepu GesrmepepBHOi iHTerparii Ta
IOCTaBKM Ta HAaBUAHHSI iH)KeHePiB 3 KOHTPOJIIO SIKOCTi e)eKTMBHUM MeTozaM reHepariii TecTiB

KniouoBi cnoBa: CodeLlama; StarCoder; migkasku 3 HYJIbOBMM pe3y/lbTaTOM; IiJKa3Ky 3 KiJIbKOMa pe3y/bTaTaMii;
MiIKa3KM JIaHIIOKKA AYMOK; MmigKa3Ky poseit; interpaiis CI/CD
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Abstract. The human factor remains one of the key vulnerabilities in modern cybersecurity, which emphasises
the importance of analysing user behaviour in risk management systems. This study presents a comprehensive
mathematical model for personalised risk assessment of digital user behaviour, followed by interactive visualisation to
support operational decision-making. The aim of the research was to create a model that allows for accurate analysis
of individual and situational vulnerability factors, prediction of risky behaviour, and adaptation of protective measures
in real time. For the model implementation, a combination of Bayesian analysis, Markov decision-making processes,
regression methods, and modern data visualisation tools was used. As a simulation-based, the model was tested on 500
artificially generated user profiles reflecting different levels of digital literacy and behavioural responses to phishing
scenarios. The results showed that individualised training significantly reduces the risk of phishing attacks — in some
cases by 40%. The built model achieved a prediction accuracy of 85%, demonstrating high efficiency even when taking
into account behavioural exceptions. It was found that stress, time constraints, and difficult conditions increase the
probability of errors by 25%. At the same time, regular interaction with simulated threats makes it possible to build
stable skills — the so-called “risk memory” — which reduces the number of errors over time. The model integrated
both behavioural parameters - level of knowledge, stress tolerance, user experience — and external factors, including
the threat complexity and workload intensity. This allows for dynamic adjustment of security strategies. Use of
Markov modelling allowed optimising training processes, reducing losses by 65%. Interactive dashboards provided
individualised vulnerability monitoring and rapid response to potential threats. The practical value of the proposed
approach lies in the possibility of its integration into corporate security systems and use in educational and telemedia
programmes to improve cybersecurity

Keywords: mathematical modelling; data visualisation; Bayesian analysis; Markov processes; social engineering

Introduction

Cybersecurity is one of the key areas of information pro-
tection in the modern digital world. The number of attacks
on information systems keeps growing, and the level of
threats requires constant improvement of methods to pre-
vent and stop these attacks. One of the main weaknesses
is still the human factor - the social, psychological, and
behavioural traits of users that directly affect security. Ac-
cording to the ENISA (European Union Agency for Cyber-
security) (2024), more than 70% of cybersecurity incidents
happened because of user mistakes or social engineer-
ing attacks in 2024. The report also says that these types
of incidents grew by 38% compared to 2022. The Verizon

Suggested Citation:

Business (2024) Data Breach Investigations Report gave
similar results and confirms that human-related risks re-
main the main cause of security breaches.

Modern security systems, like cryptography, intru-
sion detection systems, and multifactor authentication,
help reduce risks, but these technologies cannot totally
get rid of the human factor. H. Ahmad et al. (2024) inves-
tigated the effectiveness of multi-layered security sys-
tems and found that even with strong technical barriers
in place, social engineering remains the primary cause
of most successful attacks. The authors emphasise that
raising user awareness and training in safe behaviour
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have a long-term effect that exceeds the benefits of pure-
ly technical solutions.

Y. Qin et al. (2025) analysed the effectiveness of user
training policies for preventing social engineering attacks
under resource constraints. The authors showed that the
optimal distribution of training interventions can increase
user resistance to manipulation and significantly reduce
the likelihood of successful compromise without increas-
ing costs. The study also confirmed that even minimal ad-
aptation of training policies can shape more stable user
behaviour patterns, which in the long run reduces the risk
of social engineering attacks.

The study by A. Alshehri (2024) explored Al-powered
adaptive cybersecurity awareness training in the industrial
sector. The author showed that using intelligent algorithms
to personalise the training process increases the effective-
ness of forming stable, secure user behaviour and reduces
the response time to potential incidents. The study empha-
sises that adaptive learning based on artificial intelligence
is an effective tool for strengthening the human factor in
cyber defence and for systematically reducing risks asso-
ciated with social engineering attacks. N. Sugunaraj (2024)
created a hybrid model that combines regression analysis
and machine learning methods to continuously update
user risk profiles. The results showed a reduction in errors
by almost 30% and the model’s resistance to changes in in-
put data, making it suitable for long-term use in corporate
monitoring systems.

The use of Bayes-oriented structures makes it possible
to obtain more realistic risk assessments compared to clas-
sical static analysis schemes. ]. Wang et al. (2020) proposed
a Bayesian approach to cyber risk assessment by extending
the FAIR model and formalising the relationships between
technical parameters and user behavioural factors. The au-
thors showed that such a network allows for more accurate
assessment of uncertainty and formal probabilistic con-
clusions with limited or incomplete input data. The study
confirmed that.

Finally, K. Ahmed et al. (2024) proposed a deep learn-
ing-based method for the joint extraction of cyber entities
and relations from unstructured cybersecurity text. This
approach demonstrates that automated information ex-
traction can support cyber threat analysis by organising
heterogeneous security data into structured representa-
tions. The authors indicate that such methods enhance the
analytical capabilities of cyber defence systems and facili-
tate more effective threat modelling in complex and evolv-
ing digital environments.

Even though cybersecurity research is growing rapidly,
some problems remain. Most models still do not mix per-
sonal user traits — like knowledge, experience, and ability
to handle stress — with outside factors such as how hard
the attacks are, how much work people have, or changing
conditions. Systems that can train users in real time and
adjust protection strategies are not well-developed. Also,
interactive visuals and dashboards are usually used only to
watch what is happening, not to help predict and manage

risks directly. The goal of this study was to create an in-
tegrated mathematical model for personalised cyber risk
assessment. The model took into account both user behav-
iour and external factors, adapted training and protection
strategies in real time, and used interactive visualisation to
support decision-making.

Materials and Methods

The study involved simulation modelling of user behav-
ioural responses to phishing attacks using generalised pro-
files. Parameterised scenarios were created in the Python
environment using the SimPy framework for event-based
modelling and the NumPy and pandas libraries for gener-
ating user attributes and interaction rules. A total of 500
hypothetical users (aged 18-60) were generated with dif-
ferent levels of digital literacy, stress resistance, and previ-
ous experience in countering cyber threats. The approach
to formalising the mathematical model was based on previ-
ous experience in constructing optimisation models in re-
lated studies by the author (Trofymchuk, 2025). These sce-
narios replicated typical behavioural patterns described in
leading scientific studies on phishing response (Ahmad et
al., 2024) and allowed the evaluation of the proposed
mathematical model under various levels of risk exposure.
The modelling considered user reactions to different types
of phishing attacks, including mass phishing e-mails, spear
phishing with personalised messages, and social engineer-
ing through fake technical support requests. The method-
ology for evaluating the impact of these attacks on behav-
ioural parameters was based on the approach proposed by
M. Zaoui et al. (2024).

Statistical analysis of the simulation outputs was per-
formed in the Python environment using the scipy.stats
package. The analysis followed standard reliability crite-
ria: p-values with a significance threshold «=0.05 and 95%
confidence intervals were calculated to verify differences
between groups. Regression analysis and the least squares
method were used to calibrate model parameters by mini-
mising the difference between predicted and simulated risk
values and by estimating the impact of each factor - user
awareness, attack complexity, and environmental condi-
tions - on the overall probability of a successful attack.

The optimisation of training strategies was implement-
ed using the Value Iteration algorithm (via the mdptool-
box library), which identified the sequence of awareness
training and defensive actions that minimised the total
expected loss J(r1) and determined the time points when
introducing protective measures would yield the highest
effect. Model sensitivity to key parameters was examined
using a one-factor-at-a-time (OFAT) approach combined
with Monte Carlo simulations (10,000 random samples per
run). This allowed testing how changes in awareness, at-
tack complexity, or environmental stress affected the cal-
culated risk and adapting the risk management framework
to different operational profiles of an organisation.

The development of a mathematical model for assess-
ing cyber risks associated with the human factor was a key
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element of the study. User awareness (U) was defined as the mental impact (E) represented stress conditions such as
simulated level of cybersecurity knowledge and training, workload, time pressure, and policy support. The schematic
attack complexity (A) described the technical and psycho- representation of the proposed mathematical model of a
logical sophistication of phishing attempts, and environ- successful security breach P is presented in Figure 1.

[ Awareness (U) j

[ Attack complexity (A) j;{

Risk (R)

}<—[Environmental impact (E)j

Figure 1. Diagrammatic representation of the mathematical model

Source: compiled by the author

It shows the relationship between the key varia-
bles — user awareness (U), attack complexity (A), and en-
vironmental impact (E) — and the resulting probability of
a successful security breach (P). To ensure interpretability
and reproducibility of the model, the parameters require a
clearly defined scale and explanation of how the numerical
values are set. This step makes it possible to link the visual
structure of the model with the following mathematical
formulation and to justify the ranges of a, B, v, § and other
coefficients used in the equations:

P=f(U,A,E)=a-e*+y-5-E. (1)

Parameters y and § represent sensitivity to external
contextual variables such as stress or fatigue and were
tuned based on behavioural deviations introduced into
simulation environments. The term “behavioural excep-
tions” in this context refers to unpredictable deviations
from typical user behaviour patterns - for instance, a dig-
itally literate (Anderson, 2020) user failing to recognise a
phishing threat due to psychological fatigue. These excep-
tions were incorporated into the model by adjusting either
a or &, allowing the model to remain adaptive in unstable
behavioural conditions. All parameter values were vali-
dated using simulation-generated datasets and calibrated
through iterative modelling of hypothetical user-phishing
interactions reflecting real-world scenarios.

The proposed user risk assessment model is based on an
exponential decrease in risk due to the level of awareness,
but unlike classical models, it takes into account the influ-
ence of the environment and cognitive factors through the
variable E. Additionally, the parameter o is introduced, which
allows flexible adjustment of the model for different attack
scenarios, which increases the accuracy of risk prediction.

P=a-e®+y-§-E+pln(1+1), (2)

where I, - is the intensity of attacks in period t (the number
of hacking attempts, phishing emails, social attacks, etc.); p
is the coefficient of user sensitivity to attacks (determines
how much an increase in attacks increases the likelihood
of compromise). If a user receives a lot of phishing attacks,
even with high awareness U, the user may eventually make
a mistake. The logarithmic relationship In( 1+1) reflects

the effect of the accumulating pressure of attacks — at
first, the risk increases rapidly, but gradually stabilises.
The value of I, can be obtained by normalising the num-
ber of recorded incidents in security monitoring systems
(e.g., SIEM logs) (NIST, 2020) over a specific time window.
This allows the model to dynamically reflect variations
in the threat landscape and to adapt to sudden spikes in
attack intensity. The parameter p characterises the user’s
reactivity to increasing attack pressure. The model sup-
ports adaptive calibration of this parameter based on user
characteristics such as digital literacy, stress resilience, or
previous exposure to cyber threats. For instance, users with
limited technical skills or high susceptibility to stress may
be assigned higher values of p to reflect increased vulner-
ability. In simulation scenarios, p ranges between 0.05 and
0.2, representing different behavioural response profiles.
Consideration of user experience:

P=a-pU+X)+y-6-E, ©)

where X — user experience (the ability to recognise attacks
based on previous training or personal experience with cy-
ber threats).

In this model, experience is seen as a static behaviour-
al parameter that boosts the user’s awareness (U) when as-
sessing the likelihood of a security breach. The value of X is
estimated based on the results of the user’s participation in
cybersecurity training and recorded responses to previous
threats — for example, the success of recognising phishing
messages or avoiding interaction with suspicious content.
Quantitatively, this variable is expressed as a dimension-
less coefficient ranging from 0 (no experience) to 1 (high
level of experience) and is calibrated according to prede-
fined assessment scales. This approach allows the results
of individual training to be included in the risk assessment
model without complicating it with time parameters. If a
user has already encountered attacks, the attacks are less
likely to be exposed to the user in the future, even if the
user’s awareness has not formally changed. In traditional
learning models, exposure was considered static, but in
practice, experience X is accumulated and makes it possible
to avoid future threats.

MDP (Markov Decision Process) is used to model the
dynamics of changes in the state of user awareness. Let
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§={S,, S,;---, S, } — be a set of states, where corresponds to
the minimum level of awareness and S, - to the optimal one.
The transition between states is determined by a function:

PGS

(t+1)

1S, a), “)

where a, - is an action, for example, participation in a train-
ing module; S- current state of awareness; S, | — next
potential state. The transition function reflects the proba-
bility that a user will transition to a new state given a cer-
tain action, taking into account both individual character-
istics (level of basic awareness, cognitive biases, emotional
state) and external factors. The transition probabilities are
calibrated based on simulated scenarios covering different
user profiles. For example, for users with a low level of initial
awareness, participation in a short training course may have
less of a transition effect than for users with an average level
of awareness, which is reflected in lower values for the first
category. The model also takes into account behavioural ex-
ceptions - situations where the user exhibits an unexpected
reaction, such as reverting to a lower state due to stress or
overconfidence. Such exceptions are modelled by entering
individual values into the transition matrix, which describe
non-standard trajectories of state changes.

In this way, the model does not predict deterministic
improvement after each action, but integrates the probabil-
istic nature of user learning, allowing for the assessment of

human-related risks in dynamics. The optimal strategy 77 min-
imises the total risk, which is determined by the loss function:

J(M=E[XT_ v (S, a), ©)

where y (S, a,) is the immediate “penalty” or loss, and y is
the discount factor. This formula reflects the strategic goal
of finding a sequence of actions that, on average, minimis-
es the human factor’s impact on cyber risks. It also allows
the model to adapt to changes in user behaviour, limiting
excessive generalisation and increasing the accuracy of
real risk assessment in a dynamic environment. The loss
function can be calibrated based on empirical data or sim-
ulations, allowing for the specifics of the model’s applica-
tion context, including organisational priorities, security
policies, and acceptable residual risk levels.

For numerical evaluation, iterative algorithms such as
Value Iteration are used to determine the optimal policy
for transitions between states. The Markov decision-mak-
ing process was used to optimise the sequence of training
and defensive actions. Figure 2 illustrates the state transi-
tions of user awareness levels under the influence of dif-
ferent training modules and adaptive security strategies.
This diagram visually represents how the system deter-
mines the most effective path to reduce potential losses
and strengthen user resistance to social engineering and
phishing threats.

Figure 2. Diagram of the Markov decision-making process
Note: S - training cycle; S, - training module; S, -~ monitored awareness state after training; Ss — stabilised awareness state with reduced
vulnerability; a, — baseline system; a, - interactive dashboard; a, - strategy optimisation

Source: compiled by the author

Figure 2 demonstrates the logical flow of user state
changes during the learning process. Each state corre-
sponds to a level of awareness, while transitions are trig-
gered by training modules or by optimisation actions
identified through the Markov decision process. This vis-
ualisation makes it possible to understand how the model
selects adaptive responses to changing threat levels and
user behaviour patterns. In contrast to the traditional
Markov process, this model takes into account psychologi-
cal factors, such as stress during an attack or the impact of
training on user behaviour, which increases the accuracy of
risk prediction:

e-V(1-Up)

P(St41lSt,a) = (6)

1+e B’
where U, is the user’s knowledge level at time ¢; E, is the
user’s stress level at time t; y, § are the parameters of sen-
sitivity to learning and stress.

A key feature of the proposed mathematical model is
its ability to adapt to rapidly changing cybersecurity con-
ditions and user behaviour. This adaptability was achieved

by introducing dynamic parameters that can be recalibrat-
ed when new behavioural data or threat statistics become
available. The model was designed to update risk estima-
tions in near real time using both simulation outputs and
observed interaction data from monitoring systems.

To enable this, the study integrated Bayesian infer-
ence as the main mechanism for updating the probability
of user vulnerability. In this research, the hypothesis Hwas
defined as “a user is vulnerable to a specific threat type”
(e.g., phishing), while the observed data D represented user
actions such as clicking on suspicious links or reporting an
attack attempt. The posterior probability P(H|D) was calcu-
lated using the standard Bayesian formula:

P(H|D)-P(H) (7)
P(D)

P(H|D) =
where P (H]) is the prior probability of vulnerability, deter-
mined by simulated user characteristics (digital literacy,
previous exposure to phishing, stress resistance), P (H|D) is
the likelihood of observing the user’s action given vulnera-
bility, and P (D) is the normalising constant.
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In this study, prior probabilities were initially set ac-
cording to the generated user profiles: levels of digital lit-
eracy and stress tolerance followed predefined probability
distributions, while previous exposure to cyber threats was
modelled as a categorical variable with three levels (none,
moderate, extensive). Likelihoods P (H|D) were estimated
by running repeated phishing scenarios in the simulation
(mass phishing, spear phishing, and fake technical support
requests) and recording user responses to each. Each new
simulated or observed interaction updated the posterior
vulnerability score P (H|D), which was then used to adjust
the overall risk.

To account for the variety and relative severity of dif-
ferent attack types, the Bayesian estimate was combined
with weighting factors representing the impact of each
threat category:

P(H|D)-P(H)

P(H|D) = 2

Low S, ®)
where w; are weights assigned to each attack type i (e.g.,
phishing, spear phishing, social engineering) according to
its prevalence and potential impact, and S, is the user’s vul-
nerability score to that attack type after Bayesian updating.
These weights were set based on the simulated threat en-
vironment, giving higher priority to frequent and high-im-
pact attacks. This combined approach enabled the model
to dynamically refine vulnerability predictions by merging
prior user characteristics with updated behavioural obser-
vations and adjusting for the current mix of threats. As a
result, the risk assessment remained context-aware and
adaptive, avoiding static assumptions and better reflecting
real-world conditions.

Results and Discussion

Interactive visualisation of risk modelling results

The developed model was tested on simulated user be-
haviour scenarios, which made it possible to analyse how
the risk of successful attacks changes depending on user
awareness, attack complexity, and external factors. To
make the results easier to interpret, the outputs of the
model were presented through interactive visualisation.
This visualisation shows how the probability of a success-
ful attack changes under different conditions and helps

security specialists quickly evaluate the effect of training
and external stress factors on user behaviour. The interac-
tive dashboards created in this study support personalised
risk analysis for both user groups and individual profiles.
Data can be filtered by threat type, initial awareness level,
or workload conditions. The graphs update automatically
when new monitoring data becomes available, which keeps
the analysis relevant and helps security teams react faster
to changes in the threat landscape.

The conducted simulations showed that an increase
in user awareness (U) led to a noticeable decrease in the
probability of a successful attack. When the awareness
level rose from 1 to 3 within the experimental model, the
likelihood of compromise dropped from roughly 46% to
24%. This outcome demonstrates that even a moderate im-
provement in users’ ability to recognise suspicious activity
can almost halve the overall risk of a successful phishing
attempt. The obtained results highlight the practical im-
portance of adaptive training systems that enhance users’
resistance to social engineering techniques.

Example of risk calculation using the model (formula (1))
to show how the model can be applied in practice, consider
an organisation where the average user awareness level is
U=2.0, the attack complexity is A =0.6, and the external im-
pact (stress, workload) is E=0.4. Then the risk is calculated as:

P=0.5-e7022x20+0.3-0.6+0.2-0.4.

The obtained value P=0.33 (33%) represents the esti-
mated probability of a successful attack under these con-
ditions. This example shows how the model integrates be-
havioural and external factors to provide a clear numerical
risk level, which can guide decisions about training inten-
sity and preventive actions. To verify the model and illus-
trate how the calculated risk changes with different levels
of user awareness, additional simulations were performed
using formula (1). In these simulations, the baseline pa-
rameters for attack complexity and environmental impact
were fixed at A=0.6 and E=0.4, while the user awareness
level Uvaried from 1.0 to 3.0 in increments of 0.5. For each
value of U, the probability of a successful security breach P
was calculated, showing how higher awareness reduces risk
when other factors remain constant (Table 1).

Table 1. Dependence of risk on the level of user awareness

Awareness level (U) Risk (P), %
1.0 45
15 38
2.0 32
2.5 27
3.0 23

Source: compiled by the author

Table 1 clearly shows a steady decline in residual risk
as user awareness increases, supporting the effectiveness
of adaptive training modules designed to improve cyber-
security posture. This trend quantitatively confirms that

increasing user awareness (U) from low to high levels
leads to a consistent reduction in the predicted probabil-
ity of compromise. The tabulated values show an almost
linear risk decline, which makes it easier to calibrate
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training intensity: when awareness rises from 1.0 to 3.0,
the modelled residual risk decreases from 45% to 23%.
Such results illustrate how awareness acts as a primary
mitigating parameter in the proposed model and can be
directly used to plan security training strategies. Based
on a series of simulations, a graph was built (Fig. 3)

showing how the residual risk P changes with different
values of user awareness U when the other parameters
are kept at average levels. The graph shows a steady de-
crease in risk as U increases, confirming that improving
user awareness is one of the most effective strategies for
reducing cyber risk.

Risk (P), %

—®

2 2.5 3

Awareness Level (U)

Figure 3. Residual risk P as a function of user awareness U
Source: compiled by the author based on simulation results of the proposed model

In addition to the line graphs, the results of the
simulation were further analysed using heat maps that
showed the distribution of user vulnerability under dif-
ferent conditions. Figure 4 demonstrateu a heat map of
residual risk as a function of user awareness U (hori-
zontal axis) and environmental stress E (vertical axis).

Colour intensity indicates the predicted probability of a
successful attack. The heat map highlights the highest
risk zones where awareness is minimal and stress is max-
imal. As U increases, risk values drop sharply, even under
strong external pressure, underscoring the value of adap-
tive awareness-building interventions.

Graph 2: Risk Heatmap

-0.5

0.0

0.5 —

1.0

1.5

Parameter Y

2.0

2.5

3.0

3.5
0 2 4

60
40

Risk (p), %

6 8

Parameter X

Figure 4. Heat map of residual risk depending on user awareness and stress factors (simulated data)

Source: compiled by the author

These visualisations helped to clearly identify high-
risk areas — for example, user groups with low digital lit-
eracy and high stress levels, as well as scenarios where
the complexity of attacks was above average. Timeline
charts were also used to show how risk changed over
time under the influence of adaptive training modules
(Fig. 5). On average, the residual risk started to decrease
within 10-14 days after the beginning of the training

interventions, confirming the effectiveness of adaptive
awareness improvement.

The modelling results also showed that adaptive
configuration of the analytical environment enabled per-
sonalised risk assessment for both user groups and indi-
vidual profiles. Filtering by threat type and initial aware-
ness level (U) made it possible to identify segments with
the highest predicted vulnerability and track how the
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indicators changed after training interventions, as con-
firmed by the visualisation results shown in Figures 4-5.
Thanks to the automatic updating of the analytical

= N W b U
o O o o o

Residual Risk (P), %

o

0 5 10 15

environment when new monitoring data is received, the
indicators obtained remain relevant and support rapid da-
ta-driven decision-making.

20 25 30 35

Days since start of training
------------ Residual Risk (P), %

Figure 5. Time series showing residual risk reduction during adaptive training (simulated data)

Source: compiled by the author

Overall, the integration of heat maps, timeline views,
and adaptive dashboards provided a clear way to connect
the results of the mathematical model with practical de-
cision-making in cybersecurity, as it enabled direct inter-
pretation of modelled risk dynamics and identification of
conditions requiring prioritised intervention. This visual-
isation approach does not simply describe the conceptu-
al importance of visual representation but demonstrates,
through simulation results, how the implemented tools
support continuous risk monitoring and proactive security
management based on data-driven insights.

To make the model not only descriptive but also ac-
tionable, it was extended with two calculation procedures.
The first procedure finds the optimal decision strategy - it
chooses which security actions (such as training modules
or stricter controls) should be applied to reduce the expect-
ed risk over time. The second procedure updates the esti-
mated probability that a user will remain vulnerable as new
behavioural data appears. Here, the prior probability P (H)
means the initial belief that a user H is vulnerable to a cer-
tain type of threat (for example, phishing). Each time new
data D about the user’s actions is observed, this estimate is
updated to a posterior probability P (H|D).

Algorithm 1. Value Iteration for finding the best secu-
rity policy

initialize V(s) =0 for all states s
repeat until convergence:
for each state s:

V(s) =max a [r(s, a) +vyv *3¥ P(s'|s, a) *V(s")]

Here: s— the current user state (e.g., awareness level);
a — an action (e.g., run a training module); r (s, a) - imme-
diate risk/cost when taking action a in state s; y — discount
factor (gives less weight to future risk); P(s’ls, a) — proba-
bility of moving to a new state s’ after action a. When the
values V(s) stop changing, the action that maximises the
expression gives the optimal policy — the best sequence of
actions to minimise future cyber risk.

Algorithm 2. Bayesian update of vulnerability probability

for each observation D:
P(H|D) = (P(D|H) * P(H)) / P(D)

Here: P (H) - initial (prior) probability that a user is
vulnerable; P (HID) - likelihood of seeing the observed be-
haviour if the user is vulnerable; P (D) - normalisation fac-
tor; P (HID) — updated (posterior) probability after seeing
the new data.

Explanation. This algorithm uses Bayes’ rule to re-
fine the assessment of user vulnerability after each new
behavioural fact. Essentially, the model compares the
data obtained with the behaviour of the user considered
potentially vulnerable and adjusts the previous assess-
ment. Thus, after each iteration, the system obtains a
more accurate assessment that gradually better reflects
the actual behavioural dynamics. Together with the first
algorithm, this forms a closed loop: the system does not
simply record risks, but constantly refines the level of vul-
nerability and adjusts the intensity of training or protec-
tion for a specific user accordingly. This approach avoids
static assumptions and makes the model more sensitive
to changing conditions. As a result, the risk information
obtained becomes not only an analytical assessment, but
also a practical guideline for choosing the most appropri-
ate actions to enhance security. Implementation of the
Value Iteration algorithm for policy optimisation showed
that the cumulative expected loss J(71) could be lowered to
about 65% of its initial level when security actions such as
training intensity adjustments were chosen dynamically.
This finding indicates that combining Bayesian probability
updating with Markov decision processes supports proac-
tive and personalised cyber-risk management.

Statistical analysis and interpretation

of simulation results

The statistical analysis of the simulated data revealed sev-
eral stable patterns that explain how the proposed risk
model behaves under varying conditions. All scenarios
were generated synthetically; therefore, the reported val-
ues originate from controlled virtual experiments rather
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than from real user groups. This approach made it possi-
ble to test the mathematical framework under reproduc-
ible and clearly defined parameters. Table 2 summarises

the principal numerical outputs of the 500-profile simula-
tion dataset and highlights how awareness, workload, and
adaptive training influence predicted risk levels.

Table 2. Summary of the principal numerical outputs of the 500-profile simulation dataset

Indicator Value 95% Cl p-value
Risk reduction when user awareness (U) increases by +0.5 18-22% [16-24%] <0.001
Simulated reduction of attack probability after adaptive 400 0
training (increase U from 1 - 3) 40% [36-44%] <0.001
Risk increase under high workload/stress 25% [21-29%)] <0.01
Prediction accuracy after Bayesian update 85% [82-87%] <0.001

Source: compiled by the author

One of the key findings is the consistent reduction of
residual cyber risk when adaptive training is introduced
into the model. An increase in the user awareness param-
eter U by 0.5 units on the predefined scale (from low to
higher awareness) resulted in an average 18-22% decrease
in the predicted probability of a successful phishing attack
while other factors such as attack complexity (A) and en-
vironmental stress (E) remained unchanged. This result
confirms that awareness plays a decisive role in mitigat-
ing social-engineering-based threats. Simulated scenarios
that introduced elevated workload and stress demonstrat-
ed a 25% average rise in the probability of compromise.
This pattern indicates that non-technical factors such as
time pressure and cognitive overload substantially increase
vulnerability and should be explicitly considered when de-
signing organisational security strategies. The Bayesian
updating mechanism incorporated into the model achieved
a risk-prediction accuracy of approximately 85% after it-
erative recalibration with new behavioural events. In the
simulation, accuracy was calculated by comparing predict-
ed risk values with the synthetic “true” attack outcomes
generated for each profile. Continuous parameter tuning
for U, A, and E allowed the model to remain stable and reli-
able even when new synthetic data were introduced.

These results underscore the importance of consider-
ing both technical and non-technical factors in the devel-
opment of cybersecurity strategies. The model’s ability to
provide accurate, data-driven insights, even in the pres-
ence of fluctuating variables, highlights its potential for
practical application in real-world scenarios. In summa-
ry, the statistical analysis validates the model’s capacity
to predict risk dynamics with high accuracy and provides
valuable insights into how user awareness, workload, and
adaptive training impact cyber risk. These findings sug-
gest that a holistic approach, incorporating both behav-
ioural and environmental factors, is essential for effective
risk management and the development of personalised
security strategies.

Previous studies have recognised the benefits of adap-
tive user training, but were based primarily on static as-
sumptions about user behaviour (Bonneau et al., 2012).
B. Schneier (2015) emphasised the importance of the human
factor, but the author’s work did not offer a mathematical

model that would allow for quantitative updating of risk over
time. In contrast, in the presented study, the user’s status is
updated dynamically, depending on new data, which avoids
fixed prior assumptions. M. Bada et al. (2015) demonstrated
that educational interventions can reduce the risk of phish-
ing attacks by up to 50%, but in the model, user vulnerability
remained constant. In the proposed approach, this param-
eter is revised at each step of the simulation using Bayesi-
an updating, which more accurately reflects the impact of
training, stressors, and external conditions on behavioural
risks in a real-world environment.

The study by A. Alshehri (2024) focused on the appli-
cation of artificial intelligence algorithms for adaptive user
training in industrial environments. The authors showed
that a personalised approach to managing training inter-
ventions makes it possible to increase resistance to attacks
and forms more stable patterns of user behaviour when
interacting with risky digital scenarios. At the same time,
the current study demonstrated that the use of adaptive
learning models is an effective strategy for countering so-
cial engineering threats, even in high-load environments.

K. Kamatchi & E. Uma (2025) proposed a federated
learning-based approach for detecting insider threats, with
a focus on data privacy. However, the authors’ study does
not address personalised user training or behavioural pa-
rameter tuning. In contrast, the proposed model accounts
for personalised influence by calibrating parameters U, A,
and E at both group and individual levels, which improves
model stability under increased stress conditions. Overall,
the combination of personalised parameter tuning, Bayes-
ian updating, Value Iteration, and interactive visualis-
ation enables an adaptive risk assessment framework and
demonstrates a higher potential risk reduction in simula-
tion-based scenarios compared to earlier static approaches.

The ENISA Threat Landscape 2024 report indicated
that a significant proportion of successful cyber incidents
are caused by human-related factors, including cognitive
overload, time pressure, and user fatigue, even in systems
with advanced technical protection mechanisms. Howev-
er, the report is descriptive in nature and does not provide
quantitative models for dynamically assessing or updating
behavioural risk at the individual user level (ENISA, 2024).
In the authors’ work, M.]. Hossain et al. (2025) proposed an
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explainable Al-based framework combined with synthetic
data to improve the transparency of intrusion detection
systems in NextG network infrastructures. While the ap-
proach enhances interpretability at the network level, it
does not address behavioural risk modelling or adaptive
user training influenced by stress or awareness dynamics.
L. Huang et al. (2011) demonstrated that learning-based
security systems are vulnerable to adversarial manipu-
lation when attackers adapt the behaviour to the defen-
sive model. This limitation highlights the importance of
adaptive mechanisms capable of recalibration over time,
which are incorporated in the proposed approach through
Bayesian updating and dynamic policy optimisation. In
the systematic review of current cybersecurity awareness
and education tools/programs by L. Zhang-Kennedy &
S. Chiasson (2020) it was concluded that many awareness
programs remain largely static and insufficiently personal-
ised, reducing the long-term effectiveness. In contrast, the
proposed model introduces personalised parameter tuning
and continuous adaptation based on behavioural feedback.

S.M.A. Shah et al. (2019) analysed social engineering
threats and noted that many countermeasures fail because
of insufficiently accounting for human psychological and
behavioural factors. The authors’ work, however, does not
propose a formal quantitative model for integrating these
factors into dynamic cyber-risk assessment. A. Tversky &
D. Kahneman (1974) showed that human decision-making
under uncertainty is systematically influenced by cognitive
heuristics and biases, particularly under stress and time
constraints. These findings provide a theoretical founda-
tion for incorporating behavioural variability into cyber-
security risk models that involve human interaction. A
structured approach to measuring user security awareness
was proposed by I. Arpaci & K. Sevinc (2021). The authors
demonstrated that behavioural assessment is a critical fac-
tor in evaluating the effectiveness of cybersecurity train-
ing programs. However, the researchers’ work focuses on
awareness measurement rather than on dynamic risk adap-
tation, which is addressed in the proposed model.

The results confirm the effectiveness of the proposed
model in various simulation conditions. The analysis
showed that taking into account user awareness, load, and
adaptive learning allows for stable cyber risk assessments.
This indicates the feasibility of using this approach for fur-
ther research and practical development of human-centred
security systems.

Conclusions

This study presented an integrated mathematical model
for assessing cyber risks associated with the human factor.
The model combines Bayesian updating of prior probabili-
ties with Markov decision processes, allowing for dynamic
reflection of changes in user behaviour and adjustment of
risk forecasts in response to new behavioural and exter-
nal data. This integration provided higher risk assessment
accuracy and model adaptability to real-world conditions,
which is important for organisations where risk changes

rapidly, and the behavioural component dominates over
technical factors. The simulation results demonstrated a
clear correlation between user awareness, external stress
factors, and residual compromise risk. Increasing aware-
ness from low to high was accompanied by a decrease in
the probability of a successful phishing attack from ap-
proximately 45% to 23%. In the example with average
awareness levels and average values for attack complexity
and external influence, the model showed a probability
of compromise of about 33%. Dynamic analysis over time
also showed that residual risk began to decrease signifi-
cantly within 10-14 days after the application of adaptive
learning interventions. This confirms the practical effec-
tiveness of the optimised training strategy and demon-
strates that even with limited resources, investments in
behavioural change can yield significant results in a short
period of time.

An additional value of the study is that the pro-
posed model provides not only risk assessment, but also
the ability to manage the dynamics of its change. Unlike
traditional static approaches, the presented work imple-
ments an adaptation mechanism that allows the model to
learn from new behavioural data and predict the effects
of training interventions before these interventions are
implemented. This made it possible to assess not only the
current state of cyber risk, but also the potential effec-
tiveness of future interventions, which is a key advantage
of this work. In addition, the results obtained indicate
that such adaptive mathematical models can be used not
only by technical security teams, but also by risk manage-
ment specialists and organisational management when
planning cybersecurity policies. The proposed approach
creates a structured and sound quantitative basis for se-
lecting awareness-raising strategies, prioritising budget
decisions, and predicting the expected effect of behav-
ioural interventions before such interventions are imple-
mented. This enhances the practical value of the model
and confirms its applicability in real-world organisational
settings where decisions need to be made quickly, based
on data, and in accordance with acceptable risk levels. Fu-
ture research could include expanding the set of behav-
ioural parameters, testing the model on large real-world
datasets, and developing hybrid solutions that combine
transparent mathematical models with deep learning
methods. Such developments could increase resilience to
new classes of attacks, improve prediction accuracy, and
strengthen adaptive risk management strategies in the
face of increasingly complex cyber threats.
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IHTepakTMBHA Bisyanisauia Ta aHania pusukie
3 YPAXYBAHHSIM NIOACHKOrO YMHHUKA
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AHoTauig. JIIAChKII YMHHKUK 3aIUINAETHCS OJHIEI0 3 KIOUOBUX BPasIMBOCTEl y Cy4acHOMY KiGepcepemoBullii, 1o
MiIKpeC/II0€ BaKIMBICTh aHaIi3y MOBeLiHKM KOPUCTYBAUiB y CUCTeMaxX yIpaBliHHSA puU3uKamMu. Y 1IbOMY JOCTiIKeHH]1
MpeCTaBIeHO KOMILIEKCHY MaTeMaTUYHy MOJe/b IJis TIepCOHasi30BaHOoil OLiHKM PU3MKIB, MOB’I3aHMX i3 LMGPOBOIO
MOBE/IiHKOI0 KOPUCTYBauiB, 3 MOAANbIIOI iHTEPAKTMBHOIO Bisyasisalli€io s MiATPUMKU ONepPaTUBHOTO MPUIAHSITTS
pimeHs. MeTo0 JOCTiIKeHHS OYJI0 CTBOPEHHST MOAETI, SIKa JO3BOJISIE TOUHO aHaIi3yBaTy iHAMBIIyaIbHi Ta CUTYaIliliHi
YMHHMUKM BPas3aMBOCTi, IPOrHO3YBAaTM PMU3MKOBAHYy MOBEJIHKY Ta afalTyBaTM 3aXMCHi 3aXOAM B PEXMMI peasibHOTO
vyacy. i peanisarnii Momeni O6ys0 BUKOpMCTaHO KOMOiHAlit0 6alieCciBChbKOrO aHajizy, MapKOBCbKMX IIPOIECiB
TIPUITHSITTSL pillleHb, perpeciiiHMX MeToHiB i cyuyacHMX 3acobiB Bisyamizanii maHux. SIK OCHOBY CUMYJSIiITHOTO
MOZeTI0BaHHSI, MOZIeb Oy/I0 MpoTecToBaHO Ha 500 MITYYHO 3reHepoBaHMX MPOdIIsX KOPUCTYBAUiB, [0 BiT06paskaloTh
pi3Hi piBHiI UMbPOBOI TPaMOTHOCTI Ta MOBEAIHKOBMX peakliii Ha QimmHroBi cieHapii. Pe3ynbraTu mokasaau, 10
iHgMBimyanizoBaHe HaBYAHHS KOPUCTYBAUiB CyTTEBO 3HMXKYE pU3MK (QimmHroBmx artak mo 40 %. CTBopeHa MoOIenb
JOCSIT/Ia TOYHOCTI TIPOTHO3YBaHHSI Ha DPiBHI 85 %, NeMOHCTPYIOUM BUCOKY e(eKTMBHICTh HaBiTh i3 ypaxyBaHHSIM
MOBeJiHKOBUX BUHSTKIB. By/lI0 BCTAHOBJIEHO, 1[0 CTPeC, 0OOMeXXeHHS Yyacy Ta CKIaJHi YMOBY MigBUIIYIOTh iMOBipHIiCTb
MMOMMJIOK TIpubAN3HO Ha 25 %. BogHouac perynasipHa B3a€MOZIs i3 CUMY/IbOBAaHMMM 3arpo3amMu crpusie GopMyBaHHIO
CTiliKMX HAaBMYOK — TaK 3BAHOI «IMaM’sITi Ha PU3UKM», 1[0 3MEHIIYE KiJIbKiCTh TOMMJIOK 3 yacoM. Mopesb iHTerpye sik
MOBe/IiHKOBI MapaMeTpy — piBeHb 3HaHb, CTPECOCTIlKiCTh, JOCBiH KOPUCTyBaua, — Tak i 30BHIIIHi YMHHUKHU, BKIIOYHO
3i CKJIQHICTIO 3arpo3 Ta iHTEHCMBHICTIO HAaBaHTa)XeHHs. Lle 703BoJIsIE AMHAMIUHO HalalITOBYBATM CTpaTerii 3aXMUCTy.
BukopucTaHHS MapKOBCbKOI'O MOJIe/IIOBaHHS a0 3MOI'y OIITMMi3yBaTy HaBYya/lbHi IPOLeCH, 3MEHIIMBILM BTPATY Yacy
Ta pecypciB Ha HABYAaHHS KOPUCTYBaviB Ha 65 %. IHTepakTMBHI iHhopMaIliiiHi maHesti 3a6e3meyniv iHauBigyanisoBaHuit
MOHITOPMHT Bpa3aMBOCTeN Ta IIBUIKE pearyBaHHS Ha IOTEHIIiiHi 3arpo3u. [IpakTMyHa LIiHHICTh 3alIPONIOHOBAHOTO
MiJX0Ay TOJISITa€ Y MOXIMBOCTI #0r0 iHTerpalii B KOpPIopaTUBHI cucTeMy 6e3reku Ta BUKOPUCTAHHS B OCBIiTHIX i
TeJeKOMYHiKaliifHuX mporpamax Jijsl migBuUIeHHs dPoBOi rpaMOTHOCTI

KniouoBi cnoBa: maremaTuuHe MOMEIIOBAHHS; Bisyamisauis maHux; 6aieciBCbKMIi aHasli3; MapKOBCHKI IPOLECH;
coljiasbHa iHXkeHepist
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Abstract. The aim of this research was to conduct a comprehensive evaluation of the effectiveness of machine learning
algorithms for the task of personalised educational content recommendation in distance education systems. The study
was of a theoretical-experimental nature and was performed using a synthetic dataset comprising 10,000 student
profiles, constructed based on the structural characteristics of leading distance learning platforms. The dataset covered
three groups of features: demographic, behavioural, and content-related, replicating key patterns of student interaction
with the learning environment. A comparative analysis of the effectiveness of the Support Vector Machine (SVM),
Decision Tree, Random Forest, and Multilayer Neural Network methods revealed clear quantitative differences between
the models. The highest classification results were obtained for the Neural Network (accuracy=0.91; F1-score = 0.90).
The ensemble-based Random Forest model provided high stability and accuracy (accuracy=0.89; F1-score=0.87). The
Support Vector Machine method showed balanced performance (accuracy =0.86; F1-score =0.83), while the Decision
Tree exhibited the lowest effectiveness (accuracy =0.72; F1-score =0.70), confirming the limitations of interpretable
models in multidimensional data. An additional systematic analysis, performed using semi-quantitative indices for
six algorithm characteristics, reflected the overall suitability of the models for personalisation: the Neural Network
scored 23 points, Random Forest — 21 points, SVM - 19 points, Decision Tree — 17 points. These scores align with the
classification metrics and confirm the advantages of models with pronounced non-linearity and ensemble structure.
The Multilayer Neural Network demonstrated the highest efficacy for deep content personalisation, Random Forest
serves as a universal model for large-scale educational platforms, the Support Vector Machine method is optimal
for courses with clearly segmented student groups, while the Decision Tree is advisable to use as an interpretable
analytical module. The practical significance of the study lies in forming a scientifically grounded approach to selecting
algorithms for building adaptive educational trajectories and improving the effectiveness of digital education

Keywords: digital environment; Learning Management System; hyperparameter optimisation; neural networks;
synthetic dataset

Introduction

The relevance of this study is driven by the rapid devel-
opment of distance education and the growing need for
personalised digital learning environments capable of
adapting the content and presentation of material to the
individual characteristics of students. The heterogeneity
of proficiency levels, diverse cognitive styles, information
overload, and uneven learning motivation render tradition-
al approaches to online education insufficiently effective.
Personalisation has become a key requirement for modern
electronic platforms, as it ensures the relevant selection
of educational content, optimisation of the learning path,
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and increased engagement of learners. In this context, the
application of machine learning algorithms opens the pos-
sibility of creating adaptive recommendation systems that
form individual learning trajectories based on the analysis
of real student behavioural and academic data.

The issue of using artificial intelligence in adaptive
educational environments is receiving increasing scholarly
attention. For instance, O. Zadorina et al. (2025) substanti-
ated the advantages of intelligent tools for creating adap-
tive courses, emphasising the importance of an algorithmic
approach to constructing personalised learning trajecto-
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ries. The study by V. Motorina et al. (2025) demonstrated
the effectiveness of applying artificial intelligence for the
automated creation of personalised materials in higher
education systems, highlighting the value of algorithmic
content adaptation to individual student needs. In turn,
B. Shevchuk (2025) proved that the integration of Al into
virtual educational environments provides flexible person-
alisation of content and informatics competencies, which
is critically important for professionally-oriented learning.

In international research, there is also a growing in-
terest in using machine learning for adapting the com-
plexity, format, and volume of educational content. For
example, W. Villegas-Ch et al. (2024) proposed ML-models
for adapting materials to individual learning styles, prov-
ing that the correct selection of an algorithm significantly
impacts recommendation accuracy. F. Ma (2025) devel-
oped a behavioural analytics system for online platforms
that generates personalised recommendations based on
characteristics of learning activity, including time-on-task
and content viewing patterns. In the work of F.Z. Lhafra &
O. Abdoun (2025), the effectiveness of different Machine
Learning (ML)-models for determining learning styles was
compared, showing significant discrepancies in algorithm
performance depending on data characteristics. Also sig-
nificant is the study by M. Soui et al. (2022), which demon-
strated the possibility of creating intelligent platforms that
adapt the educational process according to student behav-
iour in real-time.

Research on the implementation of deep learning in
personalised educational systems also demonstrates high
effectiveness. As noted by F. Naseer et al. (2024), deep
learning models enable the construction of individual
learning pathways considering a multitude of behavioural
and content features, although their practical implemen-
tation requires significant computational resources. In
the work of W. Chen et al. (2024), it was confirmed that
machine learning significantly improves the accuracy of
recommendation systems in digital educational platforms,
especially when using structured data and weighted hy-
perparameter optimisation.

The results of the source analysis indicate that the
further development of personalised educational plat-
forms depends on the ability of machine learning al-
gorithms to ensure high accuracy in classification and
recommendations within the context of real student be-
haviour. Despite the existence of a large number of stud-
ies, the analysed literature insufficiently addresses the
direct comparison of different ML-algorithms on a single
dataset for the task of recommending types of education-
al content. There is also a lack of metric-driven experi-
ments with controlled hyperparameter selection and a
quantitative analysis of the mathematical nature of the
differences between models. Issues concerning the align-
ment of educational data characteristics with the choice
of specific algorithms, as well as the assessment of model
stability across different scenarios of learning behaviour,
remain insufficiently developed. These gaps define the

need for a comprehensive comparative study based on a
unified experimental design and standardised approaches
to building ML-models, with the aim of forming scientif-
ically grounded recommendations for developers and re-
searchers of distance learning platforms.

The aim of the research was to comprehensively an-
alyse the performance of machine learning algorithms in
solving the task of personalised selection of educational
content in the context of distance education. To achieve
this aim, three main objectives were defined: to substan-
tiate the theoretical foundations of educational content
personalisation and the application of machine learning
algorithms in distance education; to construct an exper-
imental dataset and implement a unified model compar-
ison design, considering data preparation and validation
procedures; to perform a comparative evaluation of the
algorithms based on defined metrics and determine the
factors causing differences in their performance in per-
sonalised recommendation tasks.

Materials and Methods

The theoretical and experimental investigation was con-
ducted from January to October 2025 using methods of
machine learning, statistical modelling, and computer
simulation of behavioural and content patterns in distance
learning environments. The formation of a synthetic da-
taset, hyperparameter optimisation, repeated cross-val-
idation, and comparative analysis of algorithms were im-
plemented within a single experimental cycle, ensuring
the reproducibility and correctness of the obtained results.
The methodological foundation comprised machine learn-
ing, statistical, comparative-analytical, and validation
approaches, which enabled the evaluation of the effec-
tiveness of various classification algorithms for the task of
personalised learning content type recommendation. The
study employed a unified experimental design covering
data structuring, pre-processing, model training, hyper-
parameter tuning, and repeated cross-validation, ensuring
the comparability of the obtained results.

The data source was a specially created synthetic data-
set, generated based on the characteristics of real Learning
Management System (LMS) platforms, specifically Moodle,
Coursera, and EdX, replicating key elements of student dig-
ital interaction with learning content. The total volume of
the generated dataset comprised 10,000 student profiles,
providing sufficient parameter variability for the correct
operation of classification algorithms. The data structure
encompassed three main groups of features: student de-
mographic parameters (age, language of instruction, edu-
cational level), behavioural characteristics (time-on-task,
number of learning material views, completion rate, num-
ber of test attempts, average score), as well as content fea-
tures (material type, topic complexity, discipline domain,
content format). The target variable corresponded to the
type of learning content the system should recommend to
the student: video, text, test, or mixed format. To preserve
the representativeness of the synthetic data, stochastic
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Normal, Log-normal, and Poisson distributions were used,
allowing for the formation of heterogeneous student pro-
files characteristic of real distance learning courses.

Data pre-processing was carried out in accordance with
a general ML pipeline: numerical variables were normalised
using the z-score method, categorical features were encod-
ed via one-hot encoding, and the class imbalance issue was
corrected by applying the Synthetic Minority Oversampling
Technique (SMOTE) (Chawla et al., 2002), ensuring uniform
representation of each of the four types of learning materi-
als. Missing values were addressed using a combination of
mean-imputation and regression-based imputation meth-
ods depending on the nature of the feature. All models were
trained on the same data split: 80% for the training set and
20% for testing; additionally, k-fold cross-validation (k=10)
was applied, allowing for the assessment of model stabili-
ty and the generalisability of their results. Hyperparameter
optimisation was performed using a combined approach:
initial parameter search via GridSearchCV was supplement-
ed with RandomizedSearchCV, expanding the search space
and minimising the risk of local optima.

The study implemented four classes of machine learn-
ing algorithms most commonly used in personalised edu-
cational systems: Support Vector Machine (SVM), Decision
Tree, Random Forest (RF), and multilayer artificial neural
networks. To ensure objectivity in the comparison, hy-
perparameter tuning was conducted in two stages: initial
manual optimisation followed by an automated search us-
ing GridSearchCV and RandomizedSearchCV implemented
in the scikit-learn library. For the SVM model, the radial
basis function kernel, regularisation parameter C, and ker-
nel width y were optimised; for the Decision Tree, the max-
imum depth and split criterion (Gini/Entropy) were adjust-
ed; for Random Forest, the number of trees n_estimators
and maximum depth were tuned; for the neural network,
the number of layers, number of neurons, activation types
(ReLU, tanh), and backpropagation algorithm parameters
were configured. Optimisation was carried out using a uni-
fied set of metric criteria, ensuring the correctness of in-
ter-model comparison.

The comparative evaluation of algorithms was per-
formed based on four key metrics traditionally applied in
multiclass classification tasks: accuracy, precision, recall,
and F1-score. Formally, the F1-score metric is defined by
relation (1):

Precision-Recall (1)

F1=2x

Precision+Recall’

. TP TP
where Precision = ——, Recall = , where TP - true
TP+FP TP+FN

positives — the number of correctly classified examples of a
certain class; FP - false positives — the number of examples
incorrectly assigned to a class that actually belong to an-
other class; FN — false negatives — the number of examples
that belong to the class but were not recognised as such
by the model; Precision — the proportion of correct posi-
tive predictions among all model predictions for this class;
Recall - the proportion of correctly identified examples of

a class by the model among all real examples of that class;
F1-score — the harmonic mean between precision and re-
call, demonstrating a balance between accuracy and recall.

For the multiclass task (in this case, classes “video”,
“text”, “test”, “mixed format”), the macro-averaged value

is applied (2):
Fliacro 2% 5(=1 F1,, (2)

where K=4 - the number of classes, F1, - the value of the
Fl-score metric for each class, F1 - ensuring equal
weight for all content categories regardless of their pro-
portion in the dataset.

The use of the macro-averaged metric prevents the
domination of classes with a larger number of samples
and ensures objective inter-model performance compar-
ison. The experimental models were implemented in the
Python 3.12 environment using the NumPy, pandas, scikit-
learn, and matplotlib libraries. Preparation and validation
of the source data were performed in pandas, while preproc-
essing was carried out using the scikit-learn.preprocessing
module, ensuring uniform transformation of numerical and
categorical features prior to model training. Hyperparam-
eter optimisation was implemented using GridSearchCV
and RandomizedSearchCV, within which extended param-
eter ranges were tested: for the support vector method -
C from 0.1 to 20 and y within 0.001-0.2; for the Decision
Tree — maximum depth from 4 to 16 and the gini and en-
tropy criteria; for the Random Forest — the number of trees
within 100-350 and depth of 10-20 levels; for the multilay-
er neural network — combinations of 2-3 hidden layers in
the range of 32-128 neurons with an initial learning rate of
0.01-0.0005 and relu or tanh activations. The application
of such parameter intervals yielded stable optimal config-
urations that achieved the highest classification metrics
among the tested algorithms. Visualisation of the results
was performed in matplotlib, enabling a clear representa-
tion of the behavioural patterns in the synthetic dataset
and the comparative performance curves of the models.
The uniformity of training and testing conditions was con-
trolled by fixing the random_state, ensuring the reproduc-
ibility of experiments. To verify model stability, repeated
runs with varying initial conditions were conducted, al-
lowing for the assessment of algorithm behaviour under
altered data configurations. This approach ensured a com-
prehensive comparison of machine learning algorithms in
the task of educational content personalisation, allowed
for the identification of each model’s strengths and weak-
nesses, and created methodological prerequisites for for-
mulating recommendations regarding the choice of tech-
nological solutions for distance learning systems.

Results

Technical analysis of SVM, Decision Tree, Random
Forest, and multilayer neural networks algorithms
The conducted technical analysis of the four algorithms —
SVM, Decision Tree, Random Forest, and multilayer neural
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networks — established key differences in their classifica-
tion solution construction mechanisms, which directly im-
pact their effectiveness in the content personalisation task.
The analysis revealed that the models demonstrate vary-
ing sensitivity to data structure, noise volume, variabili-
ty of behavioural characteristics, and the level of feature
non-linearity. This determines different potential scenari-
os for their application in distance learning systems. SVM
showed high stability in the presence of complex bounda-
ries between classes, reflected in its ability to form separa-
tion even under conditions of significant overlap in student
characteristics. Decision Tree exhibited a strong depend-
ence on tree depth: models with uncontrolled complexity
are prone to overfitting, whereas optimally constrained

depth provides satisfactory generalisation. The analysis
of Random Forest confirmed that the ensemble approach
significantly reduces result variability compared to a single
tree, and increasing the number of trees improves robust-
ness to noise. Neural networks demonstrated the ability to
replicate complex multidimensional dependencies between
student behavioural features and the type of recommended
content, maintaining stable accuracy with increasing data
structure complexity. To systematise the obtained results,
a comparative Table 1 was constructed, summarising the
identified theoretical advantages and limitations of each
algorithm, as well as determining which hyperparameters
have the greatest impact on the final result in the task of
classifying types of learning content.

Table 1. Theoretical distinctions and key hyperparameters of algorithms

Algorithm

Mathematical idea (method core)

Key hyperparameters

SVM

Maximisation of the margin between classes; utilisation of kernel
transformations for nonlinear boundaries

C, v, kernel

Decision Tree

Recursive data partitioning based on Gini or Entropy criterion

max_depth, criterion, min_
samples_split

Random Forest

Ensemble of trees with bootstrap sampling, majority voting

n_estimators, max_depth,
max_features

Neural Network (MLP)

Nonlinear multilayer mapping of the feature space; error backpropagation

layers, neurons, activation,
learning_rate

Note: MLP — Multilayer Perceptron

Source: developed by the author using Python 3.12 and the NumPy, pandas, and scikit-learn libraries

As evident from Table 1, each algorithm demonstrates
a unique mechanism for forming a classification decision,
which leads to varying sensitivities to the structure of ed-
ucational data. For SVM, the defining feature is the abil-
ity of parameter C to regulate the trade-off between the
margin width and the number of permissible errors, while y
determines the curvature of the decision boundary, which
is particularly important in the context of complex student
behavioural features. In Decision Trees, classification qual-
ity directly depends on tree depth: excessive values of max_
depth cause local overfitting to minor patterns, while values
that are too small result in the loss of important distinc-
tions between content types. Random Forest compensates
for these shortcomings through its ensemble structure: in-
creasing n_estimators enhances the model’s robustness to
noise, and the max_features parameter determines the de-
gree of diversity among the trees, which affects the model’s
ability to recognise non-trivial patterns. Neural networks
demonstrate the highest behavioural variability: altering
the number of layers and neurons can significantly change
the depth of data abstraction, while the choice of activation
functions shapes the nature of nonlinear transformations.
Collectively, these distinctions indicate that the optimality
of an algorithm for content personalisation tasks is deter-
mined not only by its mathematical principle but also by
the alignment of its hyperparameters with the structure of
the training data.

In summarising the conducted technical analysis, it
can be asserted that the considered algorithms form dis-
tinctly different strategies for constructing classification

solutions, and it is this difference that determines their
subsequent performance in personalised educational sys-
tems. SVM proves to be most effective in environments
with clear or nonlinear class boundaries; Decision Tree
demonstrates high interpretability provided its complexi-
ty is carefully controlled; Random Forest confirms the ad-
vantages of the ensemble approach due to its robustness
to noise and generalisation capability; neural networks
provide the deepest modelling of hidden dependencies but
require significantly more meticulous configuration. The
totality of these characteristics forms the basis for predict-
ing their efficacy in the experimental phase, where these
theoretical distinctions will manifest as varying levels of
accuracy, balance, and the model’s ability to adapt to stu-
dent behavioural patterns.

Construction of the experimental dataset

and characterisation of data typical for modern LMSs
The formulated synthetic dataset replicates the multi-level
structure of educational data typical of modern LMSs and
includes three logical feature groups — demographic, be-
havioural, and content-related. Each group serves a sep-
arate analytical function in the content personalisation
model: demographic parameters reflect the individual
characteristics of a student, behavioural characteristics
capture the dynamics of their learning activity, and content
variables define the properties of the materials to be rec-
ommended. To generalise the structure of the constructed
dataset, Table 2 is provided, which systematises the main
feature types and their role in forming a user profile.
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Table 2. Structure of the synthetic experimental dataset

Feature group Example variables

Data type

Source of feature

Brief characterisation formation (LMS)

Age, language of
instruction, educational
level

Demographic

Categorical + numerical

Reflects basic individual
characteristics of the
student

Moodle, Coursera, EdX

Time-on-task, number of
views, completion rate,
number of test attempts,
average score

Behavioural

Numerical (normal, log-
normal, poisson)

Forms the behavioural
profile of the user during
interaction with the LMS

Moodle, Coursera

Type of material, topic
complexity, subject
domain, content format

Content-related

Categorical

Describes the structure
and properties of the
learning materials

Coursera, EdX

Source: developed by the author using Python 3.12, NumPy, and pandas

As can be seen from Table 2, the structure of the syn-
thetic dataset is formed based on three different plat-
forms — Moodle, Coursera, and EdX, which enabled the in-
tegration of heterogeneous types of educational data into
the model and ensured the representativeness of student
activity patterns. The comparison shows that each LMS
contributes to the formation of distinct feature groups,
creating a balanced and multidimensional user profile.
Moodle predominantly defines the structure of behaviour-
al data, particularly metrics such as time-on-task, num-
ber of views and activities, and module completion rates.
This platform is distinguished by detailed event analytics,
allowing the model to capture sharp fluctuations in user
learning activity. This makes behavioural features derived
from Moodle more variable and informative for algorithms
sensitive to data dynamics, such as Random Forest and
neural networks. Coursera, unlike Moodle, provides a mixed
contribution - to both behavioural and content indicators.
The standardised course structure and detailed learning
trajectories allow the model to account for significant dif-
ferences between students with varying levels of prepara-
tion and work intensity. Data from Coursera best reflects
the relationship between learning activity and module
completion, which is key for multi-class classification

0.16

of content types. EdX has the greatest influence on the for-
mation of content-related features, as this platform has a
clear structuring of disciplines, material complexity, and
content presentation formats. This allows for more pre-
cise modelling of the dependency between the properties
of a learning resource and which type of material will be
optimal for a specific student. EdX’s content features align
well with algorithms sensitive to nonlinear relationships
between parameters, especially SVM and MLP. Overall, the
three platforms create a complementary structure: Moodle
provides dynamics, Coursera provides integrated behav-
ioural-content interaction, and EdX provides structural
depth of learning materials. It is precisely this approach
that enables the formulated dataset to replicate a realistic
multi-level student profile, allowing subsequent machine
learning algorithms to operate under conditions as close
as possible to data from real educational platforms. For a
visual summary of the obtained characteristics, density
curves of key behavioural parameters — time-on-task and
views — were constructed, reproducing the most common
patterns of student interaction with the digital environ-
ment. Figure 1 provides a graphical representation of these
distributions, illustrating the main patterns characteristic
of real educational platforms.
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Figure 1. Density distribution of behavioural and content features of the synthetic dataset n=10,000
Note: the X-axis displays the values of the synthetic dataset indicators: for time-on-task - the duration of student interaction with the
learning material in seconds; for views — the number of views of individual content fragments. The Y-axis presents the probability density

estimates calculated using kernel density estimation

Source: developed by the author using Python 3.12, NumPy and matplotlib

The integrated density curves for the time-on-task
and views indicators obtained in Figure 1 demonstrate
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two fundamentally different behavioural patterns of stu-
dents, which directly impact the quality of personalised
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recommendations. Firstly, it is noteworthy that the time-
on-task curve exhibits pronounced right-skewness: the
majority of students spend a relatively small amount of
time studying the material, while the distribution tail grad-
ually extends into the region of high values. This is charac-
teristic of log-normal distributions and indicates the pres-
ence of a small group of students who systematically work
slower or more attentively, forming a distinct behavioural
cluster. Precisely for such users, algorithms sensitive to im-
balanced data distribution (e.g., Decision Tree) may exhibit
unstable results without hyperparameter tuning.

In contrast, the views curve has a more clearly defined
peak region with moderate variance, indicating relative-
ly stable patterns of interaction with learning materials.
Despite isolated cases of intensive content viewing, most
students demonstrate a similar level of activity, which en-
hances the informativeness of this feature for classification
models, particularly ensemble methods (Random Forest),
which perform better with stable, structurally homogene-
ous data. A comparison of the two curves shows that views
has a more “compact” distribution, while time-on-task is
characterised by significantly greater variability and po-
tential presence of noise.

The visual combination of the two behavioural fea-
tures enables the identification of zones of potential infor-
mation gaps where models may lose accuracy. For instance,
the narrow peak of views at low time-on-task values may
indicate users who review the material superficially or
quickly skip content — neural networks demonstrate bet-
ter results with such users, as they are capable of captur-
ing weakly structured dependencies between features. In
turn, the sharply pronounced tail of time-on-task signals
that SVM with a Radial Basis Function kernel will be more
stable in this region due to its ability to adapt the classifi-
cation boundary to non-uniformly distributed points.

The obtained curves also allow for an assessment of
the potential information contribution of each feature.
Time-on-task can serve as a predictor of the type of rec-
ommended content for students with non-standard work-
ing paces, while views will be more useful in predicting the

choice between video and textual materials among aver-
age users. This aligns with the fact that different machine
learning algorithms exhibit varying abilities to model be-
havioural dynamics, and the very shape of the distributions
essentially determines which models will be most sensitive
to the nature of the data.

In summary, the analysis shows that combining den-
sity curves allows for the detection of critical differences
between student behavioural patterns and predicts the ef-
fectiveness of individual algorithms in personalising edu-
cational content. The presence of pronounced skewness in
one feature and compactness in another creates a natural
test space in which algorithms demonstrate their strengths
and weaknesses, making such visualisations a key tool for
further modelling and optimisation.

Implementation of the ML-pipeline

and hyperparameter optimisation results
Implementing the complete ML-pipeline made it possible
to obtain consistent results for all models under stand-
ardised conditions, ensuring the correctness of inter-al-
gorithm comparisons. The conducted normalisation of
numerical features, encoding of categorical variables,
and sample balancing using SMOTE reduced inter-class
bias and increased model training stability. After split-
ting the data into training and test sets (80/20) and per-
forming 10-fold cross-validation, it was established that
all models demonstrate reproducible results: the standard
deviation of the Fl-score did not exceed 0.02-0.03, and
the variation range between folds remained within <0.05,
which corresponds to acceptable model stability criteria.
Hyperparameter optimisation revealed clear patterns in
configurations that ensured the highest model generali-
sation. The combined application of GridSearchCV and
RandomizedSearchCV allowed for the identification of pa-
rameter zones where each algorithm achieves maximum
performance. The aggregate results of the performed op-
timisation are summarised in Table 3, which presents the
final parameter values that provided the best accuracy and
stability indicators during modelling.

Table 3. Selected model hyperparameters after optimisation

Algorithm

Optimised hyperparameters

Selected values

SVM (RBF)

C, vy, kernel

C=12; y=0.087; kernel =‘rbf’

Decision Tree

max_depth, criterion, min_samples_split

max_depth=14; criterion="entropy’;
min_samples_split=4

Random Forest

n_estimators, max_depth, max_features

n_estimators = 300; max_depth =18;
max_features ='sqrt’

Neural Network (MLP)

layers, neurons, activation, learning_rate

3 hidden layers (64-32-16), activation = relu’,
learning_rate =0.001

Note: SVM (RBF) — Support Vector Machine with Radial Basis Function kernel
Source: developed by the author using Python 3.12, scikit-learn, NumPy and pandas

The optimised values from Table 3 reveal the peculiar-
ities of each algorithm’s operation with multidimensional
educational data. SVM received a moderate regularisa-
tion level (C=12) and a low kernel curvature (y=0.087),
ensuring stable formation of classification boundaries

under conditions of fuzzy student behavioural patterns.
For Decision Tree, a moderate depth (14 levels) proved
optimal, allowing it to avoid overfitting while retaining
sufficient detail in internal decision rules. Random For-
est obtained an expanded ensemble of 300 trees, and the
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max_features = ‘sqrt’ parameter increased tree diversity,
improving the model’s generalisation under conditions
of behavioural feature variability. The optimisation of
the neural network showed that the best results are pro-
vided by an architecture with three hidden layers (64-32-
16 neurons) and a ReLU activation function. This struc-
ture responds well to complex non-linear dependencies

===Reg_or_Depth ====Nonlinearity
1SVM

MLP

between features, while learning rate = 0.001 ensured
smooth convergence without error spikes. To visualise
the structural differences in the configurations of the
optimised models, Figure 2 has been constructed, which
summarises the normalised values of key hyperparameter
groups and displays the profile of each algorithm after the
performed optimisation.

EnsembleSize ==LearningRate

Decision Tree

Random Forest

Figure 2. Comparative profile of optimised hyperparameters for machine models
Source: constructed by the author based on the optimised model hyperparameters obtained in Python 3.12 using the NumPy, pandas and

scikit-learn libraries

As can be seen from Figure 2, SVM has a pronounced
peak for the parameter C=12 and a relatively low value of
y=0.087, forming a compact model contour and indicating
moderate regularisation and control of the classification
boundary curvature. Decision Tree demonstrates uniform-
ly distributed hyperparameter values, among which max_
depth = 14 dominates, and min_samples_split =4 restrains
the tree from excessive branching. The Random Forest
contour is significantly wider, which is due to the use of
n_estimators =300 and max_depth =18, while the max _fea-
tures = ‘sqrt’ parameter ensures moderate tree variability.
The neural network demonstrates the most expanded shape
on the diagram with a hidden layer architecture of 64-32-
16, ReLU activation function, and learning rate = 0.001,
reflecting the complexity of its internal structure and flex-
ibility in modelling non-linear relationships. The totality
of these numerical parameters clearly shows the different
principles of optimal algorithm operation and explains the
differences in their behavioural profile within the multidi-
mensional space of educational data.

The obtained optimisation results confirm that com-
bining classical GridSearchCV with stochastic Randomized-
SearchCV ensures effective model tuning on multidimen-
sional educational data. Each algorithm demonstrated unique

parameters for stable operation: SVM optimally adapted to
uneven distributions, Decision Tree to discrete behavioural
transitions, Random Forest to noisy and heterogeneous fea-
tures, and MLP to complex non-linear relationships between
the student profile and the recommended content type.
Cumulatively, this forms a reliable basis for the subsequent
comparative analysis of model accuracy and generalisation in
tasks of personalised educational material recommendation.

Comparative performance

of algorithms by classification metrics

The conducted accuracy assessment of algorithms on the
test sample showed that models exhibit substantial differ-
ences in their ability to classify the type of learning content
in a multiclass problem setting. The calculated values of
accuracy, precision, recall, and F1-score demonstrate real
differences in the models’ ability to classify the type of
learning content. The calculation of precision, recall, and
the integral F1-score was performed according to formu-
la (1), and the final multiclass performance values were
determined by the macro-averaged F1_macro according to
formula (2). To summarise the obtained results, a compara-
tive Table 4 has been constructed, containing the final val-
ues of the main classification metrics.

Table 4. Classification metrics for comparing model performance

Algorithm Accuracy Precision Recall F1-score
SVM (RBF) 0.86 0.84 0.82 0.83
Decision Tree 0.74 0.71 0.69 0.7
Random Forest 0.89 0.87 0.88 0.87
Neural Network (MLP) 0.91 0.9 0.89 0.9

Source: calculated by the author using Python 3.12, NumPy, pandas and scikit-learn
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As can be seen from Table 4, the highest metric values
are demonstrated by the MLP neural network, which achieved
an Fl-score = 0.9, indicating its ability to model complex
non-linear relationships between behavioural and content
features. Random Forest (F1=0.87) showed high result sta-
bility due to its ensemble nature and robustness to noise.
SVM with an RBF kernel demonstrated balanced indicators

1

(F1=0.83), reflecting its ability to operate under conditions
of partial class overlap. The lowest results were obtained by
the Decision Tree (F1=0.7), which is due to the rapid loss of
generalisation as data structure complexity increases. For a
visual representation of the comparative performance of the
models, Figure 3 has been constructed, which displays the re-
lationship between the four key classification metrics.
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Figure 3. Comparison of accuracy, precision, recall, and F1-score for four algorithms
Source: calculated by the author using Python 3.12, NumPy, pandas, and scikit-learn

The data shown in Figure 3 reveal a distinct divergence
in the performance of the four algorithms: SVM, Decision
Tree, Random Forest, and Neural Network, as reflected
through the primary metrics — accuracy, precision, recall,
and F1-score. The trend line, calculated as the average value
of the metrics for each model, allows for an assessment of
the overall performance trend, independent of fluctuations
in individual indicators. Firstly, it is noteworthy that the
neural network demonstrated the highest integral level of
performance (trend ~ 0.899), confirming its ability to mod-
el complex non-linear dependencies in a multidimensional
feature space. High values of F1-score and precision indicate
its balanced performance across different categories of ed-
ucational content. Random Forest occupied the second po-
sition (trend = 0.869), yielding robust results due to its en-
semble nature and noise tolerance. Nearly equal values of
accuracy and recall demonstrate that the model stably clas-
sifies both numerous and rare categories of educational con-
tent. In contrast, the Decision Tree showed the lowest trend
values (trend ~ 0.738). The trend line for this algorithm is
positioned the lowest and has a significantly larger gap from
SVM and Random Forest, indicating the limited ability of
the decision tree to generalise information within complex
structured samples. This aligns with the inherent tendency
of trees to overfit in the absence of external regularisation.
SVM, with a trend value of = 0.801, holds an intermediate
position. Despite lower results compared to neural net-
works and Random Forest, SVM demonstrated the greatest

stability between precision and recall metrics, confirming
the method’s effectiveness in cases where data contain par-
tially overlapping behavioural patterns. The overall dynam-
ics of the trend line clearly show an increase in performance
from Decision Tree - SVM — Random Forest — Neural Net-
work. This indicates that models capable of non-linear map-
ping of the feature space and integrating ensemble logic
demonstrate significantly better adaptability in tasks of per-
sonalising educational content, where data have a heteroge-
neous structure and varying degrees of variability.

Systematic analysis of the advantages and limitations
of each model from the perspective of their application
in educational content personalisation

The conducted comparative analysis of the four algo-
rithms — SVM, Decision Tree, Random Forest, and a mul-
tilayer neural network - revealed substantial differences in
their ability to model the structure of educational data and
counteract characteristic noise and asymmetries in student
behaviour. It was established that the models demonstrate
varying resilience to the variability of behavioural features,
different levels of generalisation on content parameters,
and unequal sensitivity to imbalances in the data. To sum-
marise these differences, Table 5 was constructed, present-
ing numerical indices of key characteristics — intensity of
non-linearity, noise resilience, risk of overfitting, sensitiv-
ity to asymmetric distributions, and ability to generalise in
multi-class classification.

Table 5. Semi-quantitative characteristics of ML algorithms for application in LMS (1-5 points)

. . . Suitability
. . - Risk of Non-linear - Computational
Algorithm Noise resilience ! P Interpretability N for LMS
overfitting approximation complexity personalisation
SVM (RBF) 4 2 4 2 3 4
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Table 5. Continued

. . . Suitability
. . - Risk of Non-linear - Computational
Algorithm Noise resilience ! s Interpretability N for LMS
overfitting approximation complexity personalisation

Decision Tree 2 1 5 1 3

Random Forest 5 3 3 3 5
Neural Network

(MLP) 4 3 5 1 5 5

Source: developed by the author using Python 3.12, scikit-learn, NumPy

As can be seen from Table 5, the numerical indices
clearly illustrate the differences between the algorithms in
terms of key characteristics that determine their suitabili-
ty for personalising educational content. The highest total
scores were obtained by Random Forest (total=21) and the
multilayer perceptron (MLP) neural network (total = 23),
which quantitatively confirms their advantage over the
other models. For the neural network, maximum scores for
the parameters of non-linear approximation (5 points) and
suitability for personalisation (5 points) indicate its ability
to reproduce complex latent dependencies between behav-
ioural and content features, which corresponds to the re-
sults of the classification metrics (F1=0.9). Random Forest
received the highest score for noise resilience (5 points)
and high overall balance of characteristics, which is con-
sistent with its stable performance (F1=0.87). Against this
backdrop, SVM demonstrates moderately high scores for
non-linearity (4) and noise resilience (4), but noticeably
falls short due to low interpretability (2) and moderate
computational complexity (3), which limits its use in LMS
with large student cohorts. The total score for SVM (19)
confirms its intermediate position: the algorithm is suffi-
ciently flexible for working with complex class boundaries
but less universal than ensemble or deep models. The low-
est results were demonstrated by the Decision Tree, whose
aggregate indicator totals 17 points. Despite the maxi-
mum score for interpretability (5) and low computation-
al complexity (1), the Decision Tree received only 1 point
for non-linear approximation and 2 points for noise resil-
ience. This quantitatively confirms its weakness in working
with heterogeneous data and its propensity for overfitting
(4 points for risk).

The specific configuration of SVM with an RBF kernel
ensures a high capability for modelling non-linear bound-
aries; however, limited interpretability and moderate com-
putational complexity reduce its effectiveness in large-
scale LMS. In situations where classes partially overlap or
exhibit asymmetric distributions, SVM performs stably but
is less flexible compared to ensemble and neural models.
Conversely, the Decision Tree, despite high interpretabil-
ity, shows the lowest ability for non-linear approximation
and increased sensitivity to noise. This is directly reflect-
ed in the lower numerical ratings and aligns with the fact
that Decision Trees tend to “memorise” anomalous exam-
ples, reducing their generalisation capability. The obtained
scores also explain the differences in the classification met-
rics calculated in the previous subsection. High F1-score

values for Random Forest and MLP correlate with their
high scores for non-linearity and noise resilience, where-
as the lower results of SVM and Decision Tree reflect their
structural limitations.

The practical implications of the obtained results al-
low for formulating recommendations for implementation
in real-world LMS. Random Forest is a universal model for
platforms with a large number of students and high activity
variability, as it provides an optimal balance of accuracy,
stability, and computational cost. MLP is advisable to apply
in systems with complex educational trajectories, where it
is important to account for multidimensional dependen-
cies between student characteristics and content structure.
SVM can be effective for narrow educational scenarios with
clear user segmentation, for example, in technical or for-
malised courses. Decision Tree should be used as an inter-
pretable module for supporting analytics, when an instruc-
tor or administrator needs to understand the logic of the
recommendations.

In summary, the systematic analysis demonstrated
that the optimal choice of algorithm depends on the data
structure, the nature of the learning materials, and the re-
quirements for model interpretability. Combining models
can ensure the highest effectiveness: Random Forest as a
stable core classifier, MLP for deep personalisation, and
SVM as a decision refinement mechanism for borderline
cases. Such an approach creates a methodologically sound
basis for developing adaptive recommendation systems in
modern LMS.

The totality of the obtained characteristics allowed
for delineating the structural differences between the al-
gorithms, identifying their behaviour in heterogeneous
educational data, and assessing the level of sensitivity to
parametric changes. The identified patterns showed sta-
bility of metrics within an acceptable range of variability,
consistency of results across cross-validations, and repro-
ducibility of behavioural patterns in the synthetic dataset.
All models demonstrated a representative response to the
complexity of the input features, and the key differences
manifested in the algorithms’ ability to handle non-linear-
ity, noise, and mixed data types.

Discussion

The obtained results of the quantitative analysis of ma-
chine learning algorithms in the task of personalising
educational content demonstrated clear patterns that are
consistent with leading international research in the field
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of artificial intelligence in education. A comparison of
model performance with the results of D. Jafari & Z. Shat-
erzadeh-Yazdi (2024) confirmed that a multilayer percep-
tron achieves the highest accuracy values in environments
with complex non-linear data structures. In the authors’
work, the Al-algorithm developed for identifying individ-
ual learning styles provided a significant increase in the
accuracy of personalised recommendations — a trend that
was also recorded in this study, where the MLP obtained
the highest metrics (accuracy=0.91,F1=0.9). The observed
ability of the neural network to generalise behavioural pat-
terns confirmed the conclusions of the aforementioned re-
search regarding the advantages of deep models in the field
of educational analytics. The results of the Random Forest
ensemble model also showed complete alignment with the
observations of R. Taylor et al. (2024), who established that
the stability of recommender systems increases precise-
ly under conditions of using ensemble algorithms. In the
conducted study, Random Forest demonstrated increased
robustness to noise, which is consistent with the obtained
noise immunity scores (5 points) and a high F1-score=0.87.
The observed stability of the model’s operation even with
altered data structure confirmed the systemic advantages
of the ensemble approach.

A comparison with the analysis proposed by
G.M. Dhananjaya et al. (2024) confirms that a key require-
ment for modern adaptive platforms is the use of algorithms
that maintain stability under conditions of behavioural
heterogeneity. The authors emphasised the importance of
working with asymmetric distributions, which fully aligns
with the behavioural curves of the synthetic dataset: the
right-skewed distribution of time-on-task and the compact
distribution of views formed a structure that specifically
requires noise-resistant and non-linear models - such as
Random Forest and multilayer neural networks. The iden-
tified performance indicators of the algorithms coincided
with the conclusions of M.K. Kanchon et al. (2024), who
proved that models with high non-linear approximation
capability provide more accurate identification of learning
styles and content modification. In the conducted study, the
neural network and Random Forest also received the high-
est non-linearity scores (5 and 3 respectively), while the
Decision Tree (1 point) demonstrated limitations in han-
dling multidimensional characteristics. This quantitatively
explains the lower F1-score of the decision tree (0.70).

In their work, S. Bhaskaran & R. Marappan (2023a)
applied approaches to model tuning similar to those pre-
sented in the current study: the authors justified the high
effectiveness of combining exhaustive search and stochas-
tic search, which corresponds to the demonstrated effec-
tiveness of GridSearchCV and RandomizedSearchCV in the
structure of the conducted optimisation. The application
of a similar combined approach ensured the obtaining of
optimal parameters (C=12; y=0.087; n_estimators = 300;
architecture of 64-32-16 neurons), which contributed to
a systematic increase in the F1-score of all models. The
identified difference between the performance of simple

and complex algorithms correlates with the results of
W.S. Sayed et al. (2023), where it was established that mod-
els with low non-linearity are not capable of fully describ-
ing student behavioural features. In the conducted anal-
ysis, the decision tree received the lowest sum of indices
(17), which confirmed the limitations of this type of model
in working with distributions characteristic of educational
environments. Generalising the obtained patterns aligns
with the review by H. Luan & C. Tsai (2021), which notes
that high-precision learning personalisation requires mod-
els with deep parameterisation, especially when working
with noisy and asymmetric data. Precisely such charac-
teristics were inherent to the synthetic dataset, which de-
termined the preference for MLP and Random Forest over
SVM and Decision Tree.

Similarly, to the current results, A. Bhutoria (2022)
confirmed that personalised educational systems function
effectively under the condition of using multidimensional
student profiles. In the conducted experiment, this was re-
flected in the high recall values for Random Forest (0.88)
and MLP (0.89), which ensured accurate modelling of var-
ious learning scenarios. The obtained results are also con-
sistent with the conclusions of C. Song et al. (2024), where
it was demonstrated that effective learning optimisation
systems require non-linear models capable of dynamic ad-
justment. In the conducted study, precisely such algorithms
provided the maximum F1-scores and the highest suitabili-
ty scores for personalisation (MLP - 5 points; RF — 5 points).

Further analysis in the context of the work by N. Mot-
lagh et al. (2023) allowed for tracing a broader trend: the
authors showed that digital education systems demon-
strate a significant increase in accuracy when models with
a deep internal structure form their foundation. This fully
aligned with the obtained classification results, where the
multilayer neural network provided the highest level of
performance (F1=0.9) precisely due to its ability to operate
stably under conditions of high variability in student be-
havioural characteristics. A broader spectrum of patterns
was also traced in comparison with the conclusions of
S. Bhaskaran & R. Marappan (2023b). Their idea of hybrid
recommender systems combining classification and clus-
tering proved relevant for interpreting the stable behaviour
of the Random Forest ensemble model. The increased accu-
racy in heterogeneous data spaces in the conducted experi-
ment essentially reflected working with latent behavioural
clusters, which the authors emphasised. Generalising the
results in comparison with D. Pathak & R. Kashyap (2022),
it can be noted that the robustness of models to noisy and
unstable user characteristics is critical for real-world ed-
ucational systems. The stochastic distributions of behav-
ioural variables in the formed dataset created precisely
such conditions. This explained the preference for models
with high non-linear flexibility — the neural network and
Random Forest — over algorithms sensitive to anomalies,
such as the Decision Tree. A comparison with the gener-
alisations of T. Liu et al. (2022) showed that deep learn-
ing models are the most effective in multidimensional
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educational environments with pronounced asymmetry
and significant noise. The deep learning model in the con-
ducted simulation demonstrated the highest integral indi-
ces of suitability for personalisation, which naturally repli-
cates the trend described by the authors.

A certain parallel was also traced with N. Chan-
drakant (2023), where the operation of NLP components
in gamified models led to increased adaptability of educa-
tional systems. Within the scope of the conducted analy-
sis, this was reflected in the ability of the MLP to process
content features at a deeper level — which is a key con-
dition for building interactive learning mechanics. The
obtained results also resonated with the conclusions of
E. Ahmed (2024), who showed that model accuracy sig-
nificantly increases under conditions of a correctly con-
structed feature space. In the formed synthetic dataset, the
multi-level structure, which included behavioural, demo-
graphic, and content parameters, provided a similar effect:
the neural network and Random Forest demonstrated high
values of accuracy and F1-score. The identified patterns
complemented the conclusions of A. Ezzaim et al. (2024),
where it was emphasised that models with developed ad-
aptability are the most effective in determining learning
styles. The maximum indices of suitability for personali-
sation (5 points for MLP and Random Forest) quantita-
tively confirmed this approach. Comparison with A. Dos et
al. (2023) emphasised the importance of high-quality per-
sonalisation for increasing student success. In the conduct-
ed analysis, a similar trend was observed: the models with
the highest F1-scores turned out to be those that best re-
produced the structure of behavioural patterns and formed
the most relevant recommendations.

A comparison of the obtained results with modern ap-
proaches to personalised learning evidenced that generative
and classification models with a developed deep structure
provide a significant increase in the accuracy of adapting
learning tasks. This is consistent with the conclusions of
H. Rouzegar & M. Makrehchi (2024), who showed that mod-
els based on GPT architectures most effectively form indi-
vidualised test questions due to their ability to work with
multidimensional student profiles. In the conducted quanti-
tative analysis, the highest F1-score values were also demon-
strated by algorithms with pronounced non-linearity — the
multilayer neural network and Random Forest — which con-
firmed their ability to accurately reproduce individual edu-
cational scenarios and replicated the trend outlined in the
mentioned study. A certain correspondence was also evident
in the context of the work by Q. Zhang (2023), who analysed
models for early education. Regardless of age segments, the
highest effectiveness was demonstrated by algorithms with
a non-linear architecture - precisely the result that was re-
corded in the conducted study. The research by D. Li (2024),
dedicated to interactive learning assessment systems,
proved the necessity of applying models capable of working
with mixed and multidimensional features. In the conduct-
ed analysis, such models provided the highest generalisation
performance indicators.

Thus, the comparison of the quantitative metrics of
the classification models with international interdiscipli-
nary research has demonstrated that the development of
personalised educational systems resides at the intersec-
tion of several fundamental trends in contemporary digital
pedagogy: the shift from linear recommendation mecha-
nisms to deep models of student behaviour analysis, the
enhanced role of integrated multi-level user profiles, the
growing significance of noise-resistant and adaptive al-
gorithms, and the gradual implementation of generative
Al technologies in learning environments. It is precisely
the combination of these directions that shapes the new
paradigm of personalised learning, within which a quality
recommendation is defined not by a single model, but by
the interaction of non-linear approximation, behavioural
analytics, and intelligent generalisation mechanisms. The
obtained results quantitatively confirmed that multi-lay-
ered neural networks and ensemble methods constitute
the core of modern recommendation systems, while SVM
and Decision Trees serve auxiliary analytical functions.
The synthesis of these conceptual approaches outlines a
scientifically grounded trajectory for the development of
adaptive educational platforms, aligned with global tech-
nological benchmarks in the field of Al-oriented education.

Conclusions

As a result of the research, a fully reproducible computa-
tional and analytical assessment of the effectiveness of
machine learning algorithms for the task of personalised
educational content recommendation in distance learning
systems was conducted. The constructed synthetic dataset
of 10,000 student profiles reproduced realistic behavioural,
demographic, and content patterns from the LMS platforms
Moodle, Coursera, and EdX. The application of Normal,
Log-normal, and Poisson data generation methods enabled
the formation of a heterogeneous feature space character-
istic of real digital courses. The implemented ML-pipeline
in the Python 3.12 and Microsoft Excel 2025 environments
ensured the correctness of data preparation according to
modern machine learning practices: normalisation, encod-
ing of categorical variables, SMOTE balancing, handling of
missing values, and 10-fold cross-validation.

Model optimisation using GridSearchCV and Rand-
omizedSearchCV allowed for the identification of param-
eters ensuring the best generalisation capability: for SVM,
the optimal parameters were C=12 and y=0.087; for De-
cision Tree — a depth of 14 levels; for Random Forest — an
ensemble of 300 trees; for MLP — a 64-32-16 architecture
with ReLU activation and learning rate =0.001. Compara-
tive analysis of classification metrics revealed significant
discrepancies between the algorithms. The highest quali-
ty was demonstrated by the MLP neural network with ac-
curacy = 0.91 and F1-score = 0.9, confirming its ability to
model complex non-linear dependencies in multidimen-
sional educational data. Random Forest achieved stable
metrics (F1=0.87), attributable to its ensemble nature and
high noise resistance, whereas SVM showed moderate but
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balanced performance (F1=0.83). Decision Tree, despite its
maximal model interpretability, demonstrated the lowest
results (F1=0.7) due to increased sensitivity to the asym-
metry and variability of behavioural features.

Graphical analysis of density curves for behavioural
parameters evidenced the presence of two key patterns of
student interaction: high variability in time-on-task and
relative compactness of views. This directly influenced al-
gorithm performance: models capable of non-linear map-
ping and noise aggregation (MLP, Random Forest) repro-
duced the data structure better, while models with high
interpretability but low flexibility (Decision Tree) lost ac-
curacy in areas of distribution gaps .The integral systematic
analysis of semi-quantitative characteristics confirmed the
quantitative advantage of the neural network (23 points)
and Random Forest (21 points), which aligns with their high
metrics. SVM received 19 points, occupying an intermediate
position due to its moderate non-linearity and noise resist-
ance. Decision Tree remained the least effective (17 points)
but retained its value as an interpretable analytics module
for LMS instructors and administrators. Comparative in-
terpretation of the results demonstrated that the neural
network is the most suitable for deep personalisation of
learning trajectories in multidimensional and heterogene-
ous data, while Random Forest serves as the most universal
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Yanishevskyi

MopiBHANbHMIA AHANI3 ANFOPUTMIB MALUMHHOIO HOBYAHHS
ANs nepcoHanisauii OCBIiTHbOro KOHTEHTY B AUCTAHLIAHOMY HABYQHHI

Bitaniin dHiweBcbkuin

AcnipaHT

€BPONENCbKUI YHIBEPCUTET

03115, 6-p Akagemika BepHapcbkoro, 16B, M. Kuis, YkpaiHa
https://orcid.org/0009-0001-5774-4778

AHoTauig. MeTolo mOCIimKeHHs 6ya0 34ifiCHEHHS KOMILIEKCHOI OLIHKYM e(EeKTMBHOCTI aJrOPUTMIB MAIIMHHOIO
HaBYaHHS JIJIs1 3aJa4i TepCOHa/Ii30BaHOI peKoOMeH Iallii HaBUaJbHOI0 KOHTEHTY B AMCTAHIIITHUX CCTeMax ocBiTi. Po6ota
MaJla TeOpeTMKO-eKCIIepMMeHTIbHMIT XapakTep i BUKOHYBajaacs Ha OCHOBI CMHTETMYHOTO JartaceTy obcsirom 10 000
CTYIeHTChbKUX TPodiniB, chOpMOBAHOrO Ha OCHOBI CTPYKTYPHUX XapaKTePUCTUK MPOBIAHMX MIATGOPM AUCTAHIIIAHOTO
HaBuaHHS. JlaTaceT OXOIUTIOBAB TPM TPyIyM O3HAK: gemMorpadiuHi, MOBeHiHKOBI Ta KOHTEHTHi, IO BiATBOPIOIOTH
K/IIOUOBi TaTepHM B3a€MO[ii CTYIEHTIB i3 HaBYAJIbHUM cepenoBuineM. IIOpiBHSUIbHUI aHali3 epeKTMBHOCTI MeTomy
OTIOPHUX BEKTOPIB, IepeBa pillleHb, BUMIALKOBOIO JIicy Ta 6araTomapoBoi HeiIPOHHOI Mepexki 3aCBiqUuB YiTKi KibKicHI
BiZMiHHOCTI MK Mopensimu. HaiiBuini knacudikaniiiai pe3ynbTaTi OTpMMaHO 11 HeiipoHHOI Mepexki (accuracy =0,91;
F1-score = 0,90). AHcam6sieBa Mmonenb Random Forest 3a6e3meunia BUCOKY CTabiIbHICTh Ta TOUHICTh (accuracy = 0,89;
F1-score=0,87). MeToz OITIOPHMX BEKTOPiB ITOKa3aB 30asiaHCcOBaHi moka3Huku (accuracy =0,86; F1-score=0,83), a nepeBo
pilieHb — HaliHWCKUY edeKkTUBHICTH (accuracy =0,72; Fl-score = 0,70), mo miaTBepIKye 06MeskeHHsT iHTepIpeTOBaHUX
Mogpeneit y 6araToBUMipHUX AaHUX. JOmATKOBUIT CUCTeMHMUIT aHali3, BUKOHAHMII 32 HAMiBKIIbKICHMMM iHIEKCaMu
IIeCTV XapaKTepUCTUK AJITOPUTMIB, Bifo6pasuB y3araabHeHY NMPUIATHICTb MOJeNeil [0 IMepcoHami3alii: HelipoHHA
Mepexka orpumasia 23 6amu, Random Forest — 21 6am, SVM - 19 6aniB, Decision Tree — 17 6amiB. Ii mokasHUKU
Y3TOMKYIOThCS 3 KaacudikaliiiHuMM MeTpMUKaMu Ta MiATBEPIKYIOTh TepeBaru Mojeseit i3 BupaskeHOI HeiHiifHiCTIo
Ta aHcamObJIeBOI0 CTPYKTYpOIO. BaraTomapoBa HelipOHHa Mepexka JeMOHCTpYe HaliiBuILy edeKTMBHICTb IJIS IIMOOKOI
TepcoHantisallii KOHTeHTY, BUTIAJAKOBUIA JTiC BUCTYIIA€ YHiBepCaIbHOI0 MO0 ISl MacIITabHMUX OCBITHIX ruiatdopm,
METOJ, OIIOPHUX BEKTOPIiB € ONTUMAaJbHUM JJISI KypCiB i3 YiTKOIO CerMeHTalli€l0 CTYAEHTIB, TOZi SIK lepeBO pilleHb
JOLi/TbHO BUKOPMCTOBYBATH SIK iHTepIIpeTOBaHMIi aHATITUYHMIT MOAY/b. [IpakKTH4YHA 3HAUYLIiCTh O KEHHS TIOJISITaE Y
(dbopmyBaHHI HAyKOBO OOGIPYHTOBAHOTO ITiIXOy 1O BUOOPY aarOpPUTMIB [IJIsl TOOGYIOBM afalTUBHMUX OCBITHIX TPAEKTOPIiii
Ta NokpanieHHs eheKTUBHOCTI 1MbPOBOi OCBITH

KniouoBi cnoea: uudpose cepenosuiie; Learning Management System; onrTumisaiiis rineprnapamerpis; HeiipoHHI
Mepeski; CMHTeTUIHMIA laTaceT
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Abstract. The study aimed to develop a comprehensive approach to protecting unstructured information on mobile
platforms by combining cryptographic algorithms, multi-factor authentication, machine learning methods, and blockchain
technologies to create an adaptive security system. The research methodology was based on a theoretical analysis of
scientific sources and modelling of the architecture of a system for protecting unstructured information, focused on
modern mobile platforms. The study addressed the use of devices with support for Advanced RISC Machine TrustZone and
Secure Enclave, which provide hardware isolation of cryptographic operations. Advanced Encryption Standard was used as
the basic encryption algorithm for symmetric data protection, and Learning with Errors was used as a quantum-resistant
mechanism. As part of the research, a conceptual multi-level model of an integrated security system was developed,
including four interacting layers: cryptographic, authentication, analytical (behavioural analytics and machine learning
methods) and blockchain. Each layer performs a separate function: encryption and hardware isolation of operations, user
authentication, anomaly detection, and data integrity assurance. Together, they form an adaptive security system for
mobile platforms. Implementation of a hybrid blockchain, which combines the high performance of private chains with
independent verification of transactions in public blocks, was emphasised. This approach ensured a balance between
transparency, energy efficiency, and resistance to modifications. Theoretical analysis confirmed that integrating these
components into a single architecture creates conditions for the formation of an adaptive security system capable of
dynamically responding to threats and ensuring a high level of protection for unstructured data in mobile environments.
The proposed approach can be implemented in medicine, finance, public administration, and other areas where the
protection of unstructured information is critical

Keywords: multi-factor authentication; recurrent neural networks; logistic regression; adaptive encryption; hybrid
blockchain architecture

Introduction

The rapid development of mobile technologies has led to
smartphones and tablets becoming integral elements of the
information infrastructure, widely used in business, public
administration, medicine, finance and other critical sectors.
According to current statistics, there are over 6.8 billion
mobile devices, and a significant portion of them are used

to store and process sensitive data (Kumar, 2025). Unstruc-
tured data, such as text documents, media files, electron-
ic messages, event logs, etc., which are highly diverse and
difficult to protect in a unified manner, pose a particular
threat. The relevance of the problem is exacerbated by the
dynamic growth in the number of cyberattacks targeting
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mobile systems. The number of security incidents has in-
creased, and financial losses have reached billions (Bon-
nie, 2025; Smith, 2025). Modern threats are no longer lim-
ited to technical software vulnerabilities; they increasingly
include social engineering, contextual manipulation, mul-
ti-vector attacks, and the use of artificial intelligence tech-
nologies to bypass traditional protection systems. An ad-
ditional challenge is the prospect of quantum computing,
which could render traditional cryptographic algorithms
(Rivest-Shamir-Adleman (RSA), Elliptic Curve Cryptogra-
phy (ECC), and even Advanced Encryption Standard (AES))
vulnerable in the coming years. Traditional security meth-
ods such as passwords, single-factor authentication, and
static encryption are becoming less effective in the modern
cyber environment.

A. Shifa et al. (2020) proposed a multi-level encryp-
tion model focused on protecting multimedia files stored
in mobile applications. The results confirmed an increase
in the system’s resilience, but the computational costs
proved excessive for budget smartphones. G. Malik (2024)
emphasised the problem of authentication and proved that
combining biometric and contextual factors (access time,
geolocation) reduces the risk of unauthorised access by
more than six times. The disadvantage of this approach is
an increase in the number of false rejections when user be-
haviour changes.

E.M. Brovchenko et al. (2023) analysed the integration
of blockchain technologies into mobile case management
systems. The study emphasised that the use of hybrid
blockchains, which combine private and public chains,
provides an optimal balance between process transparen-
cy and speed, although the issue of excessive energy con-
sumption remains relevant. D. Prokopovych-Tkachenko et
al. (2025) examined the use of machine learning algo-
rithms to detect phishing attacks in a mobile environment.
The results showed high classification accuracy, but the ef-
fectiveness of the model depended largely on the size and
diversity of the training sample. The study by V. Mahor et
al. (2021) analysed vulnerabilities in mobile operating sys-
tems. The author found that about 40% of successful at-
tacks are conducted through unprotected application pro-
gramming interface (API) accesses, indicating the need for
comprehensive security policies at the application devel-
oper level. Y. He et al. (2022) proposed the concept of Zero
Trust architecture for mobile devices. The results proved to
be highly effective in a corporate environment, but scaling
this approach proved problematic due to increased delays.

S.R. Kandula (2025) examined quantum-resistant en-
cryption algorithms. The study emphasised that the imple-
mentation of Learning with Errors (LWE) in mobile systems
guarantees a promising level of protection, although it re-
quires additional optimisation for hardware limitations.
Mehwish et al. (2024) emphasised the problem of data
protection in public Wi-Fi networks. The study demon-
strated that the use of WireGuard-based VPNs in combi-
nation with behavioural analytics reduces the likelihood
of data compromise by more than 70%. A.M. Aburbeian &

M. Fernandez-Veiga (2024) analysed the role of multi-fac-
tor authentication in financial mobile applications. The
study demonstrated that the combination of a password,
biometrics and one-time tokens render brute force attacks
impossible, but at the same time requires user-friendly in-
terfaces. Lastly, M. WozZniak et al. (2021) proposed a model
for adaptive threat monitoring in mobile systems based on
recurrent neural networks. Testing showed a reduction in
attack response time to one second, but this requires re-
source-intensive machine learning (ML) frameworks.

An analysis of research has shown that despite signif-
icant progress in the field of mobile platform cybersecu-
rity, a range of substantial aspects remain insufficiently
studied. In particular, there is a lack of in-depth analysis of
the comprehensive integration of various protection meth-
ods - cryptography, multi-factor authentication, behav-
ioural analytics, machine learning and blockchain - into a
single adaptive system. There is also insufficient research
on mechanisms for dynamic adaptation of security systems
in real time, capable of automatically changing policies
and resource allocation depending on the threat context.
A significant gap is the issue of energy consumption and
performance, as most modern ML models are characterised
by high computational costs, which limit their practical ap-
plication on mobile devices with limited hardware resourc-
es. Optimalisation of quantum-resistant algorithms for
mobile platforms requires additional attention, as their use
remains theoretically promising but practically limited.
Equally relevant is the problem of combining blockchain
with mobile systems, as the issues of scalability and energy
consumption do not have a comprehensive solution.

Given these limitations, the study aimed to devel-
op and justify an adaptive multi-component system for
protecting unstructured information on modern mobile
platforms, combining cryptography, multi-factor authen-
tication, machine learning and blockchain technologies to
improve the effectiveness of countering current and future
cyber threats. The research tasks were to theoretically sub-
stantiate, develop, and test an integrated architecture for
protecting unstructured information on mobile platforms
using machine learning methods, multi-factor authenti-
cation (MFA), cryptographic algorithms and blockchain
technologies, as well as evaluating the effectiveness of the
proposed system in terms of prediction accuracy, speed,
energy consumption and resistance to attacks.

Materials and Methods

The research was theoretical in nature and based on a com-
bination of conceptual, analytical-synthetic and model
types of analysis, which ensured a systematic interpreta-
tion of approaches to protecting unstructured information
on mobile platforms and the formation of our own inte-
grated security architecture. The theoretical analysis was
based on a study of peer-reviewed scientific articles on
machine learning and cryptography published in journals
indexed in the Scopus and Web of Science scientific data-
bases, monographs, and official technical documentation
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for mobile operating systems (Android Keystore Documen-
tation, Apple Platform Security Guide). The criteria for
selecting literature were relevance to the issue of mobile
security, publications for the period 2020-2025, the avail-
ability of comparative characteristics of protection meth-
ods and empirical results that can be used to compare the
effectiveness of different technologies. The research ma-
terials also included technical specifications for Android
Keystore API and Apple Secure Enclave, which provide
hardware isolation for cryptographic operations (iOS Se-
curity: i0S 12.3., 2019; Martin et al., 2021; Google for De-
velopers, 2025). Scientific reliability was ensured by using
authoritative and peer-reviewed sources, comparing theo-
retical models with empirical results presented in technical
reports and publications by researchers. Different technol-
ogies were compared based on the following criteria: threat
prediction accuracy, speed, energy consumption, level of
resistance to attacks, and the possibility of integration into
mobile platforms.

The analytical and synthetic review method was used to
analyse scientific sources that explore the possibilities of us-
ing recurrent neural networks (RNN) and ensemble models
to detect anomalies in the behaviour of mobile system users.
Studies demonstrating the ability of ML models to predict
threats in time series mode and support adaptive authen-
tication were emphasised. Based on the generalisation of
these data, theoretical prerequisites for further modelling of
an integrated protection architecture were formed.

The theoretical analysis considered the use of Trust-
ed Execution Environment (TEE) and StrongBox environ-
ments, which, according to official standards, ensure the
execution of critical operations outside the main operat-
ing system. This was used to assess the hardware level of
protection of mobile platforms and their role in the overall
security architecture. They were compared in terms of re-
sistance to compromise, supported authentication mech-
anisms, integration capabilities, and energy efficiency
in a mobile environment. The AES-256 cryptographic al-
gorithms and the quantum-resistant LWE approach were
considered separately, which was used to evaluate their ef-
fectiveness in terms of performance, energy consumption,
and resistance to classical and quantum attacks. A separate
area of focus was the analysis of hybrid blockchain archi-
tecture based on Hyperledger Fabric and Ethereum, which
was used for a theoretical assessment of the balance be-
tween the performance of private chains and the transpar-
ency of public blocks.

The theoretical research algorithm included several
interrelated stages. At the first stage, a theoretical review
and classification of modern approaches to mobile platform
protection was conducted, covering cryptographic meth-
ods, multi-factor authentication, behavioural analytics,
machine learning, and blockchain technologies. The sec-
ond stage involved an analytical and synthetic comparative
analysis of technologies, assessing their advantages and
limitations and comparing methods according to key crite-
ria: speed, energy consumption, threat detection accuracy,

and resistance to attacks. The third stage identified system-
ic limitations in the application of individual methods and
theoretically justified the need for an integrated approach
to mobile platform protection capable of compensating for
the weaknesses of each technology. The fourth stage was de-
voted to the formation of a conceptual multi-level model of
an integrated security system that combines cryptographic,
authentication, analytical and blockchain levels and de-
scribes the interaction of technologies within an adaptive
architecture. In the final, fifth stage, the theoretical results
were summarised, and conclusions were formulated, which
determined the effectiveness and prospects of the proposed
model for protecting unstructured information on mobile
platforms. This methodological logic ensured consistency
between the source base, analysis methods and the theoret-
ical results of the study.

Results

Cryptography is a fundamental element of information
security on mobile platforms and ensures the confidenti-
ality, integrity, and authenticity of data. Both symmetric
and asymmetric algorithms are actively used in modern
mobile solutions. The most common symmetric standard
is AES, which is used to encrypt locally stored files and pro-
tect data during transmission over the network. Its main
advantages are high performance and reliability in a clas-
sic computing environment. However, AES is vulnerable to
future quantum attacks, which raises questions about its
long-term effectiveness.

Among asymmetric algorithms, RSA and ECC are cen-
tral. RSA is a traditional solution for key management and
digital signatures, but it is inferior in terms of speed and
requires large key sizes to ensure sufficient security. ECC is
a more optimised option that can ensure equivalent secu-
rity with smaller key sizes and, accordingly, less load on the
computing resources of mobile devices. At the same time,
both RSA and ECC remain vulnerable to quantum comput-
ing algorithms, in particular Shor’s algorithm, as highlight-
ed by N.S.M. Shamsuddin & S.A. Pitchay (2020).

To ensure long-term security, researchers are turning
to quantum-resistant cryptographic algorithms. One of the
most promising is LWE, which involves building cryptosys-
tems based on the complexity of linear algebra problems
with errors. The use of LWE in mobile systems guarantees
increased resistance to quantum attacks, but requires addi-
tional optimisation for the hardware limitations of smart-
phones, as it requires significant computing resources
(Asif, 2021). Another important area is hardware encryp-
tion using secure environments such as ARM (Advanced
RISC Machines) TrustZone or Secure Enclave, which can
isolate cryptographic operations from the main operating
system. This minimises the risks of attacks at the software
level but does not eliminate threats associated with phys-
ical access to the device or side channels (e.g., power con-
sumption analysis).

Despite progress in the development of cryptographic
solutions, their implementation on mobile platforms has
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several limitations. First, the high complexity of algorithms
leads to increased energy consumption, which is critical for
devices with limited battery capacity. Secondly, most meth-
ods do not provide sufficient flexibility in dynamic threat en-
vironments, as they are implemented in a static form without
adaptation mechanisms. Thirdly, the problem of compatibil-
ity between different cryptographic protocols and platforms
remains unresolved, which complicates the practical appli-
cation of complex systems, as emphasised by R. Banoth &
R. Regar (2023). Thus, modern cryptography provides a high
level of protection for mobile platforms against classic at-
tacks but does not guarantee long-term stability in the con-
text of the development of quantum computing and requires
integration with other approaches — machine learning, be-
havioural analytics and blockchain (Yadav, 2021).

Blockchain technologies are increasingly seen as a
promising tool for ensuring transparency and data integ-
rity in mobile systems. Their main advantage lies in the
creation of an immutable transaction ledger, which guar-
antees the authenticity of information and makes it impos-
sible to falsify without the collective consent of network
participants. In the context of mobile platforms, block-
chain is used for several key tasks: protecting unstructured
data, managing user identities, secure authentication, and
transaction verification.

The main areas of blockchain use are public chains
(e.g., Ethereum) and private/consortium solutions (e.g.,
Hyperledger Fabric). Public networks provide a high level
of transparency and independence from a specific provid-
er but suffer from scalability issues and high energy costs
when verifying transactions. Private blockchains, on the
other hand, demonstrate better performance and lower
energy consumption, but have a limited level of decentral-
isation. Mobile case management systems most often use
a hybrid architecture that combines the speed of private
blocks with the transparency of public ones. This approach
stores confidential data in a private chain and critical pa-
rameters or hashes in a public chain, ensuring integrity
control without high computational costs.

One substantial use case for blockchain is managing
user authentication and identification. Thanks to its dis-
tributed nature, blockchain makes it possible to create de-
centralised access control systems where accounts, keys,
and biometric identifiers are not stored centrally, reducing
the risk of mass leaks. In addition, blockchain increases the
level of trust in multi-factor authentication, as each iden-
tity verification transaction can be recorded in the block-
chain, as emphasised by Y. Liu et al. (2020).

Another substantial area is the use of blockchain to
protect event logs and logs in mobile systems. Since attacks
are often aimed at changing or deleting traces of activity,
storing such data in a blockchain makes it immutable and
available for further analysis. This creates an additional
level of protection during incident investigations and pro-
motes transparency in information processes.

Despite its advantages, the use of blockchain in mobile
systems has several limitations. First, it has high energy

consumption and places a heavy load on device resources,
especially when using public chains. Secondly, the issue of
scalability remains relevant: an increase in the number of
transactions slows down the system, which is critical for
mobile scenarios where a quick response is required. Third-
ly, integrating blockchain into mobile platforms requires
specialised optimisation protocols and a combination with
other technologies (ML, cryptography, MFA) to compen-
sate for its shortcomings.

Thus, blockchain is an effective means of protecting
unstructured information in mobile systems, but its practi-
cal application requires a balance between security, perfor-
mance, and energy efficiency. The most promising are hy-
brid architectures that combine private and public chains
and integrate with other cyber defence mechanisms, form-
ing a multi-level and adaptive security system as described
by X. Wei (2022).

Behavioural analytics is one of the most promising ar-
eas of mobile platform security, as it incorporates individ-
ual device usage patterns and can be used for the detection
of anomalies that cannot always be identified by tradition-
al security measures. Models of this type analyse a wide
range of characteristics: text input speed, touchscreen
pressure intensity, smartphone holding posture, app usage
frequency, geolocation data, network activity, etc. Based
on these characteristics, a user profile is created, which is
then used to detect suspicious behaviour. Machine learn-
ing methods are substantial in the development of behav-
ioural analytics. The most common approach is the use
of RNNs, which are well-suited to processing time series
and can predict future user actions based on their histor-
ical activity. The use of RNNs in mobile systems ensures
high accuracy in detecting attacks, but requires significant
computing resources, which limits their use in low-perfor-
mance devices.

Another approach is logistic regression and ensemble
methods (Random Forest, Gradient Boosting), which pro-
vide a balance between prediction accuracy and energy
efficiency. Such algorithms are well-suited for constrained
mobile environments where resource consumption must
be minimised. However, their limitation is the complexity
of processing large numbers of multidimensional parame-
ters characteristic of behavioural data.

Behavioural biometrics, which is based on unique user
characteristics such as gait, typing rhythm, and screen in-
teraction, is also receiving significant attention. Machine
learning models ensure continuous authentication, which
increases the level of protection even in cases of theft
or temporary use of the device by third parties (Lim et
al., 2020). Federated learning is special in mobile systems,
as it can be used to train models without the need for cen-
tralised collection of personal data. This reduces the risk
of confidential information leaks while maintaining high
prediction accuracy. However, this approach requires opti-
misation of model synchronisation algorithms and consid-
eration of the heterogeneity of computing resources across
different devices (Acien et al., 2020).
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Despite their significant potential, the application of
behavioural analytics and ML models in mobile systems
has several limitations. First, there is energy consumption:
complex neural networks can quickly drain a device’s bat-
tery. Second, there is the problem of false positives, when
normal deviations in user behaviour are mistakenly identi-
fied as attacks. Third, the issue of data privacy remains rel-
evant, as large amounts of personal information are often
required to train models.

Thus, behavioural analytics and machine learning
create new opportunities for protecting unstructured in-
formation on mobile platforms, but their effectiveness
directly depends on the balance between prediction accu-
racy, resource costs, and user privacy (Martin et al., 2021).

The most promising direction would be to integrate var-
ious ML algorithms with multi-factor authentication and
cryptographic methods into a single adaptive architecture.
Modern approaches to the protection of unstructured
information in mobile systems are characterised by their
multi-component nature and diversity of technological
solutions. They include cryptographic algorithms, mul-
ti-factor authentication, behavioural analytics, machine
learning, and blockchain technologies. Each of these areas
has its strengths, but limitations in terms of energy con-
sumption, scalability issues, or insufficient adaptability
prevent them from being used in isolation. Table 1 sum-
marises the key protection methods, their advantages and
disadvantages in the context of mobile platforms.

Table 1. Modern approaches to the protection of unstructured information on mobile platforms

Protection area Technology examples

Benefits Limitations

AES-256, RSA, ECC, LWE (quan-

Vulnerability to quantum computing

Cryptography

tum-resistant algorithms), hardware
encryption (ARM TrustZone,
Secure Enclave)

High level of security,
data confidentiality, resistance
to classic attacks

(RSA, ECC, AES), high energy
consumption in LWE, and the need
for optimisation for mobile devices.

Multi-factor authen-
tication (MFA)

Password + biometrics (fingerprints,
facial recognition) + context
(geolocation, time)

Significantly reduces the risk of ac-
count compromise, increases trust

Problems with convenience, risk
of false rejections, and additional
burden on the user

Blockchain
technologies

Hyperledger Fabric, Ethereum
(hybrid architectures)

Data integrity, transaction transpar-
ency, secure identity management

High energy consumption,
scalability issues, and integration
complexity

Behavioural biometrics,
user pattern analysis

Behavioural
analytics

Continuous authentication,
real-time anomaly detection

False positives,
need for large data sets

RNN, logistic regression, ensemble

Machine learing methods, Federated Learning

High prediction accuracy, rapid
attack detection, and adaptability

High computing costs, energy
consumption,
and data privacy issues

Source: compiled by the authors based on E. Ellavarason et al. (2020), A. Farissi et al. (2023), S. Ismail et al. (2024), F. Jumani & M. Raza (2025)

As Table 1 shows, no single method can provide uni-
versal and comprehensive protection for mobile systems.
Cryptography is effective against classical attacks but vul-
nerable to quantum computing; multi-factor authentica-
tion significantly reduces the risk of compromise but affects
user convenience; blockchain guarantees data immutabili-
ty but is limited in scalability and energy efficiency; behav-
ioural analytics and ML improve threat detection accuracy
but require significant computing resources and consider-
ation of privacy issues. This confirms the need to integrate
these approaches into a single adaptive protection system
that combines their advantages and compensates for their
shortcomings through complementary architecture.

A substantial component of building a security system
for mobile platforms is the creation of mathematical mod-
els that can predict the development of threats and form-
ing optimal countermeasures in real time. This approach
ensures the adaptability of the protection architecture and
minimises the damage from attacks while maintaining de-
vice performance, as discussed by M.A. Ferrag et al. (2020).
The state of the system is described by a multidimensional
vector of parameters, including network activity, applica-
tion usage, resource load, user biometric characteristics,
and other factors. Based on this data, machine learning
methods are applied, in particular recurrent neural net-
works (RNN), which analyse time series and can identify

hidden patterns in user behaviour. Additionally, logistic
regression and ensemble methods are used to predict the
probability of attacks (Ciaburro & Iannace, 2021).

The results of the prediction are integrated into the
decision-making mechanism, which is formulated as an
optimisation task of selecting actions from a set of pos-
sible options: blocking access, activating VPN, requesting
additional authentication, or increasing the level of en-
cryption. Thus, the system can adapt its security settings
depending on the threat context. For example, the encryp-
tion level changes in response to detected activity, and
the frequency of key rotation depends on the assessed risk
level. This approach combines accurate attack prediction
with flexible response and provides a dynamic balance
between security, performance, and user convenience.
Threat modelling and adaptive decision-making facilitate
quantitative comparisons of different protection methods
based on key criteria, such as accuracy, speed, energy con-
sumption, and resistance to attacks.

To obtain an objective assessment of the proposed
solutions, a quantitative comparison of the main protec-
tion methods used in mobile platforms was conducted.
In contrast to the generalised characteristics of the ap-
proaches shown in the previous table, the Table 2 shows
the results of the analysis according to key criteria: threat
detection accuracy, system speed, energy consumption

64 Information Technologies and Computer Engineering, 2026, 23(1)



Brovchenko & Samaraj

and resistance to attacks. This approach identifies the
strengths and weaknesses of each technology not only at
a theoretical level, but also at a practical level, which is

relevant for mobile devices, where it is necessary to simul-
taneously ensure security, high performance, and econom-
ical use of resources.

Table 2. Comparison of the effectiveness of protection methods in mobile systems

Method/Technology Primary function/effect Speed (reaction time) Energy consumption Attack resilience
g . Data protection during Resistance to classical
AECSr zig ((r:;asF]S|)cal storage and transmission, | <1 cycle for most files Low attacks, vulnerability to
yptography ensuring confidentiality quantum attacks
LWE (quantum-resistant eng;gtr}f)unr?gfﬁ;ﬁt;?;rm 1-2 cycle (depending on High Resistance to classical
encryption) data storage file format) and quantum attacks
MFA (password + re%i%ﬁ)”;g?’:ﬂg?g(néf 2-3 cycle (authentication Average Resistance to phishing
biometrics + context) compromise process) and social engineering
B - Ensuring data integrity e Resistance to
Blogéiﬁfégtmgnd and immutability, (de S:ncc?irr:dsom?lgtgﬁain) High modifications and data
transaction verification P 9 falsification
Real-time behaviour Highly effective against
RNN (machine learning) analysis and anomaly <1.5s High sophisticated and
detection emerging attacks
Ensemble methods Classification of threat )
(Random Forest, Gradient patterns and anomaly <1s Average Rezltst'gacr;(ce;t(;elir:](;wn
Boosting) detection P
Continuous user Resistance to device
Behavioural biometrics authentication based on <1s Average theft, but vulnerability to
behaviour patterns false refusals

Source: compiled by the authors based on M. Abuhamad et al. (2020), ].M. Ackerson et al. (2021), G.-Y. Kim et al. (2022), A. Zimba et al. (2025)

Analysis of the data presented in the table showed that
each of the technologies considered has its own strengths
and limitations that must be considered during practical
implementation. Classic encryption algorithms, in par-
ticular AES, provide high performance and low power con-
sumption, but remain vulnerable to quantum computing.
Quantum-resistant approaches, such as LWE, demonstrate
resistance to the latest types of attacks, but require addi-
tional optimisation due to high computational costs. Mul-
ti-factor authentication has proven effective in reducing
the risk of account compromise but comes with usability
issues and increased authentication time.

A comparative analysis of the theoretical characteris-
tics of the methods demonstrated that AES-256 provides
the best balance between speed and power consumption
for mobile devices, while LWE is more resource-intensive
but has higher resistance to quantum attacks. Among MFA
authentication methods with behavioural parameters, it
proved to be more energy efficient compared to biometric
authentication, while maintaining a similar level of accu-
racy. Regarding machine learning methods, RNNs demon-
strate higher accuracy in threat prediction, but ensemble
models (Gradient Boosting, Random Forest) are character-
ised by lower energy consumption and more stable perfor-
mance. The use of a hybrid blockchain architecture based
on Hyperledger Fabric and Ethereum theoretically provides
a balance between transaction speed and data storage
transparency. Thus, the technologies are complementary:
cryptographic mechanisms ensure confidentiality, block-
chain ensures reliability, ML models ensure adaptability,

Information Technologies and Computer Engineering, 2026, 23(1)

and MFA ensures user authenticity. Their coordinated
functioning can achieve a theoretical balance between ac-
curacy, speed, energy efficiency, and resistance to attacks,
which determines the promise of a comprehensive ap-
proach to protecting mobile platforms.

The results of a comparative analysis show that none
of the individual protection methods provides a compre-
hensive level of security for mobile systems. Cryptographic
algorithms guarantee high performance but are vulnerable
to quantum attacks; machine learning methods ensure ac-
curate threat detection but require significant resources;
multi-factor authentication increases the level of protec-
tion but reduces user convenience; blockchain ensures
data immutability but is limited in scalability.

Based on the analysis and theoretical comparison of
various protection methods, a conceptual model of an in-
tegrated security system for unstructured information on
mobile platforms was developed. This model was a logical
result of the generalisation of data on cryptographic solu-
tions, multi-factor authentication, behavioural analytics,
machine learning methods, and blockchain architectures.
The developed system is structured as a multi-level adap-
tive architecture in which each level performs separate
functions of encryption, authentication, behavioural anal-
ysis, and data integrity assurance, but at the same time in-
teracts with other modules to achieve comprehensive pro-
tection. A visual representation of the theoretical model is
shown in Figure 1, which demonstrates the relationships
between the cryptographic, authentication, analytical, and
blockchain components of the system.
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Cryptographic Authentication Analytical module
module module (RNN, ensemble
(AES, LWE) (MFA, biometric) methods)
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]<_‘

Mobile
device

Cloud
storage

Figure 1. Systems for protecting unstructured information on mobile platforms
Source: compiled by the authors based on iOS Security: i0S 12.3 (2019), Google for Developers (2025)

The proposed architecture functions as an adaptive
multi-level system in which security modules interact in
real time. The cryptographic layer is responsible for data
encryption and key rotation, the authentication layer is
responsible for confirming user authenticity based on
context and behavioural factors, and the analytical layer
is responsible for predicting threats using machine learn-
ing models. The hybrid blockchain structure ensures the
preservation of immutable records of access transactions,
while the use of ARM TrustZone and Secure Enclave cre-
ates hardware isolation for critical operations. This system
combines speed, transparency, and resistance to attacks in
mobile environments while maintaining energy efficiency
and scalability. It forms the basis for the practical imple-
mentation of adaptive security models in next-generation
mobile platforms.

The use of blockchain technologies ensures a high lev-
el of transparency and immutability of data, but their prac-
tical implementation in mobile systems is accompanied
by a range of limitations. According to theoretical studies,
blockchain in the context of mobile applications improves
authentication and data integrity, but its scalability and
energy efficiency remain critical challenges for real-world
use. Similar conclusions are presented by M.N. Alenezi et
al. (2024), noting that most public chain-based solutions
have increased energy consumption and require optimisa-
tion for integration into systems with limited resources.

Machine learning methods, in particular recurrent
neural networks, are widely used to predict threats in mo-
bile environments. ML models demonstrate a high abil-
ity to detect phishing attacks and malicious behaviour,
but the effectiveness of such approaches largely depends
on the quality and volume of training samples (Arslan et
al., 2016). This indicates that for practical use in mobile
systems, models need to be adapted to changing conditions
and limited device resources.

Behavioural biometrics and ensemble algorithms
demonstrate balanced accuracy and performance, especial-
ly in cases where continuous user authentication must be
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combined with economical use of resources. Such methods
minimise the risk of compromise even without the use of
complex computational models, rendering them promising
for integration into mobile platform security systems as
emphasised by S. Kokal et al. (2023).

A generalised analysis of existing approaches shows
that none of the protection methods considered provides
a comprehensive level of security in mobile systems when
used separately. In particular, cryptographic algorithms
guarantee reliable data encryption, but are limited by ener-
gy efficiency and vulnerable to promising quantum attacks;
multi-factor authentication methods significantly reduce
the risk of account compromise, but are accompanied by
usability issues and time delays; machine learning models
provide high accuracy in detecting anomalies, but require
significant computing resources; blockchain technologies
guarantee transparency and immutability of records, but are
characterised by increased energy consumption and scaling
limitations. The combination of these factors justifies the
development of an integrated approach, within which the
strengths of individual technologies compensate for their
individual limitations. This approach provides an optimal
balance between accuracy, speed, energy efficiency, and re-
sistance to attacks, which is critical for mobile platforms.

Thus, hybrid blockchain is a key element in achieving
a balance between reliability, speed, and trust. Its integra-
tion into a comprehensive security architecture compen-
sates for the weaknesses of other technologies and creates
conditions for scalable and energy-efficient protection of
unstructured information on modern mobile platforms.
The results confirm the feasibility of using a multi-level,
adaptive security system that can not only counter threats
but also ensure resilience in the context of quantum com-
puting and new types of attacks.

Discussion

An analysis of methods for protecting unstructured infor-
mation on modern mobile platforms has shown that none
of the existing technologies provides a sufficient level of
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security when used in isolation from others. Instead, an
integrated and adaptive approach ensures a balance is
achieved between performance, resistance to attacks, ease
of use, and the resource limitations of mobile devices. The
results of the current work confirmed the effectiveness of
AES-256 for data protection in mobile systems due to its
high performance and low power consumption. This is ful-
ly consistent with the conclusions of S. Khan et al. (2024),
demonstrated that AES provides an optimal balance be-
tween speed and resource consumption on modern smart-
phones. However, it did not incorporate the emerging
threats associated with the development of quantum com-
puting. This circumstance determined the key difference:
the results showed that using AES alone is potentially dan-
gerous in the long term.

R. Asif (2021) drew attention to the limited applicabili-
ty of the quantum-resistant LWE algorithm for mobile sys-
tems due to its high energy consumption. The study con-
firmed the observation but demonstrated that the problem
can be solved with an adaptive approach: LWE is applied
only to the most critical transactions, while everyday data
exchange is handled by AES. Thus, in the presented work,
LWE is not rejected but integrated into a comprehensive
architecture. Therefore, compared to the author’s research,
the results not only correlate with conclusions but also of-
fer a way to overcome the limitations identified by them.
The study proved that a hybrid combination of AES and
LWE is the optimal option for mobile systems in the con-
text of future quantum threats.

User authentication is one of the most vulnerable are-
as in mobile platforms. Presented research has shown that
the use of multi-factor authentication with the additional
use of contextual parameters can reduce the risk of account
compromise. The results of A. Buriro et al. (2021) demon-
strated that combining a password and biometrics reduces
the risk by approximately 4-5 times. This is consistent with
the current conclusion regarding the importance of MFA,
but it has been proven that contextual factors (geolocation,
access time, device type) significantly enhance the effec-
tiveness of protection.

S.P. Karuppiah (2025), who studied MFA in financial
applications, identified serious usability issues that nega-
tively impacted the user experience. The theoretical model
suggests that the implementation of behavioural contin-
uous authentication can mitigate this limitation by pro-
viding an additional level of user verification. Additional
factors are activated only when suspicious conditions are
present. Thus, the presented approach ensures a balance
between security and convenience, whereas the author’s
study primarily addressed improving security without con-
sidering usability.

The use of machine learning models in threat detec-
tion has proven to be effective. H. Seto et al. (2022) ap-
plied logistic regression and gradient boosting, achieving
approximately 90% accuracy, but their models quickly lost
effectiveness on new streaming data. The presented study
demonstrated that RNNs can maintain stability in the

dynamic environment of mobile systems, where data is
constantly changing.

N.M. Rezk et al. (2020) confirmed the high efficiency
of RNNs (~93%) but highlighted their excessive energy
consumption. The current approach solved this problem
through hybrid inference: under normal conditions, light-
weight ensemble models operate, while RNNs are activated
only when the risk increases. Thus, in the presented case,
not only were the conclusions regarding accuracy con-
firmed, but they were also expanded upon through the op-
timisation of energy consumption. Furthermore, the pro-
posed study demonstrated that RNNs are best suited for
the analysis of temporal dependencies in mobile data.

The use of blockchain technology in the proposed
study can be used for the creation of a hybrid architecture
that combines the advantages of private and public chains.
This has ensured a balance between transparency, speed,
and trust in the system. X. Chen et al. (2022) showed that
private blockchain provides high performance but has low
transparency and less trust from external users. The pro-
posed results confirmed this drawback but also proved that
integration with a public blockchain maintains transparen-
cy without significant performance loss.

S. Sarkar et al. (2022) noted in the study based on the
Zero Trust concept that strict verification mechanisms
provide a high level of security but are accompanied by
increased delays. The proposed approach addresses this
problem by selectively activating complex checks based
on threat prediction. This ensures the average response
time is below 1.5 seconds, which previous studies have not
achieved. Thus, the proposed model proves that it is possi-
ble to combine transparency, speed and efficiency, whereas
the author’s work emphasised only one of these parameters.

Proposed results demonstrated that combining VPN
with behavioural analytics and ML can significantly im-
prove security effectiveness on public Wi-Fi networks.
J. Anyam et al. (2025) confirmed the effectiveness of VPNs
(WireGuard, OpenVPN) for protecting mobile clients in
their study but did not cover behavioural factors. The pro-
posed approach has proven that it is the combination of
VPN with ML that provides a faster response to threats,
which is important in dynamic environments.

J. Abbott & S. Patil (2020) emphasised strict static access
policies, which did reduce risks but significantly reduced us-
ability. The proposed study showed that adaptive policies,
which change depending on the level of risk, are more effec-
tive. This ensures a balance between security and usability,
which aforementioned studies did not address.

An analysis of scientific sources demonstrated that
the results of most studies are consistent with certain pro-
visions of this work: AES is characterised by high perfor-
mance, LWE is defined as a promising quantum-resistant
approach, MFA significantly reduces the risks of compro-
mise, RNN increases the accuracy of anomaly detection,
and blockchain ensures data transparency and integri-
ty. However, the main difference between the proposed
and aforementioned study is the comprehensiveness and
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adaptability. While the aforementioned studies consid-
ered technologies in isolation, the proposed model showed
that their integrated use ensures optimal results. Thus, the
proposed results not only confirmed the individual conclu-
sions of previous studies, but also formed a new approach
to protecting mobile systems — one that is comprehensive,
adaptive, and resistant to future threats.

Conclusions

The study was theoretical in nature and is based on the
analysis, comparison and generalisation of scientific sourc-
es devoted to the security of unstructured information on
mobile platforms. Following the analysis of approaches, the
study determined that individual methods - cryptograph-
ic algorithms, multi-factor authentication, behavioural
analytics, blockchain technologies and machine learning
methods — demonstrate high efficiency only in narrow are-
as of application, but do not provide systematic protection
in the context of complex and dynamic cyber threats.

The analysis of the literature revealed the main trends
in the development of security technologies: the transition
to LWE, the spread of contextual multi-factor authentica-
tion, the use of RNN for behavioural monitoring, and the in-
troduction of hybrid blockchain architectures to ensure data
integrity. These approaches were generalised into a single
conceptual model of an integrated system for protecting
unstructured information, which is reflected in the diagram.
The developed theoretical system involves the interaction of
four main components: a cryptographic module (AES, LWE),
an authentication module (MFA, biometrics, contextual fac-
tors), an analytical module (RNN, ensemble methods) and
a hybrid blockchain level (Hyperledger Fabric + Ethereum),
which operate in TEE, Secure Enclave and StrongBox envi-
ronments. This architecture provides multi-level, comple-
mentary protection, which theoretically minimises the risks
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AHoTauig. MeTo10 HoCTiasKeHHS 6Y/I0 PO3pO6IeHHsI KOMILIEKCHOTO ITiAX0Y 0 3aXMCTy HeCTPYKTYpOBaHOI iHdopmariii
Ha MOOiIMIPHMX MIATdOpMax HUISIXOM MOENHAHHS KpumrorpadiuHux aaroputmis, 6araTodakTopHOi aBTeHTMIKaLI],
MEeTOAiB MaIlMHHOTO HABUYAHHS Ta OJIOKYEITH-TeXHOJIOTil sl CTBOPEHHSI aJanTUBHOI cucTemMy 6e3meku. MeTomomorist
IOCTiIKeHHsT 6a3yBasacs Ha TeOPeTUUYHOMY aHai3i HayKOBMX JiKepes i MOJeTIOBaHHI apXiTeKTypyu CUCTEMMU 3aXUCTY
HECTPYKTYypOBaHOi iHGopMmallii, opieHToBaHOI Ha cyyacHi MOGibHI maTGopmu. Y pobOTi po3MISAanIocs: BUKOPUCTAHHS
npuctpois i3 miaTpumkoio Advanced RISC Machine TrustZone Ta Secure Enclave, 110 3a6e3meuyioTh anapaTHy i30/s11i10
KkpurrorpadiuyHux omnepariiit. Ik 6a3oBi aaroputmu mudpysaHHs 3acrocoByBanucsi Advanced Encryption Standard miis
CUMeTPUYHOro 3axmucty naHmx i Learning With Errors Ik KBaHTOBO-CTiiiKMii MexaHi3M. Y MeXkax HOCTiIKeHHs Oya
chopmMoBaHa KOHIIENTya/IbHa OaraTopiBHEBA MOJEJb iHTEIrPOBAHOI cucTeMM Ge3IeKH, 0 BKIIOUA€E YOTUPU B3a€MOIit0Ui
mapu: KpunrorpabiyHuit, aBTeHTUdIKaLiHNI, aHATI TUYHMI (TOBeiHKOBA aHATI TMKA Ta METOAM MAIIMHHOTO HABYaHHSI)
Ta 670KueliH-piBeHb. KoxkeH i3 mapiB BMKOHYE OoKpemy (yHKIiI0: mmdpyBaHHS ¥ amapaTHy i30/sI1il0 olepariit,
MiATBEPIKEHHS JOCTOBIPHOCTI KOPUCTyBaya, BUSIBJIEHHSI aHOMaJTiii Ta 3a6e3MmeueHHs IiJIiCHOCTi JaHMX, — i B CYKYITHOCTi
BOHM (POPMYIOTh AJAINTMBHY CUCTEMY 3aXUCTy MOOiIMbHUX miaTdopm. OcobnuBy yBary NpUIiIeHO BIPOBaKEHHIO
ri6puaHOro 6JOKueiiHy, SIKMII TIO€JHYE BMCOKY LIBMAKOLIIO MPMBATHUX JIAHIIOTIB i3 He3aJeXHOI0 IepeBipKoio
TpaH3aKiil y mybniyHmx 61okax. Takuit migxin 3a6e3meunB 6aJaHC Mik IPO30PicTIO, eHeproeeKTUBHICTIO Ta CTiliKiCTIO
no monudikaniit. TeopeTuuHMii aHasi3 MiATBEPOMB, IO iHTerpalis X KOMIIOHEHTIB y €IUHY apXiTeKTypy CTBOPIOE
yMOBU [j1s1 GOpMYyBaHHSI afanTUBHOI cUcTeMy Ge3IeKy, 3[aTHOI AMHAMIYHO pearyBaTy Ha 3arposu it 3abesrnedyBaTu
BUCOKMIT piBEeHDb 3aXMCTy HECTPYKTYPOBAHUX HAHUX Y MOOIIBHUX cepeloBMIIAX. 3aMPOIIOHOBAHMIA MigXil MOXxe 6yTu
BIIPOBaKeHMI y chepax MmenuuyHu, GiHaHCIB, Iep>KaBHOTO YIIPABIiHHS Ta iHIIMX rany3six, e 3aXUCT HeCTPYKTYPOBaHOi
indopmariii € KpUTUUHO BASKIUBUM

KniouoBi cnoBa: GaratobakTopHa aBTeHTH(DIKAI[is; pEKYPEeHTHI HepOHHI MepeKi; JIOTiCTMYHA perpecis; ajanTuBHe
mmdpyBaHHs; TiGpKUIHA OIOKYEeH-apXiTeKTypa

Information Technologies and Computer Engineering, 2026, 23(1) 71


https://orcid.org/0000-0002-1416-0385
https://orcid.org/0000-0003-4419-1366

Journal homepage: https://itcevn.ua/en

Information Technologies and Computer Engineering Vol. 23, No. 1. 2026

Article's History: Received: 27.10.2025 Revised: 23.01.2026
Accepted: 26.03.2026 Published: 20.04.2026

ISSN 1999-9941: e-ISSN 2078-6387
UDC 004.85
DOI: 10.31649/vitce/1.2026.72

Forecasting of time series using a neural network
with parallel-stacked LSTM blocks

Yurii Futryk’

Postgraduate Student

Lviv Polytechnic National University

79000, 12 Stepan Bandera Str., Lviv, Ukraine
https://orcid.org/0000-0001-5271-9883
Ivan Peleshchak

PhD, Associate Professor

Lviv Polytechnic National University

79000, 12 Stepan Bandera Str., Lviv, Ukraine
https://orcid.org/0000-0002-7481-8628

Abstract. Time series forecasting is crucial for supporting decisions in financial analytics, where data is characterised by
non-linearity, non-stationarity, and high noise levels. The purpose of the study was to determine the effective configuration
of a recurrent neural network with a parallel combination of Long Short-Term Memory (LSTM) cell stacks to improve the
accuracy of stock price forecasting, and the possibilities of applying the back-end model in industry, energy, and related
domains. The study applied deep learning methods using the TensorFlow/Keras library,and used historical data from Google
shares to train the model. It was established that the architecture with parallel-stacked blocks provided higher learning
stability compared to standard recurrent models due to more efficient allocation of technical features of the time sequence.
It has been experimentally proven that the optimal number of neurons in the hidden layers for such a task was 100-200 units,
whileafurtherincreaseinthe power ofthe modellead to aretraining effect.It was found that the use of dropout regularisation
in the range of 0.1-0.2 minimised the error in the validation sample, while values over 0.3 significantly slowed down the
convergence of the algorithm. Feature analysis showed that integrating an exponential moving average with a short time
window improved the model result, showing a higher correlation with the target index than the relative strength index.
The prediction quality of the model was evaluated by the Mean Squared error (MSE), the Root Mean Squared Error (RMSE),
and the Mean Absolute Percentage Error (MAPE). It was found that configurations (50-100 blocks) were characterised by
increased MAPE values, while in the range of 180-400 blocks the error decreased and became stable. The most accurate
result was obtained for a configuration with 325 blocks, Dropout regularisation =0.05 and Nadam optimiser (Nesterov-
accelerated Adam): MAPE=1.62%,RMSE=2.41, MSE=6.05. The practical significance of the study lied in the formulation of
clear recommendations for setting up hyperparameters of LSTM models for applied short-term forecasting of financial series

Keywords: deep learning; Dropout-regularisation; Nadam-optimisation; EMA; RSI

Introduction

The task of predicting time series is one of the most im-
portant challenges of applied analytics in the 2010-2026 —
it appears in various domains from exchange analysis and
network load to high-frequency sensor data, where long and
short inter-time dependencies are manifested. Reproduci-
bility of evaluation procedures (time split, stable normali-
sation, non-mixing of samples), and transparency of model
settings remain a priority for researchers and practitioners.

Suggested Citation:

In the course of forecasting financial time series, there is
a need for methods that combine practical efficiency with
ensuring transparency and reproducibility of the results ob-
tained. Long Short-Term Memory (LSTM) neural networks
are widely used in many industries to predict time series,
such as detecting equipment failures, predicting production
line loads, and improving logistics management efficiency.
Due to its ability to model long-term dependencies, LSTMs
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allow achieving high accuracy in complex forecasts, espe-
cially in finance and other critical areas.

In the global scientific literature on financial forecast-
ing, the problem of practical selection of the configuration
of LSTM models (number of blocks, strength of regularisa-
tion, and composition of features) remains, since accuracy
indicators are sensitive to training settings and assessment
conditions; therefore, the development of reproducible
applied recommendations for short-term forecasting is
relevant. In contemporary studies of short-term forecast-
ing of financial time series, key attention was paid to the
configuration of recurrent LSTM models, the level of Drop-
out regularisation, and the influence of technical indica-
tors EMA (Exponential Moving Average) and RSI (Relative
Strength Index) on the accuracy of forecasts. For example,
O.B. Sezer et al. (2020) conducted a review of deep learn-
ing in financial forecasting and showed that incorrect time
separation and different preprocessing often distort model
comparisons. The researchers emphasised the need for a
reproducible protocol (chronological division into training
and test data, uniform scaling) and transparent reporting
of MAPE (Mean Absolute Percentage Error) and RMSE
(Root Mean Squared Error) metrics.

L.E. Livieris et al. (2020) investigated hybrid architec-
tures that combine CNN (convolutional neural network)
and LSTM (recurrent neural network). In such architec-
tures, CNNs are used to isolate local patterns in data, and
LSTMs are used to model time dependencies. Researchers
have shown that a more complex architecture can improve
the quality of prediction, but simultaneously make the
model more sensitive to hyperparameter settings (for ex-
ample, the number of layers or regularisation level). This
means that for correct comparison of such models, it is
necessary to provide controlled conditions with the same
settings for all models. In turn, P.T. Yamak et al. (2020)
compared statistical and neural network methods for pre-
dicting financial time series and noted that the advantages
of recurrent models, such as LSTM, are manifested if the
observation window and model settings are correctly se-
lected. They stressed that the correctness of conclusions
about the effectiveness of models depends on the same
conditions for preparing data and evaluation metrics. This
confirmed the need to use the same protocols for correct
comparison of models.

In a similar context, S. Smyl (2020) demonstrated the
effectiveness of combining statistical methods, such as ex-
ponential smoothing, with neural networks for predicting
time series. The key conclusion of their study was that the
values of forecast errors make sense only if the forecast
horizon and evaluation protocol were clearly defined. If
these conditions were not considered, the advantage of one
model over another may be the result of different evalua-
tion conditions or data, rather than architecture. B. Linde-
mann et al. (2021) considered another important issue — the
reproducibility of results when using LSTM to predict time
series. They found that the stability of the results largely
depends on factors such as model capacity (hidden state

parameters and number of cells), regularisation, and val-
idation procedure. The researchers noted that recommen-
dations for choosing hyperparameters (for example, the
number of blocks or regularisation parameters) can only be
valid if there is a complete description of the training and
testing protocol. This highlights the importance of clear
and transparent reporting of model settings, which allows
achieving reproducibility of results and comparing models
under the same conditions.

In this context, B. Lim et al. (2021) drew attention to
the importance of controlled experiments when comparing
optimisation algorithms. They stressed that the same data
preparation, regularisation, forecast horizons, and eval-
uation metrics should be used to correctly compare opti-
misers. If these conditions are not met, conclusions about
the superiority of one optimiser over another may be un-
stable, since the result will depend on changes in settings,
and not on the quality of the optimiser itself. Additionally,
M. Ez-zaiym et al. (2025) gave an example of a controlled
comparison of Adam (Adaptive Moment Estimation) and
Nadam (Nesterov-accelerated Adaptive Moment Estima-
tion) optimisers under agreed training conditions. The re-
searchers showed that generalising the advantage of one
optimiser over another is limited without fixing architec-
tural parameters (such as model capacity and Dropout lev-
el) and other settings. Therefore, the optimiser should be
interpreted as part of a holistic model configuration, where
all components must be configured in a single context to
achieve reliable results.

According to H. Widiputra et al. (2021), changes in the
composition of input features in the multivariate formula-
tion of financial forecasting can significantly affect quality
metrics, even if the model architecture remains unchanged.
They stressed that the contribution of technical indicators
should be evaluated only under fixed preprocessing and
the same normalisation conditions. This approach avoids
mixed effects that can distort the results of model compar-
isons. H. Abbasimehr & R. Paki (2022) proposed combin-
ing LSTM with attention mechanisms for predicting time
series, showing that attention helps the model focus on
the most relevant parts of history. However, the research-
ers noted that the gain in accuracy depends on the spe-
cific task and does not eliminate the need for systematic
selection of hyperparameters and retraining control. Sim-
ilarly, B. Ghojogh & A. Ghodsi (2023) summarised current
approaches to sequence modelling, emphasising the role of
“memory” and regularisation mechanisms in the learning
stability of recurrent models. They stressed that the com-
petitive quality of models depends not only on the choice
of the recurrent block type, but also on the consistency of
the evaluation protocol and the correct configuration of
hyperparameters for a specific data set.

For the most part, the publications analysed focused
on the use of LSTM for predicting financial time series,
with an emphasis on practical accuracy. In particular, I. Pe-
leshchak & Y. Futryk (2025) proposed a new neural network
configuration with parallel-stacked LSTM blocks, which
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significantly improved the accuracy of predictions. They
demonstrated that combining LSTM with technical indica-
tors (EMA, RSI) can significantly reduce forecasting errors.
Their study highlighted the importance of a systematic ap-
proach to setting up models and selecting hyperparame-
ters to achieve stability and accuracy of results.

Furthermore, the analysis of contemporary sources
shows that for short-term financial forecasting, applied rec-
ommendations for joint adjustment of the number of LSTM
blocks/model capacity, the level of Dropout regularisation,
and the feasibility of including technical indicators EMA
and RSI under the reproducible assessment protocol are
not sufficiently systematised. That is why the purpose of
the study was to predict and analyse time series with high
accuracy on the MSE, RMSE, and MAPE metrics (< 1.9%),
and experimental verification of the configuration of the
neural network model with parallel-stacked LSTM blocks,
considering the exponential mean and relative strength in-
dex indicators on the time data set. To achieve this goal,
the following tasks were set: to determine the rational con-
figuration of the model by systematically varying the num-
ber of LSTM blocks and the level of Dropout regularisation;
to assess the contribution of technical indicators EMA and
RSI to the quality of forecasting using a fixed data prepa-
ration protocol; to conduct a comprehensive assessment of
the quality of forecasting using agreed metrics.

Materials and Methods

Experimental database and data selection. A dataset
from the well-known company Google, sourced from the
open-access platform Yahoo Finance (n.d.), was used to

conduct the computer experiment. As part of the study, a
dataset was generated based on Google’s historical stock
prices. The generated dataset covered the period from
January 2011 to August 2025 and contained 3,687 records
(trading days from the yfinance source). The closing price
was chosen as the target variable for forecasting, since this
indicator reflected the final valuation of the asset for the
trading session and was representative of the analysis of
the dynamics of the financial time series.

The experimental data was downloaded from the Py-
thon library yfinance (Kurniawan et al., 2024), which pro-
vided convenient access to financial indicators. The model
was implemented in the Python programming language
using the following libraries: NumPy/Pandas (preparation
and numerical calculations), Keras (modelling), Matplotlib
(visualisation), Yfinance (library for obtaining historical fi-
nancial data from the Yahoo Finance API source). Technical
indicators of the EMA and RSI were additionally calculated
to form signs. Flowcharts are visualised using Draw.io (n.d.)

Neural network architecture with parallel-stacka-
ble LSTM blocks. The proposed model was a neural net-
work with parallel-stacked LSTM blocks. Figure 1 shows
the architecture of a recurrent neural network consisting of
parallel LSTM blocks. Standard LSTM cells with input, out-
put, and “forget”-gates were used. Each block in this net-
work processes data received at a specific time point, and
through the interaction mechanism between blocks ac-
cumulates information from previous time intervals. This
principle allowed the model not only to generate output
values, but also to adjust its internal state, which ensured
higher accuracy.
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Figure 1. Morphology of a neural network with parallel-stacked LSTM blocks

Source: developed by the authors based on V. Lytvyn et al. (2025)

Intermediate views generated by consecutive LSTM
layers were then fed to the output tightly coupled layer
(Dense), which generates the final forecast value. Within
the LSTM blocks themselves (Fig. 2), sigmoid and/or hyper-
bolic tangent (tanh) nonlinearities are used to construct the
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hidden state, controlling the activation of the memory cells,
and the output signal. The final Dense-layer, which con-
verts these features into scalar prediction, works with linear
activation, or can use ReLU in cases where the model must
be limited to non-negative or scalable predicted values.
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Figure 2. Architecture of a separate LSTM block element
Source: developed by the authors based on Q. Wang & Y. Zhang (2022)

LSTM manages memory sequentially at each step
through three independent “solution nodes” (Widiputra et
al., 2021): (1) forget something from the previous state;
(2) add new information; (3) output a useful segment. The
above three-component scheme provided a controlled up-
date of the internal state and reduced the risk of error ac-
cumulation when processing long sequences. Further, h, |
indicates the previous hidden state, x, — current input, and
C,, - state of the memory (cell) in the previous step.

At the first stage, the “forget gate” node is considered —
the network viewed the previous hidden state h, , together
with the current input x, and decide that from an old mem-
ory C_, to leave it. The solution is set by coefficients from
0 to 1 for each memory cell: 0 - erase, 1 — save. Thus, for-
get gate acts as a selective filter that controls the share of
stored information in memory.

f=o(W[h,_,x]+b), %

where f, - vector of values in the range [0, 1], which deter-
mines what proportion of information in the cell C,, must
be saved (1) or forgotten (0); W, b,— weights and offsets that
are updated during training; o — sigmoid activation function.
The next node is “input” (input gate and candidates).
Here, the LSTM determines what exactly to add to memory:
(a) through the “tolerance node”, the network selects which
cells are allowed to be updated; (B) separately calculates
candidate values bounded by the segment [-1,1]. As a result,
the previous memory (after the “forget” node) is added to
the selected part of candidates and gives updated memory,
creating a vector of new values that are candidates for up-
dating elements. In this way, input gate coordinates “what
to update” (tolerance mask) and “what to update” (candidate
values), providing managed input of new information.

it:G(VVi*[hz—l’Xt]+bi)’ (2)
C,=tan h(W,*[h, ,x]+b,), ©)

where i, — vector of “activations” that determines the up-
date of information; C, - vector of candidate values for up-
dating memory.

The final output gate node is responsible for gener-
ating a filtered version of the updated memory: first, the
network decides which part of the internal state should

be “publicised” at the current stage, and then converts it
to a new hidden state h,. It restricts the transfer of sec-
ondary memory components and skips only those fea-
tures that are relevant to the forecast at a given time step.
This reduces the risk of random fluctuations (noise) and
maintains the stability of hidden state dynamics in long
sequences. The resulting hidden state is passed further
along the sequence and used for further prediction, in
particular, it is fed to the next LSTM block or to the origi-
nal dense layer in regression problems:

0, =0(Wy*[h,_)),x]+Dby), 4)
h,=o,«tan h(C), (5)

where o, - vector of output signal values; h, — updated hid-
den state passed to the next time step.

In this setting, a neural network with parallel-stacked
LSTM blocks implements controlled memory: some scales
learn to forget too much, others learn to dose new signals,
and others learn to responsibly open the “exit valve”. This
ensured more stable preservation of important patterns in
the time series without noise accumulation. As a result of
this principle, a hidden state was formed h,, which summa-
rised the context of previous steps and was used as input
for the next prediction step.

Metrics for evaluating time series prediction by
a neural network with parallel-stacked LSTM blocks.
Standard MSE, RMSE, and MAPE metrics were used to
quantify the quality of the model’s prediction, and to iden-
tify signs of overtraining, which are described in detail in
the paper by D. Chicco et al. (2021). MSE was used as a base-
line metric to optimise and compare forecasts with actual
values in the test set:

MSE = ~3% (i — 9% (©6)

where y, — actual value of the target variable for the i-th
observation; ] - projected model value; n — number of ob-
servations in the sample; i — observation index, i=1...n.

To interpret the error in the units of measurement of
the studied variable, RMSE was used, which was calculated
from forecasts and actual values in the test sample:

1 ~
RMSE = |=3(yi = 9%, )
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where y, — actual value of the target variable for the i-th
observation; y) - projected model value; n — number of ob-
servations in the sample; i — observation index, i=1...n.

Additionally, MAPE was used to represent the percent-
age error and compare the results between different time
intervals/model settings:

* 100%,

MAPE = =y |yyi ®)

1
n

where y, — actual value of the target variable for the i-th
observation, y,#0; - projected model value; n — number of
observations in the sample; | - | - module (absolute value);
i — observation index, i=1...n.

Data for the experiment were divided chronologi-
cally into train/validation/test samples (without mixing)
to avoid information leakage from the future to the past.
When comparing models, the target variable Close, input
window length 60, Min-Max normalisation (parameters
were calculated on “train” and applied to validation/test),
and MSE, RMSE, and MAPE metrics were recorded. The
number of parallel-stacked LSTM blocks, Dropout, and fea-
ture set (with/without EMA and RSI) varied. Results were
obtained based on metrics in the test sample, and the dif-
ference between train and validation was used to control

( Feature engineering
Dimension: Input (60, 3)
Signs: Close, EMA, RSI

. 1

\,

retraining. The limitation of the experiment was execution
for one asset (GOOGL) and one source (Yahoo Finance/yfi-
nance), so generalisation to other instruments and market
regimes requires additional verification. Estimates may
also vary depending on the input window selection, sepa-
ration scheme, and hyperparameters.

Results and Discussion

This section presented the results of an experimental test
of the performance and accuracy of a neural network with
parallel-stacked LSTM blocks on the financial time series of
Google shares using a fixed training protocol and the same
preprocessing pipeline. To test the stability and impact of
architectural solutions, two model configurations were con-
sidered, which differed in the number of parallel-stacked
LSTM blocks and the Dropout value, while the remain-
ing components of the experiment remained unchanged.
Training in both cases was carried out under the same op-
timisation conditions using the adaptive optimiser Nadam.
Figure 3 shows a flowchart of the parallel-stacked LSTM
model used in the experiments. The scheme summarises
the processing sequence: generating an input window and
features, LSTM layers with Dropout, and an output Dense
layer that generates a forecast for the target variable Close.

Layer LSTM 1 \
Input layer Dimension: (60, N) Layer LSTM 2
Dimension: (60, 3) N neurons Dimension: (N,)
Scalable attributes Returns sequences N neurons
\ \ )
Output dense layer
Dimension: (1,)
b 1 output — Close price forecast
7 N
Layer Dropout 1 Layer Dropout 2
Dimension: (60, N) Dimension: (N,)
Dropout p Dropout p
. o o

Gate of forgetting (o)
Input gate (o)
Output gate (o)
Candidate update
(tanh)

Gate of forgetting (o)

Input gate (o)
Output gate (o)

Candidate update

(tanh)

Figure 3. Flowchart of a parallel-stacked LSTM model
Note: N — number of LSTM units in the LSTM layer; p - regularisation coefficient

Source: developed by the authors using the Draw.io tool (n.d.)

As part of the hyperparameter selection, experimen-
tal combinations were compared that varied the number
of parallel-stacked LSTM blocks and the dropout regu-
larisation level, while the optimiser (Nadam) and feature
set (Close, EMA 20, RSI) remained constant. For the final
comparison, two configurations were selected: Set A (275;
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Dropout=0.10) and Set B (325; Dropout =0.05), since these
settings provided an optimal ratio of accuracy and stability
in validation/test using the MSE, RMSE, and MAPE met-
rics in the fixed training protocol. The total values of the
selected hyperparameters and the composition of features
for each configuration are shown in Table 1.
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Table 1. Values of neural network hyperparameters with parallel-stacked LSTM blocks

Hyperparameters Number of blocks Dropout Optimiser Technical features
Set A 275 0.1 Nadam Close, EMA_20, RSI
SetB 325 0.05 Nadam Close, EMA_20, RSI

Source: developed by the authors based on the results of experiments

Figure 4 shows a comparison of the actual close price
dynamics and model predictions for two configurations (A
and B) using the same preprocessing and training proto-
col. A visual assessment was made of how well the forecast
matched the actual values on the test segment, and the
nature of the errors during periods of sharp trend changes
(peaks/dips), where models typically produce the greatest

GOOGL Stock Price Prediction and
Forecast for 2025 (Model 1)

deviations. Special attention was drawn to the gap between
the actual series and the forecast at the end of the test in-
terval, since it is most indicative of the model’s ability to
generalise historical fluctuations. A comparison of sub-
graphs (A) and (B) demonstrates how changes in the num-
ber of LSTM blocks and Dropout affect the stability of the
forecast trajectory and noise sensitivity.

GOOGL Stock Price (2011-Aug
2025) and 2026 Monthly Forecast

Close Price USD ($)

2012 2014 2016 2020 2022 2024, 2026

== Fore

ecast (2026)

2012 201 2016 2018 2020

b

2022 2024 2026

Figure 4. Graphs of stock price forecasts using a neural network with parallel-stacked LSTM blocks
Note: a — for hyperparameters of type A; b — for hyperparameters of type B. Target variable Close, period 2011-2025; A/B configurations
according to Table 1. Training, validation, and predicted values are marked with a standard palette, where the green line is the predicted

values during verification
Source: compiled by the authors

Figures 5 and 6 illustrate the MAPE dependence on
the number of parallel-stacked LSTM blocks (under fixed
experimental conditions), which reflects the relation-
ship between the lack of complexity of the model and
the risk of retraining. The minimum of the curve corre-
sponds to the area of best alignment of forecasts with
actual values in validation/test, so this graph is used to

MAPE vs LSTM Block Sizes

a5

4“0

15

MAPE (%)

0

20

justify the choice of configurations A and B. Increasing
the number of blocks does not guarantee improvement,
and after a certain limit, the error may increase due to
excessive complexity and noise sensitivity. Final con-
figuration comparisons were performed using metrics
in the test sample, while validation was used to control
retraining.

MAPE vs LSTM Block Sizes

50

as

w

200 2% 0 50
Number of LSTM Blocks

a

00 00
Number of LSTM Blocks

b

Figure 5. Graph of MAPE metrics that depend on the number of LSTM blocks
Note: a — for hyperparameters of type A; b — for hyperparameters of type B. A/B configurations according to Table 1

Source: compiled by the authors
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GOOGL - Model 1 — metrics

RMSE
a

GOOGL - Model 2 — metrics

b

Figure 6. Visualisation of MSE, RMSE, and MAPE metrics based on histograms

Note: a — for 275 LSTM blocks; b — for 325 LSTM blocks
Source: compiled by the authors

Based on the results of a series of experiments, the
smallest error on the test sample within the protocol un-
der consideration was obtained for configuration B (N=325
and Dropout=0.05), in particular, the MAPE value = 1.62%.
Instead, for smaller n values (50-100), MAPE growth and
learning instability were observed, and for excessively large
Dropout values (> 0.30), convergence deterioration and
signs of under-learning were observed. Within the proto-
col under consideration, the balance between accuracy and
generalisation is determined by matching the model ca-
pacity (N) and regularisation intensity (Dropout).

In the context of existing approaches in the litera-
ture, it is also advisable to consider GRU (Gated Recurrent
Unit) - a recurrent neural network with gate mechanisms,
which is a more compact alternative to LSTM and usual-
ly has fewer parameters. In particular, H. Abbasimehr &
R. Paki (2022) proposed a hybrid approach that combines
LSTM and multi-head attention, which allowed the model

to focus on the most informative fragments of history and
better reproduce nonlinear dependencies in time series. A
separate area was also financial hybrids for high volatility,
where LSTM was combined with statistical models (Koo &
Kim, 2022). Simultaneously, this paper focused on a con-
trolled assessment of the proposed architecture, which al-
lowed interpreting the difference in forecast quality as a
consequence of changes in capacity and regularisation un-
der constant pipeline conditions.

As noted by Q. Wang & Y. Zhang (2022), as parameter-
isation of recurrent models increases, the risk of overtrain-
ing increases, especially for financial series with noise and
structural shifts. In this study, the impact of these factors
was evaluated by systematically varying the number of
blocks and Dropout with control of validation losses (Fig. 7).
Dropout was used as a regularisation mechanism between
recurrent components and subsequent layers, which is con-
sistent with typical LSTM regularisation practices.

Validation Loss vs LSTM Blocks

0.0040 1

0.0035 4

0.0030

0.0025

0.0020

Validation Loss

0.0015 4

0.0010

0.0005

—e— Dropout=0.1
—&— Dropout=0.2
—e— Dropout=0.3

100 150 200

250 100 350 400

Number of LSTM Blocks

Figure 7. Graph of the dependence of validation losses on the number of LSTM blocks (100-400)

Source: compiled by the authors
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The graph shows that excessive regularisation (Drop-
out = 0.3) leads to significantly higher validation losses at
low capacity (100 blocks) and does not provide advantages
on larger configurations, while moderate Dropout levels (0.1-
0.2) provide lower losses and more stable behaviour when the
number of blocks increases. In particular, the lowest values of
validation losses are observed around 200 blocks for all Drop-
out levels considered, and when moving to 300-400 blocks,
Dropout =0.2 shows better stability, which is consistent with
the assumption that stronger regularisation is required with
increasing model capacity. The results also correlate with the
findings of H. Abbasimehr & R. Paki (2022), who emphasised
the importance of selecting hyperparameters and regulari-
sation for LSTM approaches in forecasting tasks: although
direct numerical comparison is limited by differences in
datasets and metrics, the overall trend coincides — correctly
selected regularisation and the number of blocks reduce re-
training and increase forecast stability.

Figure 8 shows the dependence of the training time on
the number of LSTM blocks in the same range (100-400) for
different Dropout values. There is an almost quasi-linear
increase in the duration of training with an increase in
the number of blocks. Accordingly, increasing the capac-
ity of the model increases computational costs due to an
increase in the number of parameters and recurrent oper-
ations, while the effect of Dropout on training time is sec-
ondary (curves for different levels of regularisation are lo-
cated close to each other). This reflects the computational
cost of improving accuracy and is important in a compara-
tive context: lighter statistical or compact neural network
models can be faster, but often inferior in reproducing
nonlinear dynamics, while LSTM hybrids with attention
mechanisms (Abbasimehr & Paki, 2022) or optimised deep
LSTM approaches (Giilmez, 2023) can improve accuracy at
the cost of increasing learning complexity and parameter
matching requirements.

Training Time vs LSTM Blocks
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Figure 8. Graph of the curve of dependence of training time on the number of LSTM blocks (100-400)

Source: compiled by the authors

In addition, stock forecasting applications often show
that optimisation of LSTM hyperparameters (size/depth,
regularisation parameters, optimiser selection) can provide
improvements in relation to basic LSTM configurations
and statistical models. For example, the study by B. Giilmez
(2023) proposed an optimised version of the deep LSTM
model for predicting stock prices using a stochastic hyper-
parameter selection procedure. In parallel with recurrent
approaches, architectures based on attention mechanisms
are actively developing: Informer and Autoformer have
proposed effective solutions for long-term sequencing and
scalable forecasting (Wu et al., 2021; Zhou et al., 2021),
and described hybrid LSTM-Transformer approaches for
financial Series (Kabir et al., 2025), which demonstrated
increased reliability and efficiency over longer forecast ho-
rizons. Overall, these studies have shown that systematic

hyperparameter selection and regularisation are crucial for
stability and accuracy. In this context, the current study
complemented the existing results by evaluating the con-
tribution of two controlled parameters (N and Dropout)
in isolation. The use of EMA and RSI indicators was con-
sidered as a compact representation of trend and momen-
tum, but the effect of indicators depends on the forecast
horizon, normalisation, and asset properties. Therefore, in
this study, a set of features was recorded to separate the
influence of architecture from the influence of the feature
space. Such fixation was a necessary condition for the cor-
rect comparison of architectural configurations.

Conclusions
The research successfully achieved its objective of de-
veloping and analysing a method for high-precision
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forecasting of financial time series using architecture of
parallel-stacked LSTM blocks. Experimental verification
of these shares of Google Corporation confirmed the ef-
fectiveness of the proposed approach, helping to achieve
a forecast error for the MAPE metric at the level of 1.62%,
which corresponds to the quality criterion defined in the
goal (MAPE < 1.9%). As part of the study, a representative
set of historical data was formed and a pipeline preparation
was implemented, which minimises the risk of information
leakage between samples due to chronological separation.
The proposed neural network architecture, built on sever-
al parallel branches with stacking recurrent LSTM layers
and then aggregating their outputs, allowed the model to
simultaneously process price indicators and technical in-
dicators of the EMA and RSI. Systematic variation of hyper-
parameters has shown that the optimal balance between
computing power and generalisation capacity within a
fixed protocol is a configuration with 325 LSTM blocks and
a Dropout of 0.05. The use of the Nadam optimiser ensured
stable learning convergence, and the obtained MSE and
RMSE values consistently confirmed an improvement in
the forecast quality for the selected configuration relative
to the alternative setting.

The paper conceptualised the advantages of parallel or-
ganisation of recurrent structures for analysing non-station-
ary financial time series. This approach has been shown to
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AHoTauid. TIpOrHo3yBaHHS YaCOBMX PSI/IiB € KPUTUUHO BAKIMBUMM [Is MATPUMKM pillieHb y (GiHaHCOBI aHATITHII,
e JNaHi XapaKTepu3yTbCsl HEMiHiHICTIO, HeCTalliOHApHICTIO Ta BMCOKMM DpiBHEM IIymy. MeToi poboTu O6yrno
BMU3HaueHHs epekTUBHOI KOHGIrypallii peKypeHTHOI HeiipOHHOI Mepeski 3 mapajieTbHUM MTO€JHAHHSIM CTeKiB 0CcepeKiB
Long Short-Term Memory (LSTM) nanasi migBMImeHHSI TOYHOCTI MPOTHO3YBaHHS LiH aKiliif, a TAaKOX MOJIMBOCTei
3aCTOCYBaHHSI TMPUKIALHOI MoJenai B raay3i IPOMMCIOBOCTI, eHepreTulli Ta CYMiDKHMUX OOMeHaX. Y [OCTiIKeHHi
3aCTOCOBAHO METOAU IMIMOMHHOTO HaBYAHHS 3 BUKOpHUCTaHHIM 6i6miorekn TensorFlow/Keras, a st HaBYaHHSI MOJei
BMKOPMCTAHO iCTOpMYHI JaHi akuiii kopropaiii Google. BctaHOB/IEHO, 1[0 apXiTeKTypa 3 mapajelbHO-CTeKOBaHUMMU
6;10kamu 3a6e3mevuye BUILY CTabiIbHICTh HABUAHHS MOPIBHSHO 3i CTAHAAPTHMMY PEKYPEHTHUMU MOJENSIMU 32 PaXyHOK
eexTUBHILIOrO BUAINIEHHS TEXHIUHMX O3HAK YacOBOi MOCTiMOBHOCTI. EKCIIEPMMEHTAIbHO TOBEIEHO, 1[0 ONTUMaJbHA
KiJIbKiCTh HEIPOHIB y IMPUXOBaHMX IIapax Jjsl Takoi 3amavi craHoBUTh 100-200 oguHNUI, TO/I SIK TOAAbIIE 30ibIIIEHHS
MIOTYKHOCTi MoJesi MPU3BOAUTDL 10 edeKTy MepeHaBuUaHHS. BusBIeHO, 10 3aCTOCYBaHHS peryiaspusalii Dropout y
nmiamasoni 0,1-0,2 mo3Bosisie MiHIMi3yBaTy TOMMJIKY Ha BaslialliliHiii BMOipiii, y TOV yac K 3HaueHHs oHaz, 0,3 CyTTEBO
YIOBUIBHIOIOTH 30iKHICTh aIrOPUTMY. AHaJIi3 iHKeHepii 03HaK MOKa3as, MO iHTerpalis eKCIIOHeHI[iaTbHOIO0 KOB3HOTO
CepefHbOro0 3 KOPOTKMM BiKHOM 4Yacy IIOKpalllye€ pe3yabTaT MOZEi, JeMOHCTPYIOUM BUILY KOpEeIslilo 3 I[iTbOBUM
MOKa3HUKOM, HiXK iHAeKC BiIHOCHOI Cuau. SIKiCTb MPOTHO3YBAaHHSI MOJEi OIiHIOBaAM 3a CepelHbOKBAIPATUUYHOIO
nomwikow (Mean Squared Error, MSE), kopeHeMm i3 Hei (Root Mean Squared Error, RMSE) i cepenHbor0 abCOTIOTHOIO
BimcoTkoBOIO Moxubkow (Mean Absolute Percentage Error, MAPE). BcraHoBjieHO, 1o 1151 KoHpirypartiiit (50-100 610KiB)
XapakTepHi miaBuieHi sHaueHHss MAPE, tofi sk y miaraszoni 180-400 6/10KiB 1moxmn6Ka 3MeHIIYEThCS Ta HabyBae cTabiibHOro
xapakrepy. HaliTouHimmii pesyapTaT oTpMMaHoO A KoHdirypauii 3 325 61okamu, perynspusaiiiero Dropout = 0,05 Ta
onrtumizaTopom Nadam (Nesterov-accelerated Adam): MAPE = 1,62 %, RMSE = 2,41, MSE = 6,05. IIpakTuuHa LiHHICTh
IOCTiIKeHHS TTonsirae y GopMy/II0OBaHHI UiTKMX peKOMeHAAIlil o0 HalalTyBaHHs rineprapameTpis LSTM-Mogneneit
IJ1SI IPUKIAAHOTO KOPOTKOCTPOKOBOTO ITPOTHO3YBaHHSI (DiHAHCOBUX PSIIiB

KniouoBi cnoBa: rnbunHe HaBuaHHs; Dropout-perynsipusariis; Nadam-onrumisaris; EMA; RSI
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Abstract. The transformation of contemporary corporate IT infrastructures has rendered conventional cybersecurity
models ineffective, prompting a shift to the Zero Trust Architecture (ZTA); however, its practical implementation is
complicated by a rigid reliance on static access control rules. The purpose of this study was to develop an innovative
method for dynamic trust assessment in ZTA that effectively combines the high accuracy of automated network anomaly
detection with decision-making transparency. To calculate a continuous trust score based on a simulated corporate
network traffic dataset, the Extreme Gradient Boosting ensemble machine learning algorithm was applied, while the
SHapley Additive exPlanations (SHAP) additive explanations method was used to explain the generated decisions.
Experimental verification demonstrated the high effectiveness of the proposed Policy Engine, which achieved an F1-
score of 1.00 on the test set. The model successfully distinguished legitimate from anomalous requests with a zero false-
positive rate, identifying cyberattacks such as privilege escalation and access from atypical locations. Global feature
importance analysis using the SHAP framework confirmed that the type of network connection and device security status
are the most significant risk predictors, which fully aligns with the core principles of ZTA. Furthermore, local analysis
proved the system’s ability to instantly generate detailed, human-readable text explanations for each access denial,
indicating the specific reason for blocking. Due to this level of detail, analysts can directly understand the triggering
logic of automated defence systems without the need for time-consuming manual correlation of disparate event logs.
The practical significance of the study lies in the creation of a transparent and adaptive tool that can be integrated into
modern Security Operations Centres to significantly reduce “alert fatigue” and minimise the Mean Time to Resolution

Keywords: cybersecurity; machine learning; SHAP; XGBoost; anomaly detection; adaptive protection

Introduction

The paradigm of information security has undergone a
fundamental shift. F. Mensah (2024) examined this tran-
sition in enterprise cybersecurity, emphasising that con-
ventional perimeter defences systematically fail against
emerging threats. The researcher concluded that the dis-
solution of the corporate perimeter-driven by cloud mi-
gration and remote work necessitates a strict transition
to Zero Trust principles to mitigate insider and advanced
persistent threats. The foundational framework for this ap-
proach was formulated by S. Rose et al. (2020) under the
National Institute of Standards and Technology (NIST).
Their comprehensive guidelines established the core Zero
Trust Architecture (ZTA) principle of “never trust, always
verify”, mandating continuous authentication and granu-

Suggested Citation:

lar authorisation for every access request regardless of net-
work location.

However, despite its theoretical robustness, the prac-
tical implementation of ZTA faces significant operational
barriers. O. Borchert et al. (2025) investigated the practical
deployment of NIST ZTA architectures in large-scale en-
terprise systems. Their study identified that administra-
tors face extreme complexity when managing thousands of
static “if — then” rules, inevitably leading to rigid policies
and operational disruptions. This was further corroborated
by A. Pigola & F. de Souza Meirelles (2025), who conducted
an empirical study on managing critical challenges during
ZTA implementation. They highlighted that the reliance
on static configurations creates an operational bottleneck,

Palamarchuk, A. (2026). Method of dynamic trust assessment in Zero Trust Architecture based on explainable artificial
intelligence. Information Technologies and Computer Engineering, 23(1), 83-93. doi: 10.31649/vitce/1.2026.83

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0005-4485-9399

Method of dynamic trust assessment...

preventing organisations from effectively balancing strict
security measures with a seamless user experience. Fur-
thermore, K.M. Adamson & A. Qureshi (2025) performed
a systematic review of “Zero Trust 2.0” advances and chal-
lenges. Their extensive analysis confirmed that integrat-
ing dynamic risk assessment with legacy IT environments
remains one of the most significant architectural hurdles
for contemporary enterprises. To map the current knowl-
edge and research gaps, C. Buck et al. (2021) executed a
multivocal literature review on ZTA implementations. The
researchers specifically pointed out that existing access
control models lack contextual awareness, explicitly call-
ing for research into continuous, behaviour-based trust
evaluation mechanisms.

Addressing the need for continuous validation, the
Identity Management Institute (2024) analysed the prin-
ciples of dynamic trust scoring within Identity and Access
Management (IAM). Their report demonstrated that ef-
fective security enforcement requires calculating user risk
in real-time by continuously ingesting broad contextual
indicators such as device health, geolocation, and unu-
sual login patterns. To automate this complex contextual
analysis, M. Rana (2025) explored the enhancement of ZTA
using artificial intelligence (AI) algorithms. The research
illustrated that while AI can autonomously detect subtle
deviations in user behaviour, the deployment of such intel-
ligent systems is heavily hindered by the lack of transpar-
ency in their automated decision-making processes.

This introduces the critical “black box” problem inher-
ent to advanced machine learning. M.H. Kabir et al. (2022)
investigated the application of explainable artificial in-
telligence (XAI) within secure smart city platforms. Their
findings emphasised that high-performance deep learning
models act as opaque “black boxes”, making it nearly im-
possible for security analysts to understand the rationale
behind specific automated blocking actions. Expanding on
this limitation, C.I. Nwakanma et al. (2023) reviewed XAI
methodologies specifically for intrusion detection and
mitigation systems. The researchers noted that the lack

of interpretability in Al-driven tools generates deep scep-
ticism among Security Operations Centre (SOC) teams,
which drastically reduces the practical utility of these sys-
tems during active incident response. To bridge this gap,
S. Patil et al. (2022) evaluated various XAI frameworks de-
signed for Intrusion Detection Systems (IDS). Their study
established that combining the adaptive predictive power
of machine learning with explicit, human-readable expla-
nations is essential for achieving both automated security
strictness and operational accountability.

Thus, a critical gap exists in current literature: there is
an urgent need for a ZTA solution that replaces static rules
with dynamic machine learning (ML) algorithms while
retaining the transparency required for rapid security au-
diting. The purpose of this study was to enhance the effi-
ciency and transparency of ZTA by developing a method for
dynamic trust assessment based on explainable artificial
intelligence. To achieve this goal, three key objectives were
defined. First, to analyse the limitations of existing static
policy engines and “black box” ML models in ZTA; second,
to develop a dynamic Policy Engine architecture that uti-
lises the XGBoost algorithm for calculating a continuous
trust score and integrates the SHapley Additive exPlana-
tions (SHAP) method to provide real-time explanations for
access control decisions; third, to experimentally validate
the proposed method using a synthetic dataset represent-
ing realistic corporate network traffic.

Materials and Methods

General methodology and system architecture. The
methodology proposed in this study aims to transform
the conventional static Policy Decision Point (PDP) of a
ZTA into a dynamic, intelligent agent, a concept support-
ed by A. Mousa et al. (2021). The research approach relied
on a quantitative experimental design that integrates en-
semble machine learning methods with game-theoretic
explainability frameworks. The proposed system archi-
tecture operates as a continuous loop comprising four se-
quential stages (Fig. 1).

[Context Vectorisation]

> [Risk Inference]

[Explanation] -

Figure 1. Operational pipeline of the dynamic trust assessment process

Source: created by the author

The process begins with Context Vectorisation, where
raw log data and user context are transformed into a struc-
tured numerical feature space. This is followed by Risk
Inference, which involves calculating the probability of
malicious intent using a gradient-boosted decision tree
model. Subsequently, the system performs trust score cal-
culation to derive a continuous trust metric that facilitates

granular access control decisions. Ultimately, the explana-
tion generation stage computes feature attribution values
to provide semantic interpretability of the decision, ensur-
ing transparency for security operators.

Synthetic dataset generation. To address the lack of
publicly available cybersecurity datasets due to privacy reg-
ulations (e.g., General Data Protection Regulation — GDPR)
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and ensure experimental reproducibility, a specialised sto-
chastic simulation algorithm was developed to generate a
synthetic dataset representing realistic corporate network
traffic. The simulation was implemented using the Python
programming language. The generation logic was designed
to model realistic corporate network traffic patterns over a
defined temporal horizon (Schummer et al., 2024). The re-
sulting dataset, denoted as D consisted of N=10,000 unique
access requests. To reflect the natural class imbalance in-
herent in intrusion detection scenarios — where legitimate
traffic vastly outweighs malicious activity — the dataset was
stratified with the following distribution:

Class 0 (normal behaviour): 90% of samples
(N.,.. = 9,000). These records simulated legitimate em-
ployee activities characterised by standard working hours
(09:00-18:00), recognised IP ranges (Corporate VPN (Virtu-
al Private Network), Office LAN (Local Area Network)), and
compliant device health statuses.

Class 1 (anomalous behaviour): 10% of samples
(N,.... = 1,000) These records simulated specific attack
vectors and policy violations, including: (a) temporal
anomalies: access attempts occurring during deep night
hours (e.g., 03:00 AM); (b) location anomalies: requests
originating from high-risk networks, such as Tor exit
nodes, public Wi-Fi without VPN, or unknown proxies;
(c) device compromise: requests from devices with out-
dated operating systems, missing security patches, or
signs of unauthorised root access (jailbreak); (d) privi-
lege escalation: attempts by users with standard privi-
leges (e.g., “Sales”) to access critical administrative end-
points (e.g., database backups).

Feature engineering and vector space. The raw data
generated by the simulation was transformed into a feature
matrix X € R™Y, where M - number of features. The feature
space includes both categorical and numerical variables,
defined as follows (Hu et al., 2026):

1. User role (x,): a categorical variable representing the
organisational role of the subject (e.g., “Developer”, “HR”,
“Sales”, “Admin”). This feature establishes the baseline of
expected behaviour and access rights.

2. Time of request (x,): a cyclical numerical feature
representing the hour of the day h € [0, 23].

3. Work hours indicator (x,): a binary derived feature
introduced to explicitly capture temporal context. It is de-
fined as:

= {1, if x* € [9,18] n

0, otherwise

4. 1P location type (x,): a nominal variable categorising
the network source context. Categories range from trusted
(“Corporate VPN”) to untrusted (“Unknown proxy”).

5.Device health status (x,): a critical parameter for
Zero Trust, reflecting the security posture of the requesting
device. States include “Patched” (compliant), “Unpatched”,
“No antivirus”, and “Rooted”.

6. Target endpoint (x,): the specific API resource or
system component being accessed.

Data preprocessing involved Label Encoding for categori-
cal features (x, x, x, x,), mapping each text label to a unique
integer. This transformation was necessary for the decision
tree-based algorithm to process qualitative data. Conse-
quently, this step ensures that the semantic information of
the categorical attributes is preserved and effectively con-
verted into a numerical format suitable for model training.

Mathematical formalisation of the XGBoost mod-
el. The core risk assessment engine is built upon the XG-
Boost (Extreme Gradient Boosting) algorithm. XGBoost
was selected due to its robust performance on tabular data,
scalability, and ability to handle non-linear interactions
between features without extensive normalisation (Hu et
al., 2026). Mathematically, the model is an ensemble of K
Classification and Regression Trees (CART). For a given in-
put vector x,, the predicted output score y, is the sum of the
scores predicted by each individual tree f,:

V=0 x)=3,f,0,f,€F, @)

where F - space of functions containing all possible regres-
sion trees (Jiang et al., 2020).

The model is trained in an additive manner. At each
iteration ¢, a new tree f, is added to minimise the objective
function £®:

LO = ¥ 0@y + @) + Q) )
where [ - differentiable convex loss function that measures
the difference between the prediction y, and the target y.
In this study, the Binary Logarithmic Loss (LogLoss) was
employed:

[y, p)==1y log(p) +(1-y)log(1-p)]. “)

Q(f,) - regularisation term that penalises the complexity of
the model to prevent overfitting. It is defined as:

Q) = ¥T + SAlloll?, )

where T — number of leaves in the tree, and w — vector of
scores on leaves.

A key advantage of XGBoost is its use of a second-order
Taylor expansion to approximate the loss function, which
enables faster convergence and higher accuracy compared to
conventional gradient boosting methods (Jiang et al., 2020).
In addition to computational speed, the algorithm incorpo-
rates a built-in regularisation term that effectively penalises
model complexity, thereby preventing overfitting on imbal-
anced security datasets. Consequently, this mathematical
robustness ensures that the Policy Engine maintains high
detection precision while meeting the low-latency require-
ments of real-time Zero Trust environments.

Explainable AI framework: SHAP values. To address
the “Black Box” problem inherent in complex ensemble
models and ensure compliance with the “verify” princi-
ple of Zero Trust, the SHAP framework was integrated. It
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calculated the contribution of each feature to the final pre-
diction. For a specific prediction f(x) the SHAP value ¢, for
feature j was calculated as the weighted average of its mar-
ginal contributions across all possible subsets of features S:

() = Tsemin PR (S U D - £, (6)
where F - set of all input features, and) f (S) - expected
output of the model given the subset of features S. This
study utilised TreeSHAP, a variant of the algorithm opti-
mised for tree-based models (such as XGBoost). TreeSHAP
reduced the computational complexity from exponen-
tial to polynomial time (O(TLD?), where T — number of
trees, L - maximum number of leaves, and D - maximum

depth), making it feasible for real-time explanations in a
security environment.

Experimental metrics and evaluation. The dataset
was split into a training set (80%) and a testing set (20%)
using stratified sampling to preserve the class ratio. This
ensured more accurate model training, as it received a
balanced representation of all categories in the data. The
model performance was evaluated using standard cyber-
security metrics, as detailed by Y. Hu et al. (2026). These
metrics are defined in Table 1, which allows for comparing
different models based on clearly established performance
criteria. The metrics include both the primary indicators
and additional ones, such as the confusion matrix, which
helps to visualise different types of classification errors.

Table 1. Performance evaluation metrics

Metric Description
Precision Ratio of correctly predicted anomalies to the total predicted anomalies (measures false alarm rate)
Recall Ratio of correctly predicted anomalies to all actual anomalies (measures detection rate)
F1-score Harmonic mean of Precision and Recall, providing a balanced metric for imbalanced datasets
) . Tabular visualisation of classification outcomes: true positives (TP), true negatives (TN),
Confusion matrix false positives (FP), and false negatives (FN)

Source: compiled by the author

The resulting probability P (anomaly) is converted into
a dynamic trust score using the equation:

TrustScore= (1 — P (anomaly)) * 100. (7

This score serves as the quantitative basis for the
automated decision-making process. Specifically, if the
trust score falls below a predefined threshold (e.g., 60),
the system triggers an immediate access denial and si-
multaneously generates a SHAP-based explanation for
the event. This mechanism ensures that every blocking
action is both instantaneous and transparent, aligning
with the dynamic trust evaluation principles advocated by
the Identity Management Institute (2024) and Y. Mao et
al. (2025). Thus, the proposed methodology provided an
effective approach to dynamic trust assessment in a ZTA,

integrating powerful machine learning tools and ensuring
the necessary transparency of decisions through explana-
tion mechanisms.

Results and Discussion

Quantitative analysis and interpretability

of model performance

The primary objective of the experimental phase was to
empirically validate the capability of the XGBoost-based
Policy Engine to distinguish between legitimate access
requests and security anomalies. The model was evaluat-
ed on a stratified test set containing 20% of the generated
data (N, =2000). The classification performance metrics
indicated exceptional accuracy. As illustrated in the Con-
fusion matrix (Fig. 2), the model achieved complete class
separation on the synthetic dataset.

Confusion matrix

Real class
Reality : anomaly  Reality : normal

Prediction : normal Prediction : anomaly

-1,750
- 1,500
- 1,250
- 1,000
—-750

189 - 500

- 250

-0

Predicted class

Figure 2. Confusion matrix of the XGBoost model on the test dataset

Source: created by the author
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Quantitative analysis of the confusion matrix reveals
the following:

v True negatives (TN): 1,811. The model correctly
identified all legitimate user requests. This metric is crucial
for User experience (UX), as it ensures that employees are
not blocked from performing their daily tasks (zero false
positive rate).

v True positives (TP): 189. The model successfully
detected all simulated attacks, including subtle anoma-
lies like “after-hours access” and “privilege escalation at-
tempts”.

v False negatives (FN): 0. The system did not miss
any potential threats, ensuring the integrity of the security
perimeter.

Consequently, the model achieved an F1-Score of 1.00
and an Area Under the Receiver Operating Characteristic

(ROC) Curve (AUC-ROC) of 1.00. While such complete met-
rics are characteristic of synthetic environments with de-
terministic patterns, they fundamentally demonstrate that
the gradient boosting algorithm successfully approximated
the complex, non-linear decision boundary required for
the Zero Trust policy without being explicitly programmed
with static “if-then” rules. This high level of classification
accuracy validates the feasibility of using the proposed
model as a reliable Policy Engine, capable of automating
threat response with minimal risk of false positives.

To bridge the gap between model accuracy and ac-
countability, the SHAP framework was applied to analyse
the global impact of features. Figure 3 illustrates the SHAP
summary plot, which ranks features by their mean absolute
SHAP value (mean(|¢,))). This visualisation helps to under-
stand the “logic” the AI has learned.

ip_location_type | —
device_heatt | ——

api_endpoint

user_role |
is_work_hour -

time_hour I

|

0.0 0.5

1.0 15 2.0

T

mean(|SHAP valuel) (average impact on model output magnitude)

Figure 3. Global feature importance (SHAP summary plot)

Source: created by the author

Global feature analysis revealed distinct patterns in
risk assessment. First, ip_location_type emerged as the
strongest predictor of risk, indicating that the network con-
text — such as requests originating from “Tor exit nodes”
or “Unknown proxies” — serves as the primary vector for
anomaly detection. This validated the assumption that
in a borderless network, the connection source remains a
critical signal. Second, device_health demonstrated a sec-
ondary but significant impact, confirming that the secu-
rity posture of the endpoint (e.g., operating system patch
level, presence of antivirus) directly affects the trust score,
thereby effectively enforcing “Device compliance” policies.

base value

Ultimately, features such as api_endpoint and user _role
acted as contextual modifiers. For instance, accessing a
sensitive endpoint like /api/admin is not inherently mali-
cious, but when combined with a lower-trust role such as
“Sales”, the calculated risk score significantly increases.

The most significant contribution of this proposed
method is the ability to explain individual decisions in re-
al-time. Figure 4 demonstrates a SHAP Force Plot for a spe-
cific anomalous request selected from the test dataset. The
visualisation provides a semantic breakdown of the predic-
tion function f =8.17 (which corresponds to a probability
P(anomaly) ~ 1.0).

higher 2 lower
f(x)

8 17
12

\Qca“"“ vyee

Figure 4. Local explanation (SHAP Force Plot) for a specific anomalous request

Source: created by author

The visualisation identifies specific risk drivers (rep-
resented by red bars), clearly indicating that the features

ip_location_type = 6.0 (corresponding to a high-risk network)
and device_health = 3.0 (corresponding to a compromised
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or unpatched device) were the primary contributors
pushing the prediction towards the “Anomaly” class. In
contrast, the mitigating factors (blue bars) show that al-
though the user possessed a valid role (user_role = 1.0)
and accessed a standard endpoint (api_endpoint = 7.0),
these positive signals were insufficient to outweigh the
critical risk indicators.

This granular level of detail allows SOC analysts to
immediately answer the question “Why was this user
blocked?” without manual log correlation. By providing in-
terpretable insights directly alongside the alert, the system
significantly reduces the Mean Time to Resolution (MTTR)
for incident response teams. Furthermore, this transpar-
ency fosters greater trust in automated blocking decisions,
addressing the “black box” scepticism often associated

with Al-driven security tools (Nwakanma et al., 2023). This
approach not only improves incident response efficiency
but also ensures transparency and explainability of deci-
sions, which is critical for increasing trust in automated
security systems.

Comparative analysis with alternative approaches

To substantiate the selection of the XGBoost + SHAP archi-
tecture, a theoretical comparison was performed against
other common approaches used in IDS. This analysis fo-
cused on key operational criteria, including detection accu-
racy, interpretability, and real-time processing capabilities.
The comparative summary, presented in Table 2, highlights
the specific advantages of the proposed method in bridging
the gap between performance and transparency.

Table 2. Comparative analysis of trust assessment approaches

Feature Static rules (Legacy) Deep learning (DNN) P(;?gggi:t":%:g?)d
Accuracy on complex threats Low High High
Interpretability High Low (black box) High (SHAP)
Adaptability None (Manual updates) High (auto-learning) High (auto-learning)
Computational cost Very low High (GPU required) Moderate (CPU friendly)

Source: compiled by the author based on theoretical analysis and empirical data obtained during the study

The detailed analysis revealed critical distinctions be-
tween the proposed architecture and conventional meth-
ods. Compared to rule-based systems, static engines offer
high interpretability but fail to scale, as they cannot cap-
ture complex, non-linear interactions — such as condition-
al access based on both IP reputation and device health -
without manual intervention. In contrast to Deep Learning
models (e.g., DNNs or RNNSs), which suffer from the “black
box” problem and require computationally expensive ap-
proximation methods like LIME, the proposed XGBoost
model allows for exact explanations via TreeSHAP and
often demonstrates high performance on tabular log data.
Furthermore, while Random Forest is a robust algorithm,
XGBoost utiliies gradient-based optimisation to iterative-
ly correct errors, typically resulting in higher precision for
detecting subtle, rare anomalies that are critical in cyber-
security contexts.

Computational efficiency and scalability. In a re-
al-time Zero Trust environment, latency is a critical factor.

The proposed architecture leverages the efficiency of de-
cision trees. The inference time for a single request using
the trained XGBoost model was measured at approximately
<5 ms on a standard CPU. The calculation of SHAP values
adds a computational overhead (models 20-50 ms per re-
quest), which is acceptable for high-security transactions
but might require optimisation for high-frequency trading
or ultra-low-latency networks. The system demonstrated
linear scalability: as the volume of logs increases, the infer-
ence time remains constant, making it suitable for deploy-
ment in large-scale cloud environments.

Advanced performance metrics analysis. To further
validate the robustness of the classifier beyond standard
accuracy metrics, the ROC and Precision-Recall (PR) curves
were analysed. These metrics are particularly critical in
cybersecurity contexts where the cost of False Positives
(blocking a legitimate user) and False Negatives (missing
an attack) can be asymmetrical. The performance of the
classifier is visually represented in Figure 5.

1.0
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(0]
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00.---""
0.0 0.2 0.4

~— ROC curve (area = 1.00)
0.6 0.8 1.0

False Positive Rate

Figure 5. Receiver operating characteristic curve

Source: created by the author
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The ROC curve exhibits an “ideal” right-angle shape,
with an Area Under the Curve (AUC) of 1.00. The curve hugs
the top-left corner, indicating that the True Positive Rate
(Sensitivity) remains at 100% even as the False Positive Rate

approaches zero. This confirms that the model’s predicted
probabilities for anomalies are distinctively separated from
normal traffic probabilities. Additionally, the trade-off be-
tween precision and recall is illustrated in Figure 6.

1.0
0.8
0.6

0.4

Precision

0.2

0.0
0.0 0.2 0.4

— Precision-recall curve

0.6 0.8 1.0

Recall

Figure 6. Precision-recall curve

Source: created by the author

Figure displays the precision-recall curve. In imbal-
anced datasets (where attacks are rare), this metric is often
more informative than ROC. The curve remains flat at the
top (precision = 1.0) across the entire range of recall. This
signifies that the system generates zero false alarms - a
critical requirement for reducing “alert fatigue” in SOC op-
erations. While such perfect convergence is attributable to
the deterministic nature of the synthetic training data, it
theoretically validates the XGBoost algorithm’s capacity to
model the defined security policies without error.

Proposed deployment architecture

Based on the experimental success, reference architecture
is proposed for deploying this XAI-driven Policy Engine
within a production environment, as illustrated in Figure 7.
The design strictly adheres to the NIST SP 800-207 guide-
lines, ensuring compatibility with standard Zero Trust log-
ical components (Rose et al., 2020). Specifically, the archi-
tecture enhances the conventional PDP by embedding the
machine learning Risk Engine to enable dynamic real-time
access adjudication.

User .,  APlgateway Soc

request (PEP) dashboard
Trust score > 60
(allow)
Policy engine
(PDP) Trust score < 60
(deny)
Data XGBoost SHAP
preprocessing > model . — T BN

Figure 7. High-level architecture of the XAI-driven Zero Trust system

Note: PEP - Policy Enforcement Point
Source: created by author

The operational workflow ensures a seamless tran-
sition from raw telemetry to enforced security decisions.
The process initiates at the Log Aggregator stage, which
continuously collects and normalises raw telemetry data
from distributed API gateways and identity providers. This
aggregated data is then passed to the preprocessing lay-
er, where categorical attributes — such as user roles and
IP addresses — are converted into numerical vectors in

real-time, ensuring compatibility with the machine learn-
ing algorithms. Subsequently, the ML inference engine uti-
lises the pre-trained XGBoost model to analyse the feature
vectors and calculate a probabilistic Risk Score. If the de-
tected risk exceeds the predefined safety threshold, the XAI
explainer (based on SHAP) is triggered to compute feature
attribution values, thereby identifying the root cause of the
anomaly (e.g., “unusual geolocation”). Based on the final
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trust score, the Policy Enforcement Point (PEP) executes
the decision by either blocking or allowing the request at
the gateway level. Ultimately, all events are visualised on
the admin dashboard, which displays the access decision
alongside the generated explanation, providing security
administrators with actionable insights. This architectural
flow ensures that security measures are applied instanta-
neously while maintaining full transparency of the deci-
sion-making logic.

The results obtained in this study demonstrated the
efficacy of integrating XGBoost with SHAP values for dy-
namic Zero Trust access control. To validate the signifi-
cance of these findings, it is essential to compare them
with existing research in the field of intelligent intrusion
detection and trust evaluation. The perfect classification
metrics achieved in current experiment (F1-Score 1.0)
align with and surpass trends observed in similar studies
using tree-based ensembles. For instance, P. Schummer et
al. (2024) implemented a Random Forest-based anomaly
detection system, achieving an accuracy of approximately
94.3%. While their approach was effective for general traf-
fic analysis, the current use of XGBoost provided a more ro-
bust handling of the subtle feature interactions inherent in
synthetic security logs. Furthermore, H. Jiang et al. (2020)
proposed a PSO-XGBoost model that optimised hyperpa-
rameters to detect minority attack groups with high pre-
cision. Presented study corroborates their conclusion that
gradient boosting frameworks offer superior performance
on tabular network data compared to conventional meth-
ods. However, unlike Y. Hu et al. (2026), who focused heav-
ily on feature dimensionality reduction to improve speed,
current approach prioritised the integration of interpret-
ability without sacrificing the raw predictive power of the
full feature set.

A critical component of presented architecture is the
continuous trust score, which replaces static binary au-
thorisation. This approach was consistent with the findings
of Y. Mao et al. (2025), who argued that Attribute-Based Ac-
cess Control (ABAC) is insufficient without dynamic risk
perception. Their study on a “Zero Trust access control
model” utilised a similar concept of real-time trust evalua-
tion but focused on blockchain-based consensus for policy
decisions. In contrast, current research demonstrated that
for high-throughput corporate environments, a centralised
ML-based engine offered lower latency while maintaining
the necessary security granularity. Similarly, A. Mousa et
al. (2021) emphasised the importance of context-aware
service computing. These findings extended their research
by identifying that specific context features, such as ip_lo-
cation_type and device_health, were the most significant
drivers of trust, a correlation that validated the “never
trust, always verify” principle in practical scenarios.

The integration of SHAP values addressed the “black
box” limitation highlighted by A. Nash et al. (2024) in
cloud-native risk assessments. While Y. Sowjanya et
al. (2025) successfully applied Explainable AI to IoT
healthcare systems to enhance transparency, current study

adapted this paradigm to general enterprise network securi-
ty. The generated explanations (e.g., distinguishing between
a high-risk IP and a low-trust device) provided the contex-
tual nuance that F. Federici et al. (2023) identified as lack-
ing in conventional perimeter-based defences. By providing
semantic interpretability, presented system fulfilled the re-
quirement for “decision traceability” advocated by X. Liao et
al. (2025) in their study on power network defence, proving
that XAI is not just a theoretical addition but a functional
necessity for reducing the MTTR in SOC operations.

Ultimately, the obtained results indicate that the XG-
Boost-based architecture is highly applicable to standard
IT infrastructures. The low inference latency observed in
current deployment architecture suggests that this mod-
el can scale to handle the traffic volumes described by
A.A. Alquwayzani & A.A. Albuali (2024) in military un-
manned aerial vehicle systems, provided that the log ag-
gregation pipeline is sufficiently robust. Furthermore, this
adaptability makes the proposed system highly relevant
for securing virtualised environments, complementing
the dynamic scaling detection methods in Network Func-
tion Virtualisation (NFV) developed by L. He et al. (2021).
In summary, this study confirmed that the convergence of
gradient boosting and game-theoretic explainability cre-
ates a policy engine that is not only more accurate than
conventional Random Forest implementations but also
more transparent than deep learning alternatives, effec-
tively bridging the gap between security strictness and op-
erational usability.

Conclusions

This paper presented a dynamic trust evaluation mod-
el based on XAI. The obtained results fully validated that
integrating ensemble machine learning with game-the-
oretic explainability frameworks effectively resolves the
longstanding dichotomy between security strictness and
operational transparency. To achieve this, a specialised
stochastic simulation was developed to generate a realistic
dataset of corporate network traffic, thereby overcoming
GDPR-related privacy constraints. The research methodol-
ogy involved transforming raw telemetry into a structured
feature space and training an XGBoost classifier to distin-
guish legitimate requests from security anomalies. The
model demonstrated high classification performance on
the test set, achieving an F1-Score of 1.00 and an AUC-ROC
of 1.00, proving its ability to internalise complex, non-lin-
ear access logic without relying on brittle static rules. Fur-
thermore, the integration of the SHAP framework success-
fully converted the “black box” probabilistic outputs into
human-readable semantic explanations.

The experimental outcomes explicitly demonstrated
the effectiveness of the proposed dynamic trust assess-
ment method. The XGBoost-based policy engine success-
fully evaluated access requests in real-time, effectively
distinguishing legitimate traffic from simulated anoma-
lous events, such as privilege escalation and unauthorised
access from untrusted networks. Concurrently, the SHAP
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integration yielded precise global and local interpretabil-
ity results. Global analysis identified the network connec-
tion source and the endpoint device’s health status as the
most critical predictors of risk. Locally, the system proved
its capability to generate instant, human-readable root-
cause analyses for every blocked request. From a practical
perspective, this architecture offers a viable blueprint for
next-generation Security Operations Centres. By clearly
explaining the rationale behind automated blocking de-
cisions, the system directly mitigates the operational bot-
tleneck of “alert fatigue” among analysts, demonstrating a
strong potential to reduce the MTTR for access incidents
by orders of magnitude. In conclusion, the transition to
Al-driven Zero Trust is not merely a technological upgrade
but a fundamental shift in security philosophy. This study
demonstrated that with the right application of XAl, intel-
ligent systems can be made both powerful and accountable,
paving the way for autonomous, self-defending networks.
Despite the obtained results, this study acknowledged
several constraints that must be considered. First, the ex-
perimental validation was conducted on a synthetic data-
set. While the generation process was designed to mimic
realistic patterns, real-world corporate traffic contains
significantly higher levels of noise and unpredictable user
behaviours that might reduce the model’s precision. Sec-
ond, the study focused primarily on tabular metadata (logs)
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MeTopa AMHAMiIYHOrO OLiHIOBAHHSA foOBipU B apxiTekTypi Zero Trust
HQ OCHOBI NOSACHIOBAJIBHOIO LUTYYHOIrO iHTENEKTY

AHppiii Manamapuyk
Bakanasp
BiHHMLbKMI HOLLIOHOMBHMIA TEXHIYHWIA YHIBEPCUTET

21021, Byn. XMenbHMLbKe woce, 95, M. BiHHMuS, YkpaiHa
https://orcid.org/0009-0005-4485-9399

AHoTauiga. Tpanchopmariiss cydacHux KopropatuBHux IT-iHdpacTpykTyp 3pobmia Tpaguiiiiini mozeni Kibep6esneku
Hee(DeKTMBHMMM, 3YMOBUBIIM Tepexis IO apXiTeKTypu HynboBoi moBipu (Zero Trust Architecture, ZTA), mpore ii
MpakTUYHa peasisallisi YCKIaJHIETHCS >KOPCTKOIO 3aJIeXKHICTIO BiJl CTaTMYHMX IPaBUI KOHTPOJIIO IOCTyIy. MeToro
LbOTO IOCTiIKeHHSI Gysna po3pobKa iHHOBAIifHOTO MeTOLy OMHAaMIUHOTO OIiHIOBAHHS JOBipM B apXxiTeKTypi Zero
Trust, sikuit epeKTUBHO MOENHYE BUCOKY TOYHICTh aBTOMATM30BAHOTO BUSIBIEHHSI MepeskeBMX aHOMAJIii i3 MPO30picTIo
MIPUIHATTS pilieHb. 17151 po3paxyHKy 6e31epepBHOTO MMOKa3HMKA OI[iHKM IOBipM Ha 6a3i 3M0eb0BaHOTO HaboPy JaHUX
KOPIIOPaTMBHOTO MepexkeBoro Tpadiky 6ya0 3acTOCOBAaHO aHCcamOlIeBUit aarOpMTM MalIMHHOTO HaBYaHHSI Extreme
Gradient Boosting, a iJis1 MOsSICHEHHSI 3TeHepPOBaHMX PillleHb — MeTOZ, aAUTUBHMX osicHeHb SHapley Additive exPlanations
(SHAP). ExcriepuMeHTanbHa IepeBipKka MPOJEeMOHCTPYBajga BMHSITKOBY e(heKTUBHICTh 3allpOTIOHOBAHOTO MeXaHi3My
nonituk (Policy Engine), skmit mocsir mokasHuka Fl-score 1,00 Ha TecToBiit Bubipui. Momenb ycmiliHO po3pisHmIa
JIETITUMHI Ta aHOMaJIbHi 3aMUTH 3 HYJbOBUM PiBHEM XMOHOIMO3UTUBHUX CIIPALIOBaHb, ifeHTHiKyoun Taki Kibepataku,
SIK ecKaJiallisi MpuBilieiB Ta MOCTYN 3 HETUIIOBUX JIOKaliii. [706asbHMII aHasli3 BaskJIMBOCTI O3HAK 3a JIOMOMOTOI0
¢dpeitmBopKy SHAP miiTBepAuB, IO TUIT MePeXKeBOro MiJKII0UeHHS Ta CTaH 6e3I1eKy PUCTPOIO € HAMO1IbIIT 3HAUYLITMMMU
MpeIuKTOpaMM PU3UKY, 110 TOBHICTIO Y3TOIKYEThCS 3 6azoBumu npuHumunamm ZTA. Kpim Toro, JOKaJbHMIT aHasi3
JIOBiB 3[aTHICTb CUCTEMU MUTTEBO TeHepyBaTH JleTa/IbHi, 3p03yMiJli JIOAMHI TEKCTOBI MOSICHEHHSI [II1 KO>KHOI BiJMOBU
y IOCTYIIi, BKa3yI0Uy KOHKPeTHY NMPUUYMHY 6J0KyBaHHS. 3aBASKM Takiil neTasnizalii aHaMiTUKY OTPUMYIOTh MOK/IMUBICTD
6e3mocepeaHbO PO3YMIiTH JIOTIKY CIIpAI[IOBAHHS aBTOMAaTM30BaHMX CUCTEM 3aXUCTY 6e3 HeOOXiTHOCTi TPMBAIOTO PYYHOTO
KOpeIIOBaHHS PO3Pi3HEHMX XXypHaliB mofiii. [IpakTMuHa LiHHICTh OOCTi/[KEHHS TOJSIra€ y CTBOPEeHHi IMPO30pOro Ta
aZaTnTMBHOTO iIHCTPYMEHTY, SIKMI1 MOyKe 6yTM iHTerpoBaHMii y CyuacHi LieHTpU omnepariii 6e3meKu AJisi CyTTEBOIO 3HVKEHHS
«BTOMM Bif] CIIOBillleHb» Ta MiHiMi3allii cepeIHbOTO Yacy BMUPillleHHS iHIUAEHTiB

KniouoBi cnoBa: ki6ep6esmneka; maiuye HaByauusa; SHAP; XGBoost; BUsIBIIEHHS] aHOMaJTiii; afalTUBHMI 3aXUCT
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Abstract. The relevance of the present study is determined increasing complexity of cyber threats and the limited
effectiveness of traditional detection methods, which necessitates the implementation of intelligent behavioural
approaches using modern algorithmic and language models. The purpose of this study was to generalise and conceptually
reinterpret approaches to automated user behaviour analysis in cyber threat detection systems from the perspective of
algorithmic solutions and architectural principles of their construction. The study, based on theoretical analysis, a systemic
approach, and comparative analysis, demonstrates that user behaviour analysis is an effective approach to cyber threat
detection, capable of complementing and surpassing classical signature-based methods through the identification of
context-dependent anomalies and multi-stage attacks. Comparative analysis of approaches to User and Entity Behaviour
Analytics established a transition from a focus on individual actions to comprehensive analysis of interactions between
users and technical components, which increases the accuracy of threat detection and reduces the number of false-
positive alerts. Systemic analysis of the architecture of contemporary cybersecurity platforms showed that the integration
of large language models ensures unified processing of structured, semi-structured, and unstructured data, modelling of
long-term inter-event dependencies, and development of contextual behavioural models in real-time. Conceptual analysis
and analytical evaluation indicated that combining behavioural analysis with large language models creates adaptive,
scalable, and risk-oriented cybersecurity systems capable of early detection and proactive response to contemporary cyber
threats while maintaining explainability, security, and regulatory compliance. The findings may support the design and
implementation of intelligent cybersecurity systems in security operations and monitoring centres, security information
and event management systems, and platforms for security orchestration, automation, and incident response

Keywords: User and Entity Behaviour Analytics; large language models; artificial intelligence; machine learning;
data-driven approach

Introduction

The relevance of the study is determined by the rapid in-
crease in the complexity of contemporary cyber threats,
which increasingly exhibit multi-stage, adaptive, and
covert characteristics and cannot be effectively detected
through conventional signature-based and rule-based ap-
proaches. This situation emphasises the need for automat-
ed analysis of user behaviour as a key element of cyberse-
curity systems. The development of large language models
creates new opportunities for contextual analysis of large
volumes of structured and unstructured security data, cor-
relation of events, and identification of latent patterns of
malicious activity. Their practical application, however,

Suggested Citation:

requires scientifically grounded algorithmic and architec-
tural solutions capable of ensuring scalability, real-time
operation, accuracy of results, and compliance with infor-
mation security requirements.

In contemporary cybersecurity research discourse,
considerable attention is directed towards automated anal-
ysis of user and entity behaviour as a key mechanism for
detecting complex and low-visibility threats. I. Sokyrka et
al. (2025) examined behavioural analytics in authentica-
tion tasks, demonstrating that machine learning can sup-
port the development of dynamic user profiles based on be-
havioural patterns, thereby increasing system resilience to
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credential compromise. The researchers emphasised that
behavioural features, rather than static attributes, ensure
the adaptability of protective mechanisms in a changing
environment. A similar idea was developed by O. Suprun &
N. Karpenko (2025), who focused on the analysis of user
behaviour as an instrument for reducing the risks of insider
threats. The researchers investigated the use of behaviour-
al analysis for insider threat detection and emphasised the
importance of constructing baseline models of “normal”
activity for each user or role. The study indicated that even
minor deviations from established behavioural patterns
may signal malicious or compromised actions that remain
unnoticed by signature-based systems.

In the international context, R.K. Mohanty (2025) sys-
tematised deep learning approaches to user and entity be-
haviour analytics and confirmed their effectiveness in the
correlation of heterogeneous events and the construction
of context-dependent models capable of generalising com-
plex causal relationships. The researcher described neural
network architectures in detail, including recurrent and
graph-based models, which allowed effective consideration
of temporal dependencies and relationships among events,
users, and resources. A practical dimension of this issue
was presented by M.I. Mihailescu et al. (2023), who imple-
mented behavioural analysis in cybersecurity systems to
detect hidden threats that evade conventional methods.
The researchers observed that the correlation of user ac-
tions across time and space enabled the identification of
multi-stage attacks that do not manifest through isolated
events. The study presented examples of the integration
of behavioural analysis into existing cybersecurity sys-
tems and indicated that this approach substantially reduc-
es the number of false-negative detections. The research
emphasised the practical value of behavioural analytics
as a complement to conventional detection mechanisms.
A. Wairagade & S. Ranjan (2025) conducted a comprehen-
sive comparative analysis of conventional and modern ma-
chine learning algorithms for cyber threat detection based
on behavioural user data. The researchers demonstrated
that the effectiveness of detection depends not only on the
selection of a model but also on the behavioural features
and the method of their aggregation within a temporal
context. The results indicated that models capable of ac-
counting for event sequences and non-linear dependencies
ensure a reduction in false-negative detections compared
with conventional approaches, which makes them suitable
for practical implementation in systems designed to detect
complex attacks.

Another systemic approach was presented by G. Shar-
ma et al. (2024), who proposed a comprehensive concep-
tual framework of User and Entity Behaviour Analyt-
ics (UEBA) oriented towards the integration of machine
learning with contextual knowledge about users, enti-
ties, and execution environments. The researchers em-
phasised that isolated event analysis is insufficient for
contemporary threat scenarios, whereas the combina-
tion of behavioural, role-oriented, and temporal contexts

enables the development of more robust models of nor-
mal and anomalous activity. The study highlighted the
importance of correlation among multi-level data sourc-
es and the adaptability of models to the evolution of
behaviour, which directly connects UEBA with architec-
tures of the new generation of Security Information and
Event Management (SIEM) and Extended Detection and
Response (XDR) systems. A.G. Desetty (2024) examined
the potential of the combined application of machine
learning and UEBA for detecting hidden threats that are
not susceptible to conventional signature-based detec-
tion. The researcher noted that integration of behaviour-
al analysis with clustering algorithms and time-series
modelling enables the construction of multidimensional
profiles of normal entity activity, which ensures early de-
tection of latent attacks and insider threats. In the report
by A. Trivedi et al. (2025), emphasis was placed on the role
of User Behaviour Analytics (UBA) in countering insider
threats, and behavioural patterns were considered a criti-
cal indicator of deviations from normal employee activity.
The researchers demonstrated that UBA, particularly in
combination with modern machine learning methods, is
capable of developing dynamic behavioural models that
adapt to changes in user activity and identify early signs
of sabotage, data leakage, or indirect system compromise.
This emphasises the necessity of a comprehensive behav-
iour-oriented approach to the construction of security
systems that extend beyond simple event monitoring.

Analysis of previous studies indicates that the majority
of research in the field of User and Entity Behaviour Ana-
lytics focuses either on comparative evaluation of individ-
ual machine learning algorithms or on conceptual descrip-
tions of UEBA and UBA architectures, without sufficient
attention to their software integration into operational
cyber threat detection systems. Several studies address
behavioural analysis in isolation from streaming event
processing and operational response mechanisms, which
limits the practical applicability of the proposed approach-
es. Existing research also provides limited consideration
of the combination of contextual analysis of user behav-
iour with temporal correlation of events in environments
characterised by high dynamism and heterogeneous data
sources, creating a gap between theoretical models and the
requirements of contemporary Security Operations Centre
(SOC)-oriented systems.

The purpose of this study was to theoretically gener-
alise algorithmic and software-architectural approaches
to automated analysis of user behaviour in cyber threat
detection systems. The following tasks were formulated
to achieve this purpose: analyse and systematise scientif-
ic approaches to modelling user and entity behaviour in
the context of cybersecurity, considering the evolution of
threats and the increasing complexity of information en-
vironments; and theoretically justify the relationship be-
tween behavioural analytics algorithms and software-ar-
chitectural principles in the construction of cyber threat
detection systems.
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Materials and Methods

The study is theoretical and conceptual, grounded in a
comprehensive analysis of contemporary approaches to
behavioural analysis in cybersecurity and the integra-
tion of large language models into relevant analytical
ecosystems. Research materials included studies from
2022-2025 addressing UBA, UEBA, and the operation of
contemporary SIEM-, Security Orchestration, Automation
and Response (SOAR)-, SOC-, and XDR-oriented systems.
The methodological foundation of the study consisted of
a set of interrelated theoretical methods applied sequen-
tially according to the logic of the research tasks. Theo-
retical analysis served as an instrument for in-depth con-
ceptual interpretation of key concepts and approaches in
the behavioural analysis of cyber threats. Its application
was determined by the need to distinguish clearly be-
tween behavioural and signature-based approaches and
to provide theoretical justification of the capabilities of
contemporary large language models (LLMs). The analysis
addressed behavioural anomalies as context-dependent
deviations from normal activity patterns and the archi-
tectural principles of LLMs, including mechanisms that
model long-term dependencies among security events.
Systematisation was applied to structure theoretical ap-
proaches to behavioural analysis in cybersecurity, ena-
bling a coherent comparison of UBA and UEBA concepts
within a unified analytical framework. It identified objects
of analysis, levels of context, and functional capabilities
of each approach, while examining relationships among
users, technical entities, and services.

Comparative-analytical evaluation was employed to
assess various approaches to behavioural analysis and the
algorithms used for cyber threat detection. Its use was mo-
tivated by the need to identify conceptual and functional
differences between UBA and UEBA, and between LLMs and
classical machine learning or deep learning methods. Anal-
ysis considered characteristics such as scale of context, ca-
pacity for processing heterogeneous data, and potential in-
tegration of behavioural, network, and textual signals. The
comparative assessment enabled the identification of key
advantages and limitations of each approach and outlined
trade-offs among accuracy, computational complexity, and
explainability of decisions.

Conceptual generalisation provided a holistic inter-
pretation of the role of behavioural analytics and LLMs
within contemporary SOC ecosystems. Behavioural anal-
ysis and LLMs were treated as an intelligent analytical
layer that ensures contextual interpretation of security
events, correlation of heterogeneous signals, and reduc-
tion of false-positive alerts. Theoretical modelling was
applied to describe algorithmic approaches to cyber threat
detection using LLMs, including static and dynamic anal-
ysis of events. LLMs were interpreted as multi-level fea-
ture extraction mechanisms capable of forming semantic
representations of logs, commands, and event sequences,
integrating them into contextual models of user and sys-
tem behaviour. They supported real-time streaming event

processing, functioning as the core mechanism for contex-
tual encoding and anomaly scoring, which enabled com-
prehensive detection of complex multi-stage attacks.

Analytical evaluation had a descriptive character and
was applied to examine the Analytical evaluation had
a descriptive character and was applied to examine the
practical suitability of LLMs-based approaches, including
system effectiveness and performance. Analysis addressed
key criteria such as threat detection accuracy, processing
latency, throughput, and adaptability to new attack sce-
narios. The study summarised deployment characteristics
across edge, cloud, and hybrid infrastructures to identify
optimal architectural approaches for real-time implemen-
tation. Limitations, risks, and ethical considerations were
analysed, including explainability of LLMs’ decisions, bias
in training data, and potential misuse of models in defen-
sive and offensive contexts. Systemic generalisation sup-
ported the analysis of privacy and regulatory compliance
with reference to international standards and regulatory
frameworks, including the General Data Protection Reg-
ulation (GDPR) (Regulation (EU) No. 2016/679, 2016) and
ISO/IEC 27001:2022 (2022). Structural-logical modelling
systematised relationships among architectural solutions,
algorithmic approaches, risks, and mitigation measures.
The study acknowledged limitations, including low ex-
plainability of LLMs decisions, possible bias in training
data, the requirement to process confidential information,
and the risk of misuse of models for cyber-attacks.

Results
User behaviour analysis as a component
of contemporary cybersecurity systems
In cybersecurity, behavioural anomalies are considered de-
viations from established or expected patterns of actions of
users, service accounts, or software agents within informa-
tion systems. In contrast to signature indicators of attacks,
which rely on previously known patterns of malicious ac-
tivity, behavioural anomalies are contextual and dynamic,
and they form based on statistical, temporal, semantic, and
structural characteristics of interactions between actors
and the system. Such anomalies may appear as atypical
time intervals of access, unusual sequences of commands,
changes in the frequency or volume of operations, or dis-
ruption of typical relationships among security events. A
distinctive feature of behavioural anomalies is their rel-
ative character: an action may be normal for one user or
role but suspicious for another. This requires constructing
personalised or role-oriented behavioural models that in-
corporate historical data, business process context, and
the system environment. Behavioural analysis extends be-
yond classical incident detection. It functions as a tool for
identifying potential threats at the pre-compromise stage,
when malicious activity has not yet produced explicit tech-
nical markers (Hakonen, 2022).

The concept of UBA emerged as a response to the
limitations of conventional monitoring systems that pri-
marily focus on network or system events without deep
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consideration of the behavioural context of users. UBA in-
volves developing profiles of normal user activity derived
from authentication logs, resource access records, actions
within application systems, and other telemetry data. Sub-
sequent analysis focused on identifying deviations from
these profiles that may indicate credential compromise,
insider threats, or preparation for an attack. Further evolu-
tion of this approach led to the development of the UEBA
concept, which expands the object of analysis beyond
human users to include various entities of information

infrastructure, including servers, virtual machines, con-
tainer environments, Internet of Things (IoT) devices, and
service accounts. UEBA treats the system as a complex
socio-technical ecosystem in which interactions between
users and technical components form multidimensional
behavioural graphs. This approach enables the detection
of anomalies not only at the level of individual actions but
also within the structure of relationships among actors and
events (Khan et al., 2022). For clarity, the differences be-
tween UBA and UEBA are presented in Table 1.

Table 1. Comparative characteristics of UBA and UEBA

Characteristic UBA

UEBA

Object of analysis Users

Users and technical entities

Data types

Access logs, user actions

Access logs, network events, system telemetry

Level of context Individual

System-wide and inter-entity

Primary objective

Detection of user anomalies

Detection of complex, multi-step attacks

Source: compiled by the author based on A.W. Mir & K.R. Kumar (2022), V. Malik et al. (2024)

Analysis of Table 1 demonstrates the evolution of ap-
proaches to behavioural analysis in cybersecurity and differ-
ences in the scale and complexity of threat assessment. UBA
focuses on the individual user and immediate actions, which
enables effective detection of simple anomalies such as un-
authorised logins or unusual operations, yet its capabilities
remain limited in cases of complex multi-stage attacks or
interactions among multiple actors and system processes.
UEBA expands the analytical focus by incorporating tech-
nical entities and system telemetry, which enables analysis
of inter-entity dependencies, identification of correlations
among events, and prediction of complex threats. Therefore,
UEBA provides deeper contextual analysis and supports pri-
oritisation of responses to complex attacks, which reflects
the tendency of contemporary cybersecurity systems to-
wards integration of behavioural and system analysis to in-
crease detection effectiveness and minimise risks.

Behavioural models are effective in detecting threats
that lack clearly defined signatures or rely on legitimate
access mechanisms. Such threats cover insider misuse, in
which a legitimate user or employee of an organisation per-
forms actions beyond their functional responsibilities. Be-
havioural analysis enables identification of gradual chang-
es in activity profiles that may indicate preparation for data
exfiltration or sabotage. Another class of threats involves
attacks using stolen credentials, such as credential stuffing
or account takeover. In these scenarios, technical access
parameters may appear legitimate, but behavioural char-
acteristics such as login time, geographical origin of access,
and sequence of actions differ from historically established
norms. Behavioural models also detect lateral movement
within corporate networks, where an attacker gradually
expands access privileges while imitating legitimate ad-
ministrative activity. Behavioural analysis plays a further
role in detecting complex multi-stage attacks, including
Advanced Persistent Threat (APT) campaigns, in which
individual actions may appear harmless, yet their cumula-
tive structure and correlation form a malicious scenario. In

such cases, behavioural models act as an integrative mech-
anism, combining fragmented security signals into a uni-
fied semantic representation of the threat (Brandao, 2025).

Within cybersecurity centres, particularly SOC, auto-
mated analysis of user behaviour functions as a core ele-
ment of the intelligent layer responsible for security event
processing. Conventional SIEM systems aggregate, nor-
malise, and correlate logs, but without behavioural con-
text, they often generate significant numbers of false-pos-
itive alerts (Saraiva & Mateus-Coelho, 2022). Integration
of UBA and UEBA modules reduces informational noise
by prioritising events based on risk-oriented behavioural
assessments. Within SOAR ecosystems, automated behav-
ioural analysis triggers orchestration of incident response
processes (Aljumaily et al., 2025). Behavioural risk scor-
ing may initiate automated response scenarios, including
forced transition of a user into restricted access mode, ad-
ditional authentication procedures, or initiation of deeper
investigation. Behavioural analysis thus serves not only as
a detection instrument but also as an active component of
adaptive security management.

Analysis of operation principles and cybersecurity
potential of large language models

Large language models rely on the Transformer architec-
ture, which differs fundamentally from recurrent and con-
volutional approaches through the use of the self-atten-
tion mechanism as the principal instrument for sequence
processing. Self-attention enables parallel modelling of
dependencies among all elements of an input sequence
regardless of positional distance, which is critically im-
portant for analysis of long-term and structurally complex
contexts. In cybersecurity, this capability enables the inte-
gration of events distributed across time and space into a
unified semantic model of an attack or user behaviour. A
central component of the Transformer architecture is mul-
ti-head attention, which enables the model to focus on mul-
tiple aspects of input data simultaneously. In the context
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of cyber threat analysis, the model may process temporal
patterns of access, semantics of commands, network at-
tributes, and role characteristics of users in parallel. Posi-
tional encoding compensates for the absence of recurrent
structure and enables the model to preserve information
about the order of events, which is essential for the recon-
struction of multi-stage attack scenarios. The pre-training
stage plays a decisive role in the development of general-
ised knowledge within the model. During this stage, LLMs
are trained on extremely large corpora of data through
self-supervised tasks such as prediction of the next token
or reconstruction of missing fragments (Xu et al., 2025).
This process forms a latent space that encodes syntactic,
semantic, and contextual dependencies. In cybersecurity
applications, such representation enables the transfer of
general linguistic and structural knowledge to specialised
domains, including the analysis of logs, network protocols,
and technical descriptions of attacks.

One advantage of large language models lies in their
ability to operate uniformly with heterogeneous data types
that have conventionally required separate analytical pipe-
lines. In cybersecurity, structured data include event logs,

system telemetry, network traffic flows, and access meta-
data, whereas unstructured data include textual messag-
es, electronic correspondence, incident reports, technical
documentation, and open-source threat intelligence. Large
language models integrate these sources into a unified se-
mantic space through transformation into token sequences
followed by contextual analysis (Thelwall, 2025).

In contrast to conventional approaches that require
separate models and feature mechanisms for structured
and unstructured data, large language models provide a
shared representation of information in which numeri-
cal, categorical, and textual attributes can be interpreted
within a single architectural framework. This characteris-
tic substantially simplifies correlation of security events,
for example, the comparison of anomalous network ac-
tivity with textual descriptions of suspicious messages
or communications within support systems. Thus, Large
language models function as a universal interface among
different data layers within cybersecurity systems (Ali &
Ghanem, 2025). For the generalisation of the character-
istics of processing different data types in the context of
LLMs, a comparative presentation is provided in Table 2.

Table 2. Comparison of data type processing in conventional methods and LLM in cybersecurity

Examples in .
Data type cybersecurity Conventional approaches LLM approach
Statistical models, rules (threshold rules, signature rules,
Structured SIEM logs, NetFlow SIEM correlation rules, expert-defined if-then rules Contextual encoding

in intrusion detection systems)

Semi-structured JSON, XML, APl logs

Feature engineering

Unified tokenisation

Unstructured Email, reports, chats

NLP models separately

Shared semantic space

Note: JSON - JavaScript Object Notation, XML - eXtensible Markup Language, NLP — Natural Language Processing, API — Application

Programming Interface

Source: compiled by the author based on F.N. Motlagh et al. (2024), W. Kasri et al. (2025)

The table demonstrates a fundamental transformation
in approaches to data processing in cybersecurity due to
the integration of large language models. Conventional an-
alytical methods differ according to the structure of data:
structured data are processed through statistical models or
rule-based systems, semi-structured data require manual
feature engineering, whereas unstructured data were pre-
viously analysed through isolated NLP models. This sep-
aration complicated the integration of results and creat-
ed a gap between different information sources. The use
of LLMs enables a unified analytical approach to all data
types, forming a shared contextual and semantic space in
which structured, semi-structured, and unstructured infor-
mation are analysed simultaneously and in relation to one
another. Such an approach enables correlation of behav-
ioural and technical signals in real-time, increases the ac-
curacy of detecting complex threats, and reduces the time
required for the integration of heterogeneous data sources.
Therefore, cyber defence systems become more flexible,
scalable, and contextually adaptive.

Contextual modelling represents one of the key prop-
erties of large language models in tasks related to user

behaviour analysis. Classical models usually operate with
fixed observation windows or aggregated statistical fea-
tures, whereas LLMs can construct long-term contexts that
encompass sequences of user actions across different sys-
tems and time scales. This capability enables analysis of
the evolution of behaviour rather than only instantaneous
deviations. Within UEBA scenarios, contextual modelling
means that each new action is interpreted with reference
to previous events, the role of the user, the type of resource,
and the current state of the system. Access to confidential
data, for instance, may be legitimate within one business
process but appear anomalous when combined with an
unusual login time or earlier unsuccessful authentication
attempts. LLMs allow such complex dependencies to be
formalised without rigid rule specification, which increases
the adaptability of the system to new and previously un-
known threat scenarios (Fuentes et al., 2025).

Comparison of large language models with classical
machine learning and deep learning methods demonstrates
fundamental differences in approaches to the construction
of cyber defence systems. Classical machine learning (ML)
models, such as support vector machine or Random Forest,
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require careful feature selection and typically operate effec-
tively within narrowly defined scenarios. Deep neural net-
works, including Long Short-Term Memory or Convolutional
Neural Network, are capable of modelling complex depend-
encies, yet they are often limited by data type and contextual
scale. Large language models provide universality and scal-
ability of analysis by combining the capacity to process di-
verse data types with the modelling of long-term contextual
dependencies. Such models are more suitable for detecting
complex, multi-stage, and low-visibility attacks. Their appli-
cation requires substantial computational resources and in-
troduces new challenges related to explainability and quali-
ty control of results (Huang et al., 2023).

Thus, the theoretical perspective indicates the neces-
sity of hybrid approaches in which LLMs are integrated
with classical analytical methods to maintain a balance
between accuracy, performance, and interpretability. Large
language models form a new paradigm in cybersecurity.
They shift the analytical focus from isolated event analysis
towards deep contextual understanding of user and system
behaviour, which opens prospects for the development of
adaptive and proactive cyber threat detection systems.

Algorithmic approaches to automated cyber threat
analysis using LLMs

Static analysis of malicious software and security logs
conventionally involves the evaluation of objects with-
out their actual execution, focusing on internal structure,
code features, or properties of events. Within the context
of large language models, this approach acquires a new
analytical dimension, since LLMs can transform bytecode,
system logs, configuration files, and textual messages into
a unified semantic space of tokens. The model can there-
fore identify latent indicators of malicious activity that are
difficult to detect through conventional signature-based or

statistical methods. Such indicators may include atypical
combinations of API calls, anomalous sequences of events
in access logs, or indirect signals of code injection into le-
gitimate processes (da Costa et al., 2022).

From an algorithmic perspective, LLMs perform
functions of multi-level feature extraction, ranging from
low-level analysis of command syntax and semantics to
identification of global behavioural patterns of process-
es and users. Tokenisation of logs followed by contextual
encoding enables the model to construct representations
that incorporate temporal dependencies, object types, and
relationships between them. Static analysis that uses LLMs
is often combined with classical analytical approaches,
including signature databases and heuristic techniques,
which increases detection accuracy and reduces false-pos-
itive alerts (Wang et al., 2024).

Dynamic analysis involves the examination of object
behaviour during active operation, including process exe-
cution, user interaction with systems, and network activity.
Integration with LLMs enables modelling of behavioural
patterns in real-time and identification of deviations not
only from historical user profiles but also from expected
patterns of system activity. LLMs analyse sequences of ac-
tions, correlate them with semantically similar scenarios
accumulated during pre-training, and can anticipate po-
tentially malicious actions before they lead to system com-
promise. At the algorithmic level, dynamic analysis that
incorporates LLMs relies on streaming analytics and incre-
mental updating of the contextual model. Each new event
modifies the latent representation of behaviour, which
enables the model to adjust risk assessment immediately
(Rahman, 2024). This approach supports effective detec-
tion of atypical patterns, including deviations in command
sequences or interactions between users and systems that
remain difficult to identify through static analysis (Fig. 1).

User or process event | Tokenisation [ Contextual encoding by LLM
Anomaly scoring > Threat ranking / SOAR trigger

Figure 1. Stream processing of user events using LLMs in cybersecurity systems
Source: compiled by the author based on A.M. Mustafa (2024), A. Karras et al. (2025)

The diagram highlights the sequential integration of
textual and behavioural analysis in real-time for the de-
tection of cyber threats. The process begins with an event
generated by a user or process that is recorded in logs or
telemetry, after which the data undergoes tokenisation
that transforms heterogeneous information (structured,
semi-structured, and unstructured) into a unified rep-
resentation. The next stage, contextual encoding by LLMs,
forms multidimensional semantic representations that in-
corporate not only the current event but also the history
of interactions, behavioural patterns, and system context.
These representations support anomaly scoring, which

enables assessment of the probability of malicious activity
or deviations from normal behaviour. The final stage, threat
ranking and the SOAR trigger, ensures prioritisation of re-
sponse actions and automation of security measures. The
diagram emphasises the integration of LLMs within the an-
alytical workflow, which combines the precision of semantic
analysis with the operational speed of behavioural monitor-
ing and ensures scalability and adaptability of the system
to new and unknown threats. The scheme illustrates how
contemporary models integrate data of different structures
and heterogeneous signals into a coherent representation
of cyber threats in real-time (Ibrahim & Kashef, 2025).
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LLMs provide the capacity to classify attacks not only
through explicit technical indicators but also through com-
plex analysis of behavioural and semantic characteristics.
The model compares behavioural patterns of users and
entities with historically recognised classes of attacks, in-
cluding phishing, malware execution, privilege escalation,

lateral movement, Distributed Denial of Service (DDoS),
and other threats. Contextual understanding enables LLMs
to differentiate legitimate deviations from malicious ac-
tions even when information is incomplete or logs are par-
tially missing. Table 3 presents the classification effective-
ness for illustrative purposes.

Table 3. Potential LLMs in detecting classes of cyberattacks based on behavioural indicators

Attack class Typical behavioural indicators LLMs potential
Phishing Unusu;'y;?:;E‘g‘;?f;it(:ﬂcisﬁ:sences’ Semantic modelling of content and sequences
Malware execution Abnormal process activity, atypical API calls Contextual classification of commands and calls
Lateral movement Unusual resource access, role changes Correlation between events over time and entities
Privilege escalation Sudden acquisition of elevated privileges Detection of atypical scenarios from historical data
DDoS Increased traffic from users or services Analysis of temporal and network patterns

Source: compiled by the author based on G. Esposito (2025), H. Razavi et al. (2025)

Table 3 illustrates how large language models trans-
form the approach to detecting different classes of cy-
ber-attacks by shifting the analytical focus from simple
observation of behavioural indicators towards contextual
and semantic analysis. Conventional approaches rely on
pattern recognition or anomaly detection within logs and
network flows, which limits the capabilities of security sys-
tems in cases of complex or multi-stage attacks. The ana-
Iytical potential of LLMs lies in the capacity to integrate
heterogeneous signals, including textual, behavioural, and
system data, into a unified contextual model. Such integra-
tion enables recognition of complex patterns, correlation
of events across different entities, and forecasting of attack
progression. This capability increases the accuracy of ear-
ly detection of phishing campaigns, malicious processes,
lateral movement, and privilege escalation, and supports
analysis of network anomalies in real-time. Synthesis of
these observations indicates that LLMs enable more flex-
ible, adaptive, and context-oriented detection of cyber-at-
tacks, which strengthens the ability of security systems to
counter both known and emerging threats and represents a
central factor in contemporary cyber defence.

Complex multi-stage attacks, including Advanced
Persistent Threats (APT), represent a significant area of
research interest. These attacks are characterised by long-
term and concealed execution of malicious activity that
frequently relies on legitimate user accounts and infra-
structure mechanisms. Detection of such threats requires
the construction of global contextual models that integrate
information from multiple sources and time scales. In this
context, LLMs function as an integrative algorithm that
combines local signals, historical patterns, and semantic
relationships between events into a unified representation
of risk (Shakil et al., 2023). Thus, algorithmic approaches
that employ large language models integrate static and
dynamic analysis, attack classification, and detection of
complex multi-stage scenarios within a single analyti-
cal system. This integration considerably increases the

effectiveness of identifying hidden threats and reduces in-
cident response time.

Software architecture

of automated behavioural analysis systems

The software architecture of automated behavioural anal-
ysis systems demonstrates a high level of modularity and
orientation towards scalability, which supports efficient
processing of large streams of security data from mul-
tiple sources. Conventional pipeline architectures pro-
cess data sequentially from initial collection to final risk
evaluation, which ensures clear traceability of each stage
and supports integration of heterogeneous analytical al-
gorithms. Each module within this architecture performs
a strictly defined function, including pre-processing, to-
kenisation, contextual encoding, anomaly detection, and
attack classification. This structure enables isolated op-
timisation of algorithms and effective monitoring of sys-
tem performance. Microservice-based architectures in-
crease flexibility in system deployment and maintenance
because each service corresponds to a specific functional
component, such as log interpretation, LLMs integration,
or anomaly score generation. Microservices also support
parallel scaling of critical components that process the
largest volumes of data and facilitate integration of new
analytical algorithms without restructuring the entire
system (Guduru, 2025).

Events in complex multi-user and multi-plat-
form environments are generally processed through an
event-driven approach, in which each event (log entry,
network packet, or system message) activates corre-
sponding reactions within computational modules. This
model reduces processing delays and ensures rapid re-
sponse to atypical actions, which is particularly impor-
tant for multi-stage attacks and dynamic scenarios of
malicious activity. The conceptual scheme that combines
these architectural patterns may be described as follows:
the pipeline structure ensures sequential data processing,
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microservices distribute computational tasks across mod-
ules, and the event-driven mechanism activates reactions
in real-time (Vieira, 2025).

Integration of large language models into SIEM, SOAR,
and XDR platforms requires careful design of data flows,
interaction formats, and algorithms for prioritisation of an-
alytical results. LLMs enrich events with additional seman-
tic context, increase the accuracy of anomaly scoring, and
support the identification of complex multi-stage attacks.

Within SIEM modules, LLMs automatically correlate events
from different sources and construct global graphs of user
and entity behaviour. Within SOAR platforms, analytical
outputs function as triggers for automated response sce-
narios, whereas within XDR environments, they integrate
with analytical consoles and endpoint detection modules
that maintain a unified threat context (Mareedu, 2025).
Table 4 presents examples of the roles performed by LLMs
within different platforms.

Table 4. Role of large language models across cybersecurity platform

Platform LLMs role Example functions
SIEM Contextual event correlation Detection of latent attack patterns, anomaly scoring
SOAR Automated response Triggers for scenarios, recommendatl‘ons for access restriction,
report generation
XDR Endpoint and analytics integration Synthesis of behavioural patterqs from endpoint data, prediction
of potential attacks

Source: compiled by the author based on R. Boddu & S. Lamppu (2024)

Table 4 emphasises that large language models
strengthen the platform architecture of cybersecurity by
integrating analytics, automation, and forecasting. They
enable SIEM systems to detect hidden patterns of attacks,
allow SOAR platforms to automate response actions and
generate recommendations, and support XDR systems in
synthesising data from endpoints and forecasting potential
threats. Therefore, large language models transform pro-
tection systems into context-oriented, adaptive, and pro-
active cybersecurity instruments.

Within contemporary infrastructure, the volume of
security data may reach hundreds of thousands of events
per second, which requires the application of distributed
computational solutions. System scalability is ensured
through horizontal expansion of microservices, the use of
cluster-based solutions for event stream processing, and
parallel execution of LLMs on specialised computational
nodes. Distributed processing involves not only paralleli-
sation of computations but also effective management of
contextual model states, replication of critical data, and
synchronisation of anomaly scoring results. This archi-
tecture maintains high prediction accuracy even in geo-
graphically distributed infrastructures, multithreaded at-
tack scenarios, and peak loads on SIEM, SOAR, and XDR
platforms (Pitkar, 2025).

Phishing attacks and social engineering manipula-
tion involve linguistic and semantic techniques designed
to deceive users and obtain confidential information or
unauthorised access to resources. Key indicators include
atypical structures of electronic messages, including gram-
matical and stylistic deviations, recurring semantic pat-
terns, use of emotional or terminological pressure, and
substitution of domains or links. Conventional systems an-
alyse such characteristics through signature verification,
reputation databases, and simple rules based on the pres-
ence of specific keywords. These mechanisms frequently
fail to detect complex adaptive campaigns. Large language
models construct multi-level semantic representations of
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messages that include not only surface lexical information
but also deeper contextual dependencies. The model there-
fore identifies unusual word combinations, metaphors, dis-
guised calls to action, and hidden emotional signals that
frequently occur in phishing and social engineering cam-
paigns. Context modelling at the level of documents and
dialogue histories enables LLMs to detect suspicious mes-
sages even when known signatures or reputation data are
absent (Putra et al., 2024).

Analysis of social engineering involves not only the
identification of individual suspicious messages but also
the detection of recurring manipulative patterns that form
coherent influence scenarios targeting users. The complex-
ity arises from the fact that attacks are distributed across
several stages and interconnected communications that
may initially appear as ordinary message flows. Large lan-
guage models integrate temporal, semantic, and social con-
texts and construct multidimensional behavioural models
of attackers. At the algorithmic level, this process involves
analysis of sequences of tokenised messages, construction
of interaction graphs between senders and recipients, and
identification of patterns within the structure and frequen-
cy of communications. Large language models generate la-
tent representations that encode hidden manipulation pat-
terns and differentiate targeted campaigns from random
anomalies within communication streams (Amer, 2025).

The effectiveness of phishing detection increases
significantly through the correlation of textual analysis
of messages with the behavioural patterns of users and
security events within the information system. Atypical
opening of attachments or navigation through links, com-
bined with previously identified linguistic characteristics
of a message, increases the accuracy of risk assessment.
Within this analytical framework, LLMs function as an
integrative analytical core that combines semantic infor-
mation from texts, behavioural characteristics of users,
and security metadata within a shared multidimensional
space. The outcome consists of event ranking according
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to risk level and generation of recommendations for au-
tomated response or preventive communication (Putra et
al., 2024; Amer, 2025).

Contextual analysis of communications functions as
a central instrument in countering social engineering at-
tacks. Large language models evaluate the meaning of
messages within the context of communication history,
user roles, interactions with systems, and characteristics
of business processes. This approach enables the identifi-
cation of hidden threats that cannot be detected through
isolated analysis of texts or behaviour. The model may

recognise implicit attempts of influence through gradual
changes in message tone within long-term correspond-
ence, combinations of formal and emotional signals,
and indirect requests for confidential information. Large
language models therefore function not merely as tools for
detecting anomalies in textual content but as comprehen-
sive mechanisms of semantic and behavioural analysis that
detect complex, adaptive, and multi-stage social engineer-
ing scenarios. Table 5 demonstrates typical indicators of
phishing messages and the corresponding role of LLMs in
their analysis.

Table 5. Potential of LLMs in detecting phishing indicators

Phishing indicator Description

LLMs role

Linguistic deviations

Grammatical errors, atypical style

Semantic recognition of atypical structures

Manipulative content

Use of emotional or terminological pressure

Detection of social engineering patterns

Hidden links

Masking of URLs or domains

Correlation with user behaviour
and reputational data

Multi-stage scenarios

Series of messages with gradual influence

Contextual modelling of communication sequences

Note: URL - Uniform Resource Locator

Source: compiled by the author based on B. Naqyvi et al. (2023), F.P.E. Putra et al. (2024)

Table 5 illustrates how large language models trans-
form the approach to detection of phishing campaigns by
shifting analytical focus from simple identification of sur-
face indicators towards contextual and semantic analysis.
Large language models integrate linguistic, behavioural,
and socio-technical signals, which enables identification
of unusual stylistic deviations, the detection of manipula-
tive patterns, and the correlation of hidden links with user
behaviour and reputation data. The models also represent
multi-stage communication scenarios, which increases the
accuracy of early detection of complex phishing attacks
and supports proactive operation of cybersecurity systems
rather than simple reaction to known threats. In synthe-
sis, LLMs integrate semantic, behavioural, and contextual
analysis and establish more adaptive and predictive mech-
anisms for countering phishing.

Analysis of the effectiveness and performance

of LLMs in real-time environments

Evaluation of the effectiveness of large language models
in real-time environments represents a critical component
of their integration into automated behavioural analysis
systems and cyber threat detection infrastructures. The
principal criteria for assessing the performance of LLMs
include threat detection accuracy, event processing la-
tency, and system throughput. Detection accuracy reflects
the capacity of the model to correctly classify behavioural
anomalies and types of attacks while reducing the num-
ber of false-positive and false-negative alerts. Latency
determines the speed with which the system responds to
new events and generates warnings, which is particularly
important for multi-stage attacks and complex Advanced
Persistent Threat scenarios. Throughput characterises
the volume of events that the system processes without
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performance degradation and directly influences scalability
and the ability to support large corporate or distributed in-
frastructures. Adaptation of LLMs to new and previously un-
known threats occurs through contextual modelling of user
and entity behaviour, which enables the model to anticipate
potentially malicious actions even when predefined signa-
tures are absent. Mechanisms of incremental learning and
online retraining perform an important role in this process
because they integrate new data rapidly without complete
re-initialisation of the model. System design must consider
the trade-off between analytical depth and response speed:
complex contextual models provide high accuracy but re-
quire greater computational resources and processing time,
whereas simplified representations accelerate processing but
may reduce analytical precision (Katreddy, 2023).

Resolution of this trade-off depends on the selected
deployment architecture, which determines where and
how data processing occurs. The edge approach provides
local analysis at endpoints, reduces latency, and supports
rapid response to critical events, although it remains lim-
ited by the computational capacity of devices. The cloud
approach provides access to extensive computational re-
sources and supports the use of full-scale LLMs for compre-
hensive analysis of large data volumes. Data transmission
and processing delays may, however, affect real-time event
analysis. The hybrid approach combines the advantages of
both models by delegating initial evaluation and prelimi-
nary detection to edge nodes while transferring deeper and
more resource-intensive contextual analysis to the cloud.
This architecture maintains a balance between response
speed and analytical accuracy (Donepudi et al., 2025). Table
6 demonstrates the key performance criteria and trade-off
aspects that require consideration during the deployment
of LLMs in real-time environments.
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Table 6. Key performance criteria of LLMs in real-time operation and associated trade-offs

Criterion Definition Impact on system Trade-offs
Correct classification Enhances the reliability Requires greater computational
Accuracy . . -
of threats and anomalies of detection resources and time
Latency Time between an.event Affects responsiveness May increase with deep contextual analysis
and the model signal
Throughput Volume of events the system Determines scalability ' May decrgase vyhen
can process using resource-intensive models
. Ability to respond Improves system flexibility Requires mechanisms
Adaptation . A
to new threats and relevance for online learning and model updates

Source: compiled by the author based on M. Zhang et al. (2025)

The table reflects the multidimensional character of
evaluating the effectiveness of LLMs in cybersecurity, with
each criterion interrelated with system performance and
response efficiency. Synthesis indicates that achieving high
accuracy and deep contextual analysis improves threat
detection reliability while increasing latency and compu-
tational load. System throughput and scalability directly
depend on the architectural approach and optimisation
of data processing flows, which necessitates balancing re-
sponse speed with analytical depth. Adaptation to new and
previously unknown threats remains crucial for maintain-
ing system relevance and flexibility, requiring mechanisms
for online learning and regular model updates. Collectively,
these criteria emphasise that real-time integration of LLMs
represents a compromise between accuracy, speed, scala-
bility, and adaptability, which defines the effectiveness of
modern behavioural analysis systems.

Limitations, risks, and ethical considerations

in the use of large language models

The deployment of LLMs in automated cyber threat anal-
ysis systems involves fundamental limitations and risks
that require consideration throughout integration and
operational processes. One critical challenge concerns
model explainability, described as the “black box” prob-
lem. LLMs generate outputs from multidimensional latent
representations formed during training on extensive cor-
pora of textual and behavioural data. The complexity of
internal attention mechanisms, transformer blocks, and
multi-layered contextual links renders interpretation of
why a model classifies an event as an anomaly or threat
highly difficult. This creates challenges for justifying alerts
to SOC operators and for compliance with regulatory

requirements in critical sectors such as finance, health-
care, and energy. Another challenge involves the quality
and bias of training data. LLMs train on large datasets that
may contain structural, semantic, or social biases. In cy-
bersecurity, these biases can lead to systematic underes-
timation or overestimation of particular user behaviours,
specific event sources, or regional characteristics of cyber
threats. Such biases negatively affect detection accuracy,
increase false-positive signals, and generate uneven risk
assessment. Mitigation requires implementation of data
audit procedures, control over data representativeness, and
application of decorrelation and class-balancing methods
during training (Alang et al., 2025).

Effective LLMs analysis requires access to user logs,
network flows, messages, and other metadata containing
sensitive information. Without robust anonymisation, en-
cryption, and access control, the risk of data leakage or
unauthorised use is high. LLMs integration in corporate
and government information systems must comply with
local and international regulatory frameworks, includ-
ing GDPR (Regulation (EU) No. 2016/679, 2016), ISO/IEC
27001:2022 (2022), and other cybersecurity standards, which
necessitates careful design of architecture and data-pro-
cessing procedures. Separate attention is required for risks
of model misuse by attackers. LLMs can be exploited to gen-
erate phishing messages, social-engineering scenarios, auto-
mate account-compromise attempts, or analyse structured
and unstructured data to identify vulnerabilities (Semerik-
ov et al., 2025). This highlights the necessity of ethical and
regulatory control over model access, restriction of poten-
tially dangerous functionalities, and continuous monitoring
of usage. Table 7 presents a structured overview of the rela-
tionships between limitations, risks, and their consequences.

Table 7. Key limitations and risks of using LLMs in cybersecurity and mitigation measures

Category Nature of limitation/risk Consequences Potential mitigation measures
L Complexity of internal latent | Inability to justify decisions to SOC, Interpretable models, LIME/SHAR
Explainability . . ) : :
representations regulatory risks logging of intermediate outputs
Data bias Uneven or structural biases False positives/false negatives, Data audit, class balancing, pattern

systematic errors decorrelation

Requirement for access to

Confidentiality sensitive data

Information leakage, regulatory

Anonymisation, encryption, access

violations control, compliance with GDPR/ISO

Misuse Use of the model for attacks

Generation of phishing campaigns,
social engineering scenarios

Functionality restrictions, usage audit,
ethical policies, monitoring

Note: LIME - Local Interpretable Model-agnostic Explanations; SHAP — SHapley Additive exPlanations

Source: compiled by the author based on N.O. Jaffal et al. (2025)
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The table demonstrates the multicomponent nature
of risks associated with LLMs deployment in cybersecurity
systems and underscores the need for comprehensive risk
management. Explainability, data bias, confidentiality, and
potential misuse are interrelated and affect both technical
system performance and compliance with regulatory and
ethical standards. Synthesis indicates that risks extend be-
yond technical aspects to include organisational, regulato-
ry, and social factors. Effective LLMs utilisation requires an
integrated approach that combines model interpretability,
data auditing and cleansing, access control, encryption, and
monitoring, maintaining a balance between analytical pow-
er and security. Such a comprehensive approach minimises
adverse consequences and increases trust in real-time de-
cisions generated by LLMs. Real-time integration of LLMs
therefore demands a holistic approach that combines tech-
nical, organisational, and ethical measures to ensure relia-
bility, security, and lawful use of models, while preserving
system performance and analytical quality.

Discussion

The results obtained in the present study on behavioural
analytics and the integration of large language models into
cyber threat detection systems are fully consistent with
the findings of other scholars. S. Subrahmanyam (2025)
presented behavioural analysis as a core intellectual mech-
anism for detecting threats that lack explicit signatures,
emphasising context, temporal dynamics, and profiling
of normal activity. He concluded that the effectiveness of
behavioural models increases when integrating heteroge-
neous data sources and employing adaptive algorithms.
His findings correspond with observations regarding the
central role of behavioural analysis as an intelligence layer
within SOC ecosystems and its capacity to reduce false-pos-
itive alerts through event contextualisation. However, that
study placed less emphasis on practical aspects of scaling
and handling unstructured data, which the current study
addressed through the deployment of large language mod-
els. R.R. Kethireddy (2022) applied behavioural analytics
combined with LLMs to detect insider threats, where LLMs
interpreted user action contexts and explained risky pat-
terns. Scientists reported improved detection accuracy for
insider threats compared with classical ML models, corre-
sponding with findings on the universality and contextual
power of LLMs. His study focused primarily on human us-
ers, whereas the present study demonstrates the advantage
of a broader UEBA approach encompassing technical enti-
ties and inter-entity interactions.

T. Ali & P. Kostakos (2023) presented the HuntGPT sys-
tem, applying a hybrid approach to anomaly detection by
combining classical ML detectors with LLMs and elements
of explainable Al. The researchers emphasised that LLMs
do not fully replace conventional models, but act as an in-
terpretative and correlation layer, enhancing clarity and
practical value for SOC analysts. This conclusion partially
differs from the findings of the current study, in which LLMs
are considered the core of contextual encoding and behav-
ioural scoring. In contrast, T. Arjunan (2024) examined the

104

use of natural language processing methods for detecting
anomalies and intrusions in unstructured cybersecurity
data, including event logs, textual incident descriptions,
and system messages. The researcher demonstrated that
NLP approaches can identify latent semantic patterns not
captured by conventional signature- or statistics-based
methods, which aligns with the presented conclusion re-
garding the necessity of semantic interpretation of securi-
ty events. However, the study relied primarily on classical
NLP methods and shallow/deep learning models, whereas
the present study shows that large language models pro-
vide substantially broader contextual analysis and unified
processing of heterogeneous data. Therefore, the results of
T. Arjunan correlate conceptually with the obtained find-
ings but differ in contextual scope and the absence of full
behavioural integration.

X. Jiang et al. (2025) investigated the detection of user
behaviour anomalies in cloud environments using deep
learning. The researchers confirmed the effectiveness of
neural network models for early threat warning through
analysis of behavioural features, time series, and access
patterns. These findings align with the assertion regard-
ing the high value of behavioural analysis for early attack
detection. However, unlike the current study, X. Jiang et
al. limited behavioural analysis primarily to the user lev-
el within cloud infrastructure and did not cover inter-en-
tity interactions or heterogeneous data types. V. Onal et
al. (2025) considered user behavioural analysis in SIEM
data as a key Al application to reduce information noise
and improve event correlation accuracy. The researchers
showed that Al-driven UBA identifies anomalies in security
event streams more effectively than conventional correla-
tion rules. These findings directly correspond with the ob-
tained findings regarding the role of behavioural analysis
as an intelligence layer in SOC and SIEM platforms. How-
ever, the study emphasised classical Al and ML methods,
whereas the present paper demonstrates that integrating
large language models overcomes the limitations of SI-
EM-oriented analysis through deeper semantic correlation
and support for multi-step attack scenarios.

M.]. Hussain (2024) reviewed behavioural analysis ap-
proaches using machine learning, particularly for detect-
ing anomalies in user and system entity behaviour. The
researcher highlighted the effectiveness of ML methods
for early threat warning and reduction of false-positive
alerts, which corresponds with the presented conclusion
on the importance of behavioural analysis for improving
detection accuracy. The study, however, is limited to classi-
cal ML methods and did not consider the potential of large
language models for unifying heterogeneous data and con-
textually modelling complex multi-step attacks. S. Sub-
rahmanyam (2025) emphasised the integration of user be-
havioural analysis into threat detection systems, including
SOC platforms, and highlighted the role of Al in incident
prioritisation and reducing informational noise. These
findings confirm the presented conclusions regarding the
effectiveness of UEBA as an intelligence layer within SOC
and the value of risk-oriented scoring. The study, however,
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predominantly employed classical AI/ML methods without
deep involvement of LLMs, explaining partial discrepancies
in contextual processing and unified handling of structured
and unstructured data.

I. Hassanov et al. (2024) conducted a systematic review
on the use of Al and LLMs for cyber intelligence and threat
prediction. The researchers highlighted that LLMs can
integrate heterogeneous information sources, model be-
havioural patterns, and detect complex anomalies, which
supports key findings of the present study. The review has
a broader strategic focus and provides less detail on practi-
cal integration of UEBA and real-time event streaming, ex-
plaining the differences in applied depth between the stud-
ies. L.A. Odozor et al. (2025) proposed an incident response
approach combining malware behavioural analytics with
adversarial modelling to improve detection accuracy and
limit attack impact. The researchers emphasised the value
of integrating multiple data sources and forming contex-
tual models of malware behaviour, which aligns with the
obtained findings on the importance of unifying structured
and unstructured data and contextually modelling events
to detect complex threats. Their study, however, focused
mainly on malware analytics rather than user behavioural
analysis and LLMs integration in SOC platforms, explaining
differences in applied focus. I.H. Sarker (2024) explored the
role of generative Al and large language models in cyber-
security, particularly regarding automation, intelligent de-
cision-making, and explainability. The researcher demon-
strated that LLMs can integrate heterogeneous data, form
multi-level semantic representations, and enhance attack
prediction, which corresponds with the present findings on
contextual modelling and combining behavioural analysis
with LLMs. L.H. Sarker’s study did not detail practical in-
tegration into SIEM or SOAR platforms, which is a central
emphasis of the present study.

Overall, comparative analysis indicates that the pres-
ent study aligns with current studies on context-oriented,
adaptive cybersecurity systems, moving beyond isolated
detectors. Discrepancies among individual studies result
from differences in scope, choice of analytical targets, and
the role assigned to LLMs — either as auxiliary interpreta-
tion tools or as central components of behavioural analyt-
ics architecture. This confirms the scientific originality and
practical relevance of the present study, which extends ex-
isting approaches through systematic integration of UEBA
and LLMs in modern cybersecurity platforms.

Conclusions

User behavioural analysis is a key component of modern cy-
bersecurity systems, capable of complementing and surpass-
ing classical signature-based methods. The integration of
behavioural models allows detecting anomalies and threats
at early stages, predicting potentially harmful actions, and
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AnropuTMu T NPOrpAMHA APXITEKTYPA ABTOMATU3OBAHOrO AHANI3Y
noBefiHKM KOPUCTYBAYIB Y CUCTEMAX BUSIBNIEHHS Ki6ep3arpos
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AHoOTALiA. AKTyajbHIiCTh IpeacTaBieHol poOOTH 3yMOBJIEHA 3POCTAIOUOI0 CKIAAHICTIO KiGep3arpo3 i 06MeXeHOI0
e(deKTUBHICTIO TpagULitHMX MEeTOHIB iX BMSBJIEHHS, L0 MOTPe6ye BIPOBAIKEHHS iHTENeKTyalbHUX MOBEIiHKOBUX
MiIXOAiB i3 BUKOPMCTAHHSIM Cy4yaCHMX aJTOPUTMIUYHMX i MOBHMX Mopeseil. MeTow IIbOro JOCTiIKeHHS Oy/10
y3araJibHeHHS Ta KOHLeNTyajabHe IlepeoCMUCIeHHS MiAX0AiB 0 aBTOMAaTK30BaHOI0 aHali3y MOBeliHKM KOPUCTYBayviB
y cucTeMax BUSBJIEHHS Kibep3arpo3 3 Mo3ulliii aiTOPUTMIUYHMX pillleHb i apXiTeKTypHUX MPUHIUIIB iX Mo6ymoBu. Y
pesysbTaTi JOIiIKeHHS, BUKOHAHOTO 3 BUKOPUCTAHHSIM TeOPeTUYHOTr0 aHali3y, CUCTeMHOTO MiIX0ly Ta MOPiBHSJIbHO-
aQHaJITUYHOTO METO/LY, BCTAHOBJIEHO, III0 NTOBeiHKOBMI aHasIi3 KOPUCTYBaUiB € eeKTUBHUM iHCTPYMEHTOM BUSIBJIEHHS
Kibep3arpos, 3JaTHUM [OIMOBHIOBATY Ta IMepeBepUIyBaTM KIACMYHI CUTHATYPHI MeTOIM 3a paxyHOK imeHTudikarii
KOHTEKCTHO-3aJIeKHMX aHOMaJTiit i 6araToKpOKOBUX aTak. [IopiBHSIbHMIT aHai3 TiOXOMAiB aHaMi3y MOBEIiHKY KOPUCTYBAUiB
i 06’eKTiB CcHUCTEeMM MPOAEMOHCTPYBAB Iepexif Bif GOKyCyBaHHS Ha iHAMBILyaqbHUX LisIX 4O KOMIUIEKCHOTO aHAmi3y
B3a€MO/Ii}i Mi>K KOpMCTyBayaMM Ta TEXHIUHMMM KOMIIOHEHTaMH, 110 MiABUIIY€E TOUHICTh BUSIBIEHHS 3arpo3 i 3MeHUIye
KiJIbKiCTb XMOHOIO3UTUBHMUX CHOBileHb. CUCTEMHMIT aHai3 apXiTeKTyp cydyacHuX IutaTdopM Kibep3axucTy MmoKasas,
110 iHTerpailisi BeIMKMX MOBHUX MoZeseii 3ab6e3neuye yHipikoBaHy 06p0OKYy CTPYKTYPOBaHMUX, HAMIIBCTPYKTYPOBAHUX i
HEeCTPYKTYPOBAHMUX JAHVMX, MOJETIOBAHHS JOBrOTPUBAIMX MIKIIOAIEBUX 3a/IEKHOCTeN Ta HOpMyBaHHSI KOHTEKCTYaJIbHUX
MOBEJIiHKOBMX MoZenell y peXXuMi peajibHOro yacy. KoHlenTyanbHe y3arajJbHeHHS Ji aHa/IiTMYHA OL[iHKa MiATBepAUIN,
110 [TO€JHAHHS TIOBEIiIHKOBOTO aHaTi3y 3 BeIMKMMM MOBHMMM MOJEISIMM CTBOPIOE aIalITUBHI, MaclITab0BaHi Ta pU3UK-
Opi€HTOBaHi cucTeMM KibGep3axucTy, 34aTHi 3a6e3MeuyBaTy paHHE BUSBJIEHHS i TPOAKTMBHE pearyBaHHS Ha CydacHi
Kibep3arposu 3a yMOBM AOTPMMAaHHS BMMOT TOSICHIOBAHOCTi, 6e3MeKyu Ta HOpMAaTMBHOI BimmoBigHocTi. OTpumani
pe3y/nbTaT MOKYTb OYTM KOPUCHMMM JJIsl PO3POOTEHHSI Ta BIPOBAIKeHHS! iHTeJeKTyaJlbHUX CUCTEM Kibep3axucTy
B I[eHTpax YIpaBIiHHSI Ta MOHITOpMHTY iHpopMaIliiiHoi 6e3rmeky, cucTeMax yIpaBaiHHS iHPOpMAIli€l0 Ta MOLisIMU
6esmexu, maTdopmax opkecTpallii, aBromaTm3alii Ta pearyBaHHs Ha iHIUMAEHTU

KniouoBi cnosa: User and Entity Behaviour Analytics; BejiMKi MOBHI MOfeJIi; IITYYHMIA IHTE/IEKT; MallMHHEe HaBYaHHS;
data-driven migxip,
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Abstract. The relevance of the study lies in the need to increase the performance and scalability of automatic speech
recognition systems on devices with limited resources, which determines the goal of the work - to optimise Whisper
by integrating CTranslate2 to accelerate calculations and FFmpeg for unified preparation of audio data. Experimental
studies were conducted using the Whisper Turbo model on a graphics processor unit with support for the Compute Unified
Device Architecture (CUDA) platform. The basic pipeline in the Python programming language, the optimised inference
execution mechanism via CTranslate2 and the configuration with hybrid quantisation in the int8 float16 format were
compared. The efficiency was evaluated using the indicators of prediction (inference) execution time, video memory use,
and automatic speech recognition accuracy (Word Error Rate). Experimental results showed that the basic Whisper Turbo
configuration provided the highest recognition accuracy (Word Error Rate =0), but was characterised by high inference
latency (8.5 s per audio file) and significant video memory consumption (4.9 GB). CTranslate2 integration reduced the
processing time to 4.9 s (1.7 x speedup) and reduced Video Random Access Memory usage to 1.8 GB (-63%) without loss
of quality. Further application of hybrid quantisation int8_float16 provided a reduction of inference time to 3.8 s and
a reduction of memory consumption to 1 GB, which corresponds to an overall speedup of about 2.2x and an almost
fivefold (4.9x) reduction in Video Random Access Memory requirements compared to the standard implementation,
with unchanged Word Error Rate=0. The obtained results confirmed the effectiveness of the combination of CTranslate2
and hybrid quantisation for building high-performance real-time Automatic Speech Recognition systems without
compromising accuracy. The conclusions confirmed the practical suitability of the proposed configuration for multi-
user services and edge scenarios without compromising speed and accuracy. The results of the study can be used by
developers of automatic speech recognition systems to optimise models on memory-limited GPUs, and by companies
providing streaming audio and multi-user services

Keywords: quantisation; automatic speech recognition; operator fusion; video memory; resource efficiency

Introduction

The rapid growth of audio data volumes and the spread of  the main computational load falling on transformer archi-
real-time applications have led to increased performance tectures with attention mechanisms. Whisper-class models
requirements for automatic speech recognition systems. demonstrate high accuracy, but are characterised by signif-
A typical speech-to-text pipeline includes signal preproc- icant latency and resource consumption, which limits the
essing, neural network inference, and text decoding, with  scalability. Specialised tools are used to improve efficiency,
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in particular FFMpeg for fast processing of audio streams
and CTranslate2 for optimised transformer inference. At the
same time, the problems of quadratic complexity of self- and
cross-attention and additional costs caused by beam search
remain relevant. In this context, optimisation methods, in
particular operator fusion and quantisation, play a critical
role, which allow reducing latency and memory consump-
tion with minimal impact on recognition quality.

In the modern scientific discourse, research on auto-
matic speech recognition is shifting towards combining
deep neural architectures with practical aspects of perfor-
mance and deployment on limited computing platforms.
Thus, in the work of O. Nakhod (2025), an approach to au-
tomatic Ukrainian speech recognition based on deep learn-
ing methods is presented, where the main emphasis is on
adapting modern neural network models to the specifics
of the national language corpus. The author demonstrated
that the use of transformer architectures allows achieving
high accuracy rates even with a limited amount of train-
ing data, while emphasising the increased computational
requirements of such models, which actualises the prob-
lem of the further optimisation for practical application. A
more generalised overview of modern approaches is given
in the study by Ye. Mrozek (2024), which systematises clas-
sical and neural network methods for solving speech rec-
ognition problems, including hidden Markov models, deep
recurrent networks and transformers. The author showed
that the transition to end-to-end architectures simplified
the construction of Automatic Speech Recognition (ASR)
systems, but at the same time led to a sharp increase in the
complexity of inference and memory consumption.

The practical aspect of the performance of the Whis-
per series models is considered in detail in the work of
Y. Cao (2025), where an empirical assessment of the perfor-
mance of various Whisper configurations on the Raspberry
Pi platform was carried out. The author demonstrated that,
despite the high quality of transcription, the basic imple-
mentations of the models are too resource-intensive for
edge devices, and achieving acceptable time characteristics
is possible only by optimising inference and reducing the
bit depth of calculations. The results obtained confirmed
the critical role of such approaches as quantisation and
hardware-oriented acceleration libraries for the practical
deployment of ASR systems in environments with limited
memory and computing power.

In the publication of M. Maurya et al. (2025), the au-
thors conducted a comprehensive analysis of architectural
approaches to building speech recognition systems, in-
cluding the use of hybrid models based on neural networks,
transformers, and statistical methods. The researchers ex-
amined in detail the challenges associated with noise ro-
bustness, speaker variability, and processing latency, and
also emphasised the critical role of optimising computa-
tional resources for implementing ASR in mobile and edge
scenarios. The results confirmed that the effectiveness of
the system is determined not only by decoding accuracy,
but also by the balance between performance, scalability,
and hardware limitations.
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Another direction of Whisper development is present-
ed in the work of I. Thorbecke et al. (2024), which considers
the use of knowledge distillation to build fast streaming
ASR models based on Whisper as a teacher model. The au-
thors proposed the fast streaming transducer, which in-
herited the acoustic and linguistic properties of Whisper,
but has lower computational complexity. Empirical results
showed that distilled models provide lower latency and
better real-time performance while maintaining an ac-
ceptable Word Error Rate (WER). An example of an applied
use of speech recognition systems is given in the work by
X. Wu et al. (2023), which describes a system for assessing
the quality of English pronunciation based on continu-
ous speech recognition in a multi-terminal environment.
The authors’ results demonstrated typical challenges for
distributed ASR systems: the need for fast processing of
streams from different clients, limited end-device resourc-
es, and requirements for stability of operation.

N.T. Hung et al. (2025) presented Effwhis, an opti-
mised approach to streaming speech recognition based
on Whisper. The authors demonstrated that modifications
to buffering and resource management can reduce infer-
ence latency while maintaining recognition accuracy at the
standard model level. This work highlighted the practical
feasibility of optimising Whisper for streaming applica-
tions where low latency and efficient memory usage are
important. At the same time, F. Chettiar et al. (2025) in-
vestigated deep neural architectures for multilingual video
translation with the integration of speech recognition and
synthesis. The authors demonstrated that combining ASR
and TTS within a single model reduces errors in transfer
between languages and increases semantic consistency of
results. Special attention was paid to optimising processing
latency and ensuring consistent quality when working with
different language pairs. This has demonstrated a trend
towards building complex multimodal systems, in which
speech recognition modules function as components of
broader adaptive platforms.

In the work of A. Trabelsi et al. (2024), an assessment
of the impact of noise reduction filters on the quality of
open ASR models, including Whisper, was proposed. The
study showed that pre-processing of audio to reduce noise
does not always correlate with an increase in transcription
accuracy; in some cases, excessive aggressiveness of noise
reduction algorithms can reduce WER. In turn, J. El Bahri et
al. (2025) compared the performance of Whisper (Base and
Large) with the Google Speech-to-Text V2 service in terms
of energy efficiency and computational costs. The study
confirmed that optimised Whisper models using quantisa-
tion and accelerated libraries demonstrate a better balance
between resource consumption and accuracy, especially on
devices with limited computing capabilities.

Despite numerous optimisations of Whisper for stream-
ing recognition and model quantisation, previous studies
were mostly limited to the analysis of individual hardware
and software improvements and did not conduct a compre-
hensive comparison of the effect of operator fusion, quan-
tisation, and audio stream preparation on speed, Video
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Random Access Memory (VRAM) consumption, and tran-
scription accuracy simultaneously. The aim of the work was
to improve the Whisper speech recognition system using
the CTranslate2 and FFmpeg tools. To achieve this goal, the
following tasks were formulated: to develop and experimen-
tally verify the basic configuration of the speech recognition
system based on Whisper Turbo; to create an optimised ver-
sion of Whisper using CTranslate2 without quantisation,
and then compare its performance with the basic version; to
implement the Whisper version using CTranslate2 together
with quantisation changes (int8 float16 format).

Materials and Methods

The study was experimental and applied in nature and was
conducted in late 2025 in a controlled laboratory environ-
ment using a fixed hardware and software configuration.
To ensure the reproducibility and comparability of the
experimental configurations, three key software compo-
nents were used: Whisper for audio-to-text transforma-
tion, CTranslate2 for optimising the inference process of
the transformer model, and FFmpeg for audio data prepa-
ration. Below is a generalised description of each tool and
its role in the study (Table 1).

Table 1. Characteristics and advantages of the tools used

(Speech-to-Text, STT)

Tool Main function Features Reason for selection in the study
- . Transformer encoder-decoder High recognition accuracy, support for
Whisper (Turbo) Automatic speech recognition architecture, autoregressive long audio sequences, reliability in tasks of

decoder, large-v3 Turbo

generating text from audio

Optimisation of transformer

CTranslate2 model inference

Tensor operator fusion,
management of internal memory
buffers, SIMD and GPU support,

weight quantisation

Accelerates inference, reduces video
memory consumption, allows the use
of hybrid weight formats without loss of
accuracy

Preparation and processing of

FFmpeg audio files

Decoding, normalisation,
resampling, format conversion,
multithreading, hardware
acceleration

Provides a unified audio format and
parameters, stabilises input data for
objective comparison of different Whisper
configurations

Source: compiled by the authors

The table shows that the efficiency of the speech recog-
nition system is achieved through the interaction of three
components: Whisper provides accurate audio-to-text
conversion, FFmpeg stabilises the input data and reduc-
es signal variability, and CTranslate2 optimises the com-
putational pipeline and allows the use of quantisation to
accelerate inference and reduce hardware costs; the com-
bined use of these tools creates a scalable, productive and
resource-efficient platform for processing audio streams

Input audio file

in various scenarios, including edge computing and mul-
ti-user services. Audio data preparation in all experimental
configurations was carried out using FFmpeg for decoding,
normalisation and bringing the signal to unified parame-
ters. The main differences between the configurations were
the use of different inference backends: standard Whisper
Python-pipeline or optimised CTranslate2 with hybrid
quantisation. Figure 1 illustrates the step-by-step process
of processing an audio stream in an ASR system.

—>

Decoding, normalisation, resampling

Conversion of the signal into a mel spectrogram,

autoregressive text generation

Whisper Turbo (Encoder-Decoder) >

CTranslate? [

Optimised inference, fusion of tensor operators, GPU memory management

Quantisation int8_float

Figure 1. Schematic of the audio stream processing using Whisper, CTranslate2
and FFmpeg, taking into account quantisation

Source: compiled by the authors

The audio data was prepared using FFmpeg through de-
coding, normalisation and resampling to a unified set of pa-
rameters; the processing was carried out by the Whisper Tur-
bo model with an encoder-decoder transformer architecture,
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CTranslate2 was used to optimise the inference, and the
hybrid quantisation int8_float16 reduced the bit depth of
the model weights, accelerating the calculations without
losing accuracy. For experimental evaluation, one control
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audio file with a duration of 2 min 41 s with high recording
quality and minimal background noise was used. The total
number of words in the speech signal was 165, which pro-
vided a sufficient sequence length to activate both the en-
coder and decoder mechanisms of the transformer. All au-
dio data was converted to a single format and sampling rate
using FFmpeg, after which it was fed directly into the ASR
pipeline. Formally, the inference process was described by
representing the signal in the form of a feature matrix (1):

XeRT 4, (1)

and subsequent self-attention operations with pro-
jections Q (queries), K (keys), V (values) and the scaled
dot-product attention mechanism, which allowed analyt-
ically relating the time complexity to the parameter T and
the dimensionality of the representations, where T corre-
sponds to the number of time steps (frames) obtained in
the process of spectral analysis; d is the dimensionality
of the feature vector at each time step. It is the parameter
T that determines the scale of calculations in subsequent
self-attention layers and affects the overall computation-
al complexity. This approach allowed minimising the var-
iability associated with different parameters of the input
signal and focusing exclusively on the impact of compu-
tational optimisations.

The experimental study was structured as a step-by-
step comparison of three configurations of the automat-
ic speech recognition system: a basic implementation of
Whisper Turbo in a standard Python environment with
hardware acceleration via Compute Unified Device Archi-
tecture (CUDA), a modified version of Whisper Turbo with
integration of the CTranslate2 library, and an extended
configuration of Whisper Turbo with CTranslate2 and ad-
ditional quantisation of model parameters. This sequence
allowed evaluating the contribution of each level of opti-
misation, starting from eliminating the overhead of the
high-level pipeline and ending with reducing the bit depth
of calculations. For each configuration, key performance
indicators were recorded, namely the total inference time
of one audio file, peak GPU video memory consumption,
and the value of the WER recognition quality indicator. The
processing duration was defined as the difference between
the start and end timestamps of the transcription function
call, which covers the full audio signal processing cycle, in-
cluding file decoding, acoustic feature generation, passing
through the encoder and decoder of the transformer archi-
tecture, and generating the final text transcription. This
measurement approach provided an integral assessment of
the real system latency in a practical usage scenario.

Below is a code fragment that illustrates the basic
configuration of using Whisper Turbo in a standard Py-
thon-pipeline with hardware acceleration via CUDA and
measuring the inference time:

import time

import whisper
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#using “turbo” model on graphic card
model = whisper.load model (“turbo”, ‘cuda:0’)
start = time.time ()

result = model.transcribe (“audio.mp3”)
#result text

print (result[“text”])

end = time.time ()

#displaying processing time

print (end - start)

The audio stream processing pipeline included a full
inference cycle: loading a pre-trained model, decoding
the audio file, building internal features, passing through
the encoder and decoder of the transformer architecture,
and generating a text transcription. To measure perfor-
mance, the inference time was used, recorded between
the start and end of the model.transcribe() function call.
All experiments were performed on a local computing
platform with an Intel Core i7 EVO 13700H processor,
16 GB of RAM, and an NVIDIA GeForce RTX 4050 Studio
graphics adapter with 6 GB of video memory. This con-
figuration represents a typical modern workstation or a
high-performance laptop. It allowed extrapolating the
results to practical scenarios for deploying ASR systems
outside of data centres.

Results

Basic performance indicators

of the standard Whisper implementation

The experimental results demonstrated the performance
of the standard implementation of the Whisper model in
the Turbo configuration without additional optimisations.
The model was used in a standard Python pipeline with
GPU acceleration via CUDA, which is typical for practical
speech recognition systems. Experimental results showed
that processing one audio file in the basic Whisper Turbo
configuration took 8.5 s, which is a relatively high figure
for scenarios focused on processing streaming or quasi-re-
al-time audio data. At the same time, the recognition qual-
ity remained at its maximum: the Word Error Rate value
was equal to 0, which indicates correct reproduction of the
speech signal without errors. These results confirm the ef-
fectiveness of the base Whisper Turbo configuration for use
in real-world speech recognition scenarios (Fig. 2).

After calling the model.transcribe (“audio.mp3”)
method, a full cycle of processing the audio file was per-
formed, which included signal decoding, pre-processing,
formation of internal acoustic features and generation
of text transcription. Recording timestamps at the be-
ginning and end of the inference execution allowed de-
termining the total duration of audio stream processing,
which is used as a baseline for further comparison with
optimised system configurations. At the same time, an
analysis of hardware resource usage showed that the peak
video memory consumption reached 4.9 GB VRAM, which
is a significant indicator even for the optimised Turbo
model (Fig. 3).
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(.venv) PS C:\Users\vladr\Documents\GITProjects\Whisper\defaultWhisper\pythonProje
ct> python main.py

MeHi TpuHapusTWi MuHano, fl nac ArHATa 3a cenoM. Yn TO Tak CoHeyko cisno, Yu Tak M
eHi yorocb 6yno, MeHi Tak nw6o-nwbo ctano, He Haye B bora. Yxe moknukanu po naw, A
A co6i y 6yp'sHi Monwca Bory, i He 3Haw, Yoro ManeHbKoMmy MeHi Topi Tak NpusisHo Mo
nunocb, Yoro Tak Beceno 6yno. lFocnogHe He6o i ceno, ArHA, 3paeTbcsA, Becenunocb, I
COHUe rpino, He nekno, Ta HemoBro coHue rpino, HepoBro Monunocb, 3anekno, 3ayepBOH
ino, I paii 3anmanuno. MoB npokuHyBcsi, AuBnwcsa, Ceno moyopHino, bBoxe, He6o rony6ee,
I Te nmoMepHino. MornsHyB s Ha ArHaTa, He Mol srHaTa, 06epHyBca a4 Ha xaTu, Hema B M
eHe xaTu. He paB MeHi bor Hiyoro, I xnuHynu cnbosu, Taxki cnbo3u. A AiBumHa npu ca
Min poposi, Hepaneko kono MeHe, MnockiHb BuGupana. Ta i moyyna, wo a4 nnayy. MpuiAwn
a, npuBitana, YTupana moi cnbo3u, I nouinysana. He Haye coHue 3acisno, He Hauye Bce
Ha cBiTi cTtano moe, JlaHn, rai, capgu, I mn, xapTywuu, norHanu, Yyxi ArHsiTa po Bogn
. bpupgHa! A i poci, sk 3rapaw, To cepue nnaye Ta 60nuTb. YoMy locnofb He [JaB JOKWT
b Manoro Biky y Tim paw? YMep 6u, opwyn Ha HuBi, Hiyoro 6 y cBiTi He 3HaB, He 6yB
6u B cBiTi topopmBum, Jlopedt i Bora He NPOKNSB.

8.509320497512817

Figure 2. The result of processing the standard Whisper configuration with the Turbo model

Source: compiled by the authors

Dedicated GPU memory usage

Shared GPU memory usage

6,0 GB

7,8 GB

Driver version:
Driver date:
DirectX version:

Physical location:

Hardware reserved mem...

Utilization Dedicated GPU memory
0% 4,9/6,0 GB
Shared GPU memory
GPU memor
U 01/7,8 GB
5,0/13,8 GB

GPU Temperature

50°C

Figure 3. Resource consumption of the standard Whisper configuration with Turbo model

Source: compiled by the authors

The use of almost 5 GB of video memory limits the
possibility of implementing such a configuration on com-
mon hardware, in particular on laptops or workstations
with graphics adapters with 4-6 GB of VRAM. In addition,
high resource consumption makes it difficult to simulta-
neously process multiple audio streams on a single GPU.
From a scaling perspective, this means that supporting nu-
merous parallel audio sessions requires either a significant
increase in the number of GPUs, or the use of optimisation
methods aimed at reducing the model size and computa-
tional costs without degrading accuracy.

Optimisation of the Whisper computational

pipeline using CTranslate2

The main direction of optimisation of the studied automat-
ic speech recognition system was the use of the CTranslate2
library, which is focused on high-performance inference of
transformer models. The key advantage of this approach

is the direct management of memory and internal buffers,
which allowed minimising the number of calls to high-level
abstractions typical in the standard Python-pipeline. As a
result, the overhead of memory management was reduced,
which had a positive effect on latency and overall perfor-
mance of the system. To increase efficiency, CTranslate2
implements the fusion of adjacent tensor operations, com-
bining these operations into a single call to the GPU com-
puting core. This approach provided more efficient data
caching and significantly reduced communication costs be-
tween individual computation stages, which is critical when
processing large layers of the Whisper transformer archi-
tecture. The processing was carried out on the basis of the
mathematical model described by formula (1), which deter-
mines the matrix representation of the mel-spectrogram
and further transformations in the encoder. In each self-at-
tention layer of the encoder, the feature matrix X is line-
arly projected into the spaces of queries, keys, and values:
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QK"

Attn(X) = softmax <E) v, 2)
where Q=XW_, K=XW,, V=XW, W, W, W, €R?"% - pa-
rameter matrices, in Wthh Qis the query matrix, which
encodes what information each position of the sequence
“looks” for in other positions. Each row of Q corresponds
to one time step and contains a feature vector, which de-
termines the relevance of other frames for this position;
K is the key matrix, which encodes what information each
position can provide. During the multiplication QK”, the
similarity measure between queries and keys is calculat-
ed, i.e., the weight of the mutual influence between time
steps is determined; V is a matrix of values that contains
the actual information representation of each position.
After normalisation of the attention coefficients through
the function, the weights are applied to V, forming a new
aggregated representation of the features; d, is the dimen-
sion of the key space.

The quadratic dependence on T, which arises as a re-
sult of the multiplication , determines the computational
complexity of one self-attention layer of the order If there
are L (the number of sequentially applied self-attention +
feed-forward blocks in model encoder) such layers in the
encoder, the total computational cost of the encoder part
can be approximated as (3):

Cenc(’T) zLe x CSEIf (T’ dk)’ (3)

which explains the significant contribution of the encoder
to the overall latency, especially for long audio fragments.
The Whisper decoder operates in autoregressive mode.

At each step t, a partial sequence of tokens of length ¢
is formed, which interacts with the encoder output through
the cross-attention mechanism (4):

Attn, = softmax (?;d%) V., 4)
where Q. = HW",K, = H.W®,V, = H.W® - trained
weight matrices (attention-head parameters d); H, is the
encoder output, and H, is the decoder representation at
step t.

For one decoding step, the cross-attention complexity
C__is estimated as (5):

Ccross

C,..(LH=0(Ttd), (5)
which reflects the dependence on both the length of the
input signal and the current length of the generated se-
quence.

For autoregressive sequence generation of length N
(Iength of the generated (target) sequence), i.e. the num-
ber of tokens that the model autoregressively produces at
the output) with Ld (number of decoder layers in the trans-
former architecture), the basic cost (without optimisations)
is approximated by (6):

Caec(T,N) = Eiq Lg X Ceross (T, ) = Lg X O (Tdk N(N+1)) (6)
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Applying beam search with bea m size b linearly scales
these costs, since the calculations are performed in parallel
for several hypotheses (7):

Caeé™(T,N,b) = b X Caec(T, N). Y

Thus, the total computational cost of the standard
Whisper implementation in this implementation can be
represented as the sum of the encoder and decoder costs:

Chase(T, N, b) = Conc(T) + nggm (T, N, b). )

In CTranslate2, the implementation involves replacing
the sequence of individual tensor operations, such as ma-
trix calculations, normalisations, and activations, with the
use of a dedicated computational kernel. This means that
instead of executing a set of operators in stages (9):

0= {01: 02;"-) Ok}) (9)

each of which is accompanied by separate accesses to glob-
al memory, to a single fused operation (10):

0=f(0,,0,.,0), (10
which is executed within a single GPU kernel launch. Each
operator o has its own computational cost ¢, and memory
access cost m,.

Then for the basic version of the implementation, the
result will be (11):

base
Clayer

= 2?:1 Ci 'Mll;%zs:r = 2?:1 mi. (11)
where c, is the computational cost; m,is the memory access
cost for each operator, then after fusing these costs are re-
duced to (12):

opt
Clayer ® azl 16,

My = B Y, my, 12)
where the coefficients a, g € (0.1) reflect the reduction in
computational and memory costs. This is due to operator
optimisation and improved caching.

The overall efficiency gain of the model can be repre-

sented through the speedup coefficient (13):

_ Cbase(T’N.b)

S Chﬁzge_*,cbase 1
JUSe T Cope(TNb)

aCe acse+acbase

(13)

Thus, the given formalism demonstrates that the re-
duction of the coefficient a\alphaa directly transforms into
a reduction of the inference time, while the reduction of
P\betap reduces the load on the memory subsystem. This
theoretically justifies the experimentally recorded acceler-
ation of Whisper after the integration of CTranslate2 and
explains the mechanisms of reducing the latency of au-
dio-stream processing without losing the recognition ac-
curacy. The results of Whisper inference using CTranslate2
for the Turbo model are shown in Figure 4.
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\pythonProjectl\main.py

MeHi TpuHapguaTuX MUHanNo, A nac ArHATa 3a cenoM. Yu TO TaK COHEYKOo
ciano, UYu Tak MeHi yorocb 6yno. Meni Tak nwbo-nwb6o cTtano, He Haye B
bora. Yxe noknukanu no naw, A 8 cob6i y 6yp'sHi Monwcsa bory. I He

3Haw, 4oro,

ManeHbKoMy MeHi Toal Tak npusA3HO Monunocb. Yoro Tak

seceno 6yno? locnogHe He6o I ceno, fAArHA, 3paeTbca, Becenunocob, I
coHue rpino, He nexkno. Ta Heposro coHue rpino, Heposro Monunocsh,

3anekno, 3ayepsoHino, I paw 3ananuno. MoB NpPOKWHYBCH,
I Te noMepHino. MornsHys {8 Ha ArHaTa,

noyopHino, Boxe, He6o rony6ee,

Ceno

He Mol arHaTa, 06epHysca fa Ha xarTu, Hema B MeHe XxaTu. He pas MeHi
Bor Hiyoro, I XnuHynu cnbo3u, Taxki cnbo3u. A aisuyuHa npu camin

popo3i, Hepaneko Kono MeHe,

JNlockuHb Bubupana. Ta ¥ nouyna, llo s

nnavy. Mpuiwna, npusirtana, YTupana Mol cnbo3u I nouinysana. HeHaue
coHue 3aciano, HeHaye Bce Ha cBiTi cTano mMmoe, JlaHu, rai, caau,
XapTywuu norHanu Yyxi aruarta flo soau BpuaHa. A ¥ poci, aKk 3rapaw, To
cepue nnavye Ta 6onutb. Yomy locnogb He pas poxutb Manoro Biky Y Tim
paw? Ymep 6u Opwyu Ha Husi, Hivoro 6 y csirti He 3Has, He 6ys 6u B
ceiti Wpoausum Jlopen I Bora He npoknss.

4.984297275543213

Figure 4. Result of Whisper+CTranslate2 processing with the Turbo model

Source: compiled by the authors

For additional optimisation of the load distribution
between CPU and GPU, as well as for efficient encoding and
decoding of the audio signal, FFmpeg was used instead of
Whisper’s standard audio module. As a result of adaptation
of Whisper ASR to CTranslate2, the full processing cycle

Dedicated GPU memory usage

of the original audio file was reduced to 4.9 s. At the same
time, the maximum recognition accuracy (WER = 0) was
maintained, and the hardware resource consumption was
significantly reduced: 1.8 GB VRAM compared to 4.9 GB in
the standard configuration (Fig. 5).

6,0 GB

AR A

Shared GPU memory usage

Utilization Dedicated GPU memory
1% 1,8/6,0 GB

GPU memory Shared GPU memory
1,9/13,8 GB 01/7,8 GB

GPU Temperature
56°C

7,8 GB

Driver version:
Driver date:
DirectX version:
Physical location:

Hardware reserved mem...

Figure 5. Video card resource consumption Whisper+CTranslate2 with the Turbo model

Source: compiled by the authors

The results obtained confirm the effectiveness of us-
ing CTranslate2 as a tool for optimising transformer mod-
els for automatic speech recognition tasks, especially in
the context of reducing latency and hardware resource
requirements without losing quality. Reducing the pro-
cessing time from 8.5 to 4.9 s provides an almost 1.7-fold
system speedup without degrading recognition quality.
In addition, reducing video memory consumption from
4.9 GB to 1.8 GB allows the model to be used on a variety of
hardware platforms, including more affordable GPUs. This
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is important for situations where multiple audio streams
need to be processed in parallel, for example, when mon-
itoring different speech sources or creating multi-user
speech recognition systems.

Another advantage of CTranslate2 is the ability to
quantise the model. In this case, quantisation means re-
ducing the bit depth in which the model weights are rep-
resented, starting from the original format. This approach
is based on the assumption that the computational perfor-
mance of the model does not usually require high precision
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(e.g., FP32) during inference. Thus, reducing the precision
can lead to a small loss in recognition accuracy. Formally,
the quantisation process can be represented as a mapping
of values from the continuous space of real numbers to a
discrete integer space with limited bit width. This mapping
is described by relation (14):

Qq+R—>Z,xq=Qq(x),X:squ, (14)
where Q, + R — Z denotes the quantisation operator (Q,),
which maps values from the space of real numbers (R) into
the discrete (integer) space (Z); x — the initial real value of
the parameter or activation; X, - its quantised representa-
tion; s is the scale factor that restores the approximate
value in the original number space. The scale factor plays
a key role in reducing the approximation error and deter-
mines the trade-off between representation accuracy and
computational efficiency.

From the point of view of hardware implementa-
tion, the reduction in bit depth directly affects the cost
of performing basic linear algebraic operations, primarily
matrix multiplications, which dominate in transformer
architectures. If denoting the computational cost of an
operation in FP32 format as c, ., and in quantised format
as c,, then for large matrix operations the following ap-
proximation (15) is valid:

cqzycfpsz,ye(O.l), (15)
where the coefficient y reflects the relative reduction in
computational costs due to the use of smaller bit widths
and specialised vector instructions of the processor or GPU.
Similarly, reducing the bit widths of weights and interme-
diate tensors leads to a proportional reduction in memory
requirements, which can be expressed as (16):

Dedicated GPU memory usage

Shared GPU memory usage

Utilization
1,0/6,0 GB
1%
Shared GPU memory
GPU memory 01/7,8 GB
1,1/13,8 GB

GPU Temperature

54°C

Dedicated GPU memory

m = 6mfp32,

8€(0.1), (16)
where m,, and m_are the memory sizes required to store
parameters in FP32 and quantised formats, respectively.
Reducing the coefficient S\deltaé is especially important for
scenarios where models are deployed on devices with lim-
ited VRAM. Combining the effects of quantisation with the
optimisations achieved through the fusion of operations in
CTranslate2 allows formulating a generalised model of the
computational complexity of the optimised system. If the
basic complexity of the standard Whisper implementation
is denoted as C, _ (T, N, b) (formula (8)), then for the quan-

base

tised configuration (17):

CIE™(T,N,b) = ¥SikeCoase (T, N, b),

opt 17

where S;, = a corresponds to the effect of fusing oper-
ations, and y is an additional reduction in computational
cost due to quantisation.

Thus, the total performance gain is formed multiplica-
tively due to two independent optimisation mechanisms:
structural optimisation of the computational graph and re-
duction of numerical accuracy. The resulting formalisation
explains the experimentally observed reduction in inference
time and reduction in video memory consumption without
degrading the WER indicator. It also confirms the feasibili-
ty of using quantisation in combination with CTranslate2 as
an effective tool for adapting Whisper to real-time scenarios
and limited hardware resources. Figure 6 shows the VRAM
usage profile after the Whisper model transitions to a less
resource-intensive numeric format for representing param-
eters and activations. The reduction in GPU memory usage
compared to the standard full-bit (FP32/FP16) implementa-
tion is visually recorded, which indicates the effectiveness of
the applied quantisation or low-bit data representation.

6,0 GB

7,8 GB

Driver version:
Driver date:
DirectX version:
Physical location:

Hardware reserved mem...

Figure 6. Resource consumption of the Whisper+CTranslate2 video card
with the Turbo model and int8 float16 quantisation

Source: compiled by the authors
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The reduction in VRAM is directly related to the re-
duction in the size of the model parameters, intermediate
activation tensors and service buffers. The transition, for ex-
ample, from FP32 (32 bits) to INTS8 (8 bits) or FP16 (16 bits)
theoretically reduces memory costs by a factor of 4 or 2 for
each tensor, respectively. This not only reduces static memo-
ry consumption, but also significantly reduces dynamic costs
associated with data caching and transfer between levels of
the memory hierarchy (L2 cache, shared memory, global
memory GPU). From the point of view of system architec-
ture, this leads to a reduction in memory bandwidth pres-
sure, which is a critical bottleneck in transformer models,
where operations such as GEMM and attention dominate.
Thus, not only the fact of reducing VRAM consumption is
illustrated, but also a fundamental change in the calculation

\pythonProjectl\main.py

profile: the model moves from memory-bound mode clos-
er to compute-bound, which is desirable from the point of
view of optimising performance. At the same time, Figure 7
presents the result of the Whisper automatic speech recog-
nition system in the Turbo configuration after integrating
CTranslate2 and applying hybrid quantisation int8 float16.
The result demonstrates correct text transcription of the
input audio signal, which indicates the preservation of se-
mantic and lexical recognition accuracy under conditions of
a significant reduction in computational and memory costs.
The actual processing time of the audio file in this configu-
ration was 3.8 s, which is the lowest value among all the op-
tions studied. At the same time, the Word Error Rate (WER)
indicator remained equal to 0, i.e., quantisation and optimi-
sation did not lead to degradation of the recognition quality.

MeHi TpuHapusiTWA MUHanNo. A mac SrHATa 3a CefoM. Yu TOo TakK COHEYKOo

ciano? Yn Tak MeH1 yorocb b6yno? MeHi Tak nwbo-nwbo cTano, He Haye B
Bora. Ywxe moknukanu po naw, a 8 cobi y 6yp'aHi monwcs bory. I He

3Haw, 4oro.

ManeHbKoOMy MeH1 Toai Tak npusasHo Monunocb. Yoro Tak

Beceno 6yno? locnogHe Hebo i ceno. ArHA, 3paeTbcsd, Becenwnocb. I

COHUe rpino, He nekno. Ta HEAOBro COHUe rpino, HeLOBro MOMMIOCH.

3anekno, 3ayepBoHino i pad sananuno. MoB MPOKWHYBCS, AUBIKCH.

Ceno

noyopHino. boxe, He6o ronybee i Te nomepHino. MornsHyB f Ha ArHATa.
He mMoi srusita. 06epHyBcs 9 Ha xaTw. Hema B mMeHe xaTu. He pgaB MeHi

Bor Hiyoro. I xnuHynu cnbo3u. TawKi cnbo3u. A giBuYMHa npw camii

A0p031 Hepaneko Kono MeHe

JlockiHb BuBMpana. Ta i noyyna, wo «

nnayvy. Mpuiwna. MNpueiTana. YTupana Mol cnbosu. I nouinyesana. He Haue

coHue 3aciano. He Haye Bce Ha cBiTi cTano Moe. JlaHu,

rai, cagu.

KapTywun norHanu 4yxi ArHAaTa go Bogu. bpupgHa. A 1 poci, sk 3rapgaw,

To cepue nnaye Ta 6onuTtb. YoMy locnogb He faB AOKWTb Manoro BiKy y

TimM paw? Ymep 6w, opwoyn Ha HMBL. Hivyoro 6 y cBiTi He 3HaB. He 6yB 6u

B CBiTi
3.8336899280548096

OpopuBuM. Jogein i bora He MPoOKAsB.

Figure 7. Result of Whisper+CTranslate2 processing with Turbo model and int8 float16 quantisation

Source: compiled by the authors

The achieved effect is due to the use of the hybrid
numerical format int8 float16, in which the weights of
the neural network are stored in the 8-bit int8 format,
and the intermediate activations and calculations are
performed in the 16-bit float16 format. This approach re-
duces the amount of memory for storing the model and
the number of accesses to global memory, while main-
taining sufficient dynamic range and numerical stability
for multilayer transformer calculations. Figure 8 demon-
strated the practical suitability of the optimised Whisper
configuration for scenarios focused on real-time or mul-
tithreaded audio data processing, as well as for use on
edge devices with limited hardware resources. Reduced
VRAM consumption allows the system to scale with-
out additional costs for high-performance GPUs, which
makes this implementation effective for streaming ASR
services, multilingual platforms, and information space
monitoring systems.
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Comprehensive comparison

of audio stream processing configurations

In the experiment, the standard Whisper provided the
maximum recognition accuracy (WER =0), but was charac-
terised by a high processing time for one audio file (8.5 s)
and significant VRAM consumption (4.9 GB). The results
showed that with such a configuration, the implementa-
tion is resource-intensive and limits the system’s scala-
bility on hardware with limited video memory. The visual-
isation of the resource consumption profile demonstrates
a stable GPU load level with peak values during encoder
and decoder calculations, which indicates significant costs
for processing large tensor operations. Optimisation using
CTranslate2 allowed significantly reducing both audio pro-
cessing time and memory consumption. Thanks to opera-
tor fusion and optimised kernels, and more efficient data
caching, the transcription time was almost halved to 4.9 s,
while VRAM usage decreased to 1.8 GB. At the internal
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architecture level, this was achieved by consolidating tensor
operations, which reduced the number of memory accesses
and the overhead of communication between the GPU core
and RAM, which was confirmed by graphical profiling.
Additional quantisation of the model to the int8_
float16 format demonstrated a further increase in efficien-
cy. The weights of the neural network were converted to an
8-bit integer format, while the intermediate calculations
remained in the float16 format, which provided the optimal
balance between accuracy and performance. As a result, the

processing time was reduced to 3.8 s, and the amount of
VRAM consumed was reduced to 1 GB. This configuration
also supported a zero WER, indicating that there was no
loss of accuracy when applying resource-saving optimisa-
tions. To summarise the results, Table 2 was formed, which
displays the main performance and resource usage metrics
for each configuration. The data demonstrate a clear cor-
relation between the level of optimisation and the reduc-
tion in hardware costs, as well as a clear increase in perfor-
mance while maintaining maximum recognition accuracy.

Table 2. Comparison of Whisper configurations by key metrics

Configuration Processing time, s VRAM, GB WER Acceleration, x VRAM reduction, x
Standard Whisper 8.5 4.9 0 1 1
Whisper + CTranslate2 49 1.8 0 1.7 2.7
Whisper + CTranslate2 +
quantisation 38 1 0 22 4.9

Source: compiled by the authors

Analysis of the table demonstrates a clear correlation
between the level of optimisation of the Whisper system
and its performance, while also reflecting the effectiveness
of resource-saving strategies. Comparison of configura-
tions shows that the use of CTranslate2 provides a signifi-
cant reduction in processing time and VRAM consumption
without loss of accuracy, which indicates optimisation of
calculations and reduction of overhead for memory access.
Additional quantisation in the int8 float16 format not only
continued the trend of reducing hardware requirements,
but also demonstrated that it is possible to achieve sig-
nificant processing acceleration while maintaining a zero
WER, that is, without compromising recognition quality.

Synthesising these data, it is worth concluding that
optimisation through CTranslate2 and quantisation does
not simply reduce resource consumption, but changes the

8.5

O = NWHhUUIO N O

Standard Whisper

architectural efficiency of calculations: the combination of
tensor operations and the reduction of the amount of pro-
cessed data allows achieving acceleration by more than two
times while simultaneously reducing video memory con-
sumption by almost five times. This highlights the strategic
importance of combined approaches, where core-level op-
timisation is combined with numerical downscaling tech-
niques, providing a high-performance and resource-effi-
cient environment for automatic speech recognition. At
the same time, this configuration opens up opportunities
for scaling on devices with limited computing power and
VRAM, making the system more versatile and suitable for
real-world implementation in edge computing and audio
streaming environments. Figure 8 presents a graphical
summary of the relationship between processing time and
VRAM consumption for the three configurations.

=== Processing time, sec
e \/RAM, GB

3.8

1.8

Whisper + CTranslate2

1

Whisper + CTranslate2 +
guantisation

Figure 8. Dependence between audio processing time and VRAM consumption for three Whisper configurations

Source: compiled by the authors

The graph clearly demonstrates that the use of
CTranslate2 and quantisation provides two key advantag-
es: significant acceleration of transcription and a signifi-
cant reduction in hardware resource requirements, while
the recognition accuracy is not reduced. This approach al-
lows for more flexible scaling of the system, ensuring its
operation on limited hardware platforms, and supporting
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parallel processing of multiple audio streams, which is crit-
ical for multi-user and edge scenarios. Thus, a comprehen-
sive comparison of the configurations confirmed the effec-
tiveness of the step-by-step optimisations of Whisper, and
also provided quantitative and visual arguments in favour
of integrating CTranslate2 and quantisation for high-per-
formance automatic speech recognition tasks.
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Discussion

The obtained results confirm the trend towards intensive
development of Whisper-type model optimisation ap-
proaches for real-time scenarios and resource-constrained
environments. In particular, the recorded reduction in in-
ference time and memory consumption without loss of ac-
curacy is consistent with the current direction of research
focused on increasing the computational efficiency of ASR
systems. Thus, the empirical data obtained within the
framework of the current study not only demonstrate the
practical feasibility of the applied optimisations, but also
confirm that the adaptation of Whisper to edge- and near-
real-time scenarios is a technically justified and method-
ologically sound strategy for the development of modern
automatic speech recognition systems. In order to objec-
tively interpret the obtained results, the findings should be
correlated with the work of other authors who studied the
issue of increasing the efficiency of speech systems.

Thus, in the work of Y. Moslem et al. (2025), the
SpeechT system is described, which used mentoring ses-
sion techniques to increase the accuracy of speech trans-
lation. The authors showed that the performance of the
system depended on the quality of data preparation and
the training structure. Compared with the present results,
the use of CTranslate2 and quantisation allowed reducing
the processing time and peak VRAM consumption without
losing accuracy, which was not achieved in the work by
Y. Moslem et al. In turn, J. Ala-Rantala (2025) presented a
system for generating visual content based on voice com-
mands with low latency, demonstrating the advantages of
optimised pipelines and minimising latency. Compared
with the conducted study, these results partially aligned
with the current processing time indicator, however, the
models used were generative and did not take into account
the specifics of ASR.

Methods of selecting and filtering audio data for effec-
tive further training of ASR models, which increased accu-
racy in highly specialised domains, were applied by P. Ran-
gappa et al. (2025). The authors focused on data quality for
fine-tuning, while the conducted study focused on optimis-
ing inference and reducing the load on the hardware. There-
fore, although the accuracy (WER) indicators were similar,
the processing time and resource consumption were signif-
icantly different. At the same time, A. Znotins et al. (2025)
presented an open LATE toolkit for Latvian and Latgalian,
which allowed for high-accuracy transcription of low-re-
source languages. The study showed a significant impact of
high-quality corpus preparation on transcription accuracy.
Compared with the present study, the authors’ WER results
were similar for well-prepared audio data, but the use of
CTranslate2 and quantisation provided a significant reduc-
tion in processing time and peak VRAM consumption.

In the thesis of S. Kim (2024), a full-stack approach for
efficient inference of deep models was presented, which
included hardware optimisation, improved memory man-
agement, and parallelisation of calculations. The author
proved that a comprehensive combination of hardware
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and software optimisations allows achieving a significant
reduction in processing time and power consumption with-
out loss of accuracy. Compared with the present study, the
application of CTranslate2 for Whisper Turbo provided
a similar reduction in inference time and VRAM, but the
absolute processing times were higher, which is explained
by the less optimised hardware configuration in the test
environment and different audio characteristics. At the
same time, the V-APA system, which uses voice commands
to automate business processes, is presented in the study
of M.H. Hwang et al. (2026). The authors noted the critical
dependence of the system performance on the speed and
accuracy of ASR, especially in real-time scenarios. The re-
sults obtained partially confirmed these conclusions: the
integration of Whisper with CTranslate2 and quantisation
reduced the inference time and peak VRAM consumption,
which could potentially improve the efficiency of systems
like V-APA. However, direct correlation of recognition ac-
curacy (WER) was limited due to different language con-
texts and the specificity of the audio data.

A. Menshawy & M. Fahmy (2025) reviewed strategies
and patterns for designing large language models in an
enterprise environment. The authors emphasised the im-
portance of optimising models to ensure a balance between
accuracy, speed, and resource costs. The results obtained di-
rectly correlate with this approach: the use of CTranslate2
and quantisation allowed increasing the performance of
Whisper without losing transcription quality. At the same
time, in the enterprise context described by A. Menshawy &
M. Fahmy, the focus was on integration into large systems
and scalability, while the current study was local. Trans-
former optimisation techniques for low-latency inference,
including the use of hardware acceleration, changes in layer
architecture, and code optimisations, were explored in the
work by A. Kasoju & T. Vishwakarma (2025). The authors
showed that properly selected optimisations can signif-
icantly reduce processing time without losing accuracy.
Their results correlate with current observations of reduced
inference time using CTranslate2 and quantisation, which
confirmed the effectiveness of hardware-software optimi-
sations. L. Zhang et al. (2025) proposed LoRA-INT8 Whis-
per, a framework for Cantonese language recognition on
edge devices with low resource costs. The authors demon-
strated that quantisation to INT8 combined with LoRA lay-
er dimensionality reduction allows for real-time processing
under limited resources, with minimal loss of accuracy. The
current study also noted a reduction in inference time and
peak VRAM consumption during quantisation, but the WER
in the experiments remained zero. These differences can be
explained by differences in audio file types.

A.Orhonetal. (2025) presented WhisperKit, a real-time
solution on user devices using billion-scale transformers.
The authors focused on efficient memory organisation
and parallel batch processing to achieve low latency while
maintaining high accuracy. They showed that architectur-
al optimisations and hardware integration critically affect
performance. At the same time, the obtained results of
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current study for WER were somewhat inconsistent: the
current audio file was shorter, with different noise charac-
teristics, which led to zero recognition error rates, although
the inference performance (processing time and VRAM)
was consistent. N. Wang et al. (2022) proposed a compre-
hensive approach to deep transformer compression, in-
cluding pruning, quantisation, and knowledge distillation.
The researchers showed that the combination of these
methods allows reducing the model size by more than 70%,
while maintaining close to the original accuracy on stand-
ard FFMpeg tasks. Compared to the conducted study, the
application of Whisper Turbo quantisation also reduced
the model size and VRAM, increasing the inference speed.

S.M. Ebrahimipour et al. (2025) focused on latency-ori-
ented pruning and quantisation of self-trained transformers
for edge devices. The authors showed that the combination
of these methods allows for a significant reduction in infer-
ence time and memory consumption without a critical de-
crease in accuracy. Quantisation in the study also reduced
processing time by 20-30% and reduced VRAM. The publi-
cation of S. Khadse (2025) analysed the prospects for using
small language models and resource-saving artificial intelli-
gence technologies for edge deployment. The author empha-
sised that model compression, computational optimisation,
and adaptation to local devices critically affect performance,
which confirms the validity of the experiments with CTrans-
late2 and quantisation. At the same time, the author noted
that excessive compression can reduce recognition quali-
ty, which is consistent with current observations: optimal
quantisation parameters allowed balancing performance
and WER, while a more aggressive reduction in model accu-
racy led to a significant deterioration in recognition.

In the article by V. Potocnik et al. (2024), it was shown
that optimising the inference of foundation models on
a multicore Reduced Instruction Set Computer, version
Five (RISC-V) platform with numerous small cores allows
achieving high performance at low energy costs. The au-
thors used specialised distributed inference algorithms and
optimised libraries to manage calculations on microcores.
Compared with the conducted study, the results confirmed
the effectiveness of inference optimisation to reduce pro-
cessing time and reduce energy consumption. However, in
the current experiment, the absolute values of inference
time on GPU were higher, which is explained by the dif-
ference in hardware architectures: RISC-V with numerous
small cores provides parallel processing, while these tests
were performed on a standard GPU platform with a smaller
number of threads for simultaneous calculation.

In turn, M.M. Kalhoro & M. Masab (2025) investigated
lightweight online ASR methods, emphasising the impor-
tance of increasing the attention of the model for real-time
recognition accuracy. The authors showed that even a small
improvement in attention mechanisms can reduce WER
and improve recognition stability on complex audio, in
particular in noisy conditions. At the same time, R. Vergal-
lo et al. (2025) performed a large-scale evaluation of quan-
tisation to reduce the energy footprint of deep learning
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models. The researchers showed that 8-16-bit quantisation
schemes significantly reduce energy consumption without
significant loss of accuracy on supervised datasets. The re-
sults obtained are partially correlated: a decrease in VRAM
and inference time was recorded for Whisper Turbo quan-
tisation. This discrepancy is explained by differences in the
test cases, since the experiments included real audio files
with different noise backgrounds and accents, which com-
plicated the recognition accuracy.

C. Wu et al. (2025) showed that quantisation, pruning,
and specialised inference engines are critical for practical
implementation of real-time ASR. These findings correlate
with the current results: using CTranslate2 together with
int8/FP16 quantisation significantly reduced inference time
and memory consumption without a proportional increase
in computational complexity. In turn, C. Feng et al. (2025)
showed that when quantising to 8 bits, a significant re-
duction in computational costs and memory size can be
achieved without a significant loss of accuracy, while with a
more aggressive reduction in bit depth (4/3 bits), the recog-
nition error increases markedly. Compared to the conduct-
ed study, where the use of hybrid quantisation int8 float16
and optimisation via CTranslate2 allowed reducing the in-
ference time and the consumption of video memory while
maintaining a zero WER, the authors’ work confirmed the
key trend: 8-bit quantisation is an effective compromise
between speed and accuracy. Thus, the comparison showed
that the results of the conducted study generally correlate
with the conclusions of other authors on the effective-
ness of inference optimisation and quantisation to reduce
processing time and resources. At the same time, discrep-
ancies in recognition accuracy are explained by different
testing conditions, the nature of the audio and hardware
platforms, which emphasises the need for a comprehensive
approach when evaluating the performance of ASR models
in different usage scenarios.

Conclusions

This paper investigated the effectiveness of optimizing
the Whisper speech recognition system through the inte-
gration of CTranslate2 and hybrid quantisation to reduce
inference time and lower video memory requirements on
GPUs with limited resources. The experiments showed that
the basic Whisper Turbo configuration with the standard
Python-pipeline and CUDA provided the maximum quality
of speech recognition (WER = 0), but was characterised by
a significant inference delay (8.5 s per audio file) and high
video memory consumption (4.9 GB). Such indicators sig-
nificantly limited the scalability of the system and its practi-
cal use on GPUs with limited VRAM, especially in real-time
scenarios and parallel processing of audio streams. The in-
tegration of CTranslate2 allowed optimising the computa-
tional pipeline through operator fusion and more efficient
memory management. In this configuration, the inference
time was reduced to 4.9 s, and the VRAM consumption was
reduced to 1.8 GB, which corresponds to approximately
1.7-fold acceleration and a reduction in memory costs by
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almost 63% compared to the basic implementation. Impor-
tantly, these optimisations did not degrade the recognition
quality, as the WER remained zero. Further application of
hybrid quantisation int8 float16 provided additional effi-
ciency gains: processing time was reduced to 3.8 s, and vid-
eo memory use was reduced to 1 GB. Taken together, this
resulted in an overall speedup of about 2.2x and an almost
fivefold reduction in VRAM requirements (4.9x) compared
to the standard Whisper configuration, while maintaining
WER = 0. Analysis of architectural features confirmed that
the main contribution to latency is the quadratic complex-
ity of self-attention in the encoder and the autoregressive
decoder with cross-attention, further complicated by beam
search. The optimised CTranslate2 backend reduced the
overhead of memory access and the number of interme-
diate tensor operations, while quantisation reduced the
amount of data transferred and the computational cost of
matrix multiplications.

The study was limited to using a single high-quality
audio file, assessing accuracy only by the WER indicator,
and testing on a single hardware platform, which does not

allow fully generalising the results to different recording
conditions, types of errors, and classes of computing de-
vices. In future studies, it is important to expand the audio
dataset, in particular by adding noisy recordings, which will
allow assessing the robustness of the models to noise in-
fluences. In addition, it is necessary to compare the results
obtained using different computational libraries and quan-
tisation schemes to identify the most effective approaches.
It is also necessary to assess the impact of optimisations
on more complex tasks, such as semantic classification and
tone analysis, where even minor errors in transcription can
significantly affect the accuracy of message interpretation.
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AHoOTALiA. AKTYa/nbHICTh JOCTIIKEHHS IOJISAra€ B HEOOXiMHOCTI MiABMINUTM IMPOSYKTMUBHICTh i MacumTaboBaHiCTh
CUCTEM aBTOMAaTUYHOT'O PO3Ii3HABAHHSI MOBJIEHHSI Ha MPUCTPOSIX i3 06MeskeHMMM pecypcaMu, 0 06YMOBIIIOE METy
pobotu - ontumizyBatu Whisper 3a gomomoroio interpaiii CTranslate2 mis mpuckopeHHs o6umciaeHb Ta FFmpeg
s yHipikoBaHOI migroroBku aymiomaHux. EKcriepyMeHTabHi JOCTiIKEHHST ITPOBOIMIINCS 3 BUKOPUCTAHHSIM MO ei
Whisper Turbo Ha rpadiunomy mpouecopi 3 migTpumMkoro ratdopmu ob6unciaeHb Compute Unified Device Architecture.
IMopiBHIOBanMMCcsl 6a30BuUit KOHBeep Ha MOBi mporpamyBaHHsS Python, omTuMmizoBaHWMitT MexaHi3M BMKOHAHHS
indepency uepes CTranslate2 ta xoHdiryparis 3 ribpuaHoo kBaHTu3alieo y ¢opmati int8 floatl6. EdbexTuBHiCTD
OIliHIOBaJIacs 3a MOKa3HMKaMM Yacy BUKOHaHHS nepenbauyeHHs (iHpepeHCy), BUROPUCTAHHS Bileornam siTi Ta TOYHOCTI
aBTOMATMYHOTO po3mizHaBaHHs MoBieHHs (Word Error Rate). EkcrieprMeHTanbHI pe3yabTaTu MoKasasu, o 6a3oBa
KoH(irypauiss Whisper Turbo 3abesneuyBasia MakcuMMaabHy TOYHiCTh po3mizHaBaHHs (Word Error Rate = 0), omHak
XapaKTepu3yBajaacs BYCOKOKI 3aTPUMKOK iHdepeHcy (8,5 ¢ Ha aymiodaiin) i 3HAUHMM CITOXMBAHHSIM BiJeomam sTi
(4,9 TB). InTerparis CTranslate2 ckopoTuia yac 06po6Ku 10 4,9 ¢ (mpuckopeHHsI 1,7x) Ta 3MeHIINIa BUKOPUCTAHHS
Video Random Access Memory 1o 1,8 I'b (-63 %) 6e3 BTpatu sskocTi. [Togasbiiie 3aCTOCYBaHHS riOpUAHOI KBaHTU3allil
int8_float16 3a6e3mneunsio sHVKeHHS yacy iHpepeHcy 10 3,8 ¢ i ckopoueHHsI crioxkuBaHHs am’s1Ti 7o 1 I'B, mo Bignosinae
3arajJibHOMy IPUCKOPEHHIO O/M3bKO 2,2x Ta Maitke ISATUKpaTHOMY (4,9%) 3MeHIIeHHI0O BuUMOT o Video Random
Access Memory MopiBHSIHO 3i cTaHAapTHOMW peasisaiieto, mpu He3amiHHoMy Word Error Rate=0. OtpumaHi pe3ynbraTu
nigTBepauau edekTuBHiCTh oeqHaHHs CTranslate2 i ri6puaHoi KBaHTU3aIii A/ MOOYIOBM BUCOKOIPOAYKTUBHUX
cucrteM Automatic Speech Recognition peasbHOrOo uYacy 6e3 KOMIIPOMiCY B TOYHOCTi. BMCHOBKM MiAgTBepamIn
MPaKTUYHY MPUIATHICTb 3alPOMOHOBAHOI KOHGiryparii mjis 6araTokOpUCTyBalbKUX cepBiciB i edge-ciieHapiiB 6e3
KOMIIPOMiCy MiK LIBMIKICTIO Ta TOUHiCTIO. Pe3ynbTaTu AOCHiIKeHHS MOXYTb OYTM BUKOPUCTAaHI PO3POOHMKAMMU
CUCTEM aBTOMATMYHOTO PO3I1i3HABAHHS MOBJIEHHSI IJIs ONITUMIi3allii Mozesnei Ha rpadivyHMX Mpoliecopax 3 06MexkeHUM
06cSroM rmam’siTi, KOMITaHisIMM, 1110 HaJal0Th ITOTOKOBI ay/io- Ta 6araTOKOPMUCTYBaIlbKi cepBicu

KniouoBi crnoBa: kBaHTM3allisl; aBTOMaTMyYHe PO3Ii3HABAHHA MOBJIEHHS; (’I03yBaHHS OIEPATOPiB; Bimeornam’siTh;
pecypcoedeKTUBHICTh
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Abstract. The growing complexity of distributed Continuous Integration/Continuous Delivery (CI/CD) systems, and the
limited scalability and stability of conventional heuristic methods for test prioritisation, necessitates the investigation
of alternative methods of optimising the testing process. The purpose of this research was to determine the features of
using AI methods for test prioritisation and to suggest an approach for integrating AI methods into automated testing
processes. The research involved a comparative analysis of intelligent and hybrid methods for test prioritisation in
distributed systems, using the APFD and APFDc metrics. The results of the study show the advantage of intelligent and
hybrid approaches to test prioritisation over conventional heuristics. The random approach to test prioritisation proved
to be the least efficient, achieving an APFD of approximately 0.51. More sophisticated heuristic approaches increased
the APFD to around 0.62. Population-based methods increased the APFD to approximately 0.72. Using machine learning
methods increased the APFD to about 0.76. The best results were achieved by using hybrid methods that combined
machine learning and PSO. The APFD in this case reached 0.81, and the execution time for test suites decreased by nearly
45%. These results confirm that the integration of AI methods into the testing process is suitable for distributed CI/CD
systems. The results of this study can be used by software developers, QA teams and engineers to optimise the testing
processes in distributed systems

Keywords: intelligent algorithms; machine learning; hybrid methods; optimisation algorithms; scalability; testing
efficiency

Introduction

With the growing complexity of distributed systems and
the intensive use of Continuous Integration/Continuous
Delivery (CI/CD) methodologies, there is a clear need to ef-
fectively manage the order in which the test suites are ex-
ecuted. The conventional heuristics-based approaches to
managing this process are outdated, and the need for more
sophisticated algorithms is evident. The use of intelligent
algorithms and hybrid models that use machine learning
techniques can provide a more efficient solution to this
problem. By using historical data and other relevant fac-
tors, such as the number of defects likely to be introduced
by a particular test, the system can better decide which
tests to execute and in what order.

In contemporary Ukrainian and international academic
discourse, studies devoted to the application of artificial in-
telligence (Al) in software testing increasingly focus on the
optimisation of test case generation processes and test pri-
oritisation, which improves the efficiency of CI/CD systems.
R. Khrabatyn et al. (2024) presented a detailed analysis of
approaches to automated test case generation based on
system behaviour models that increase software quality and
reduce the time required for defect detection. Researchers
indicated that the integration of machine learning meth-
ods into the testing process supported defect predic-
tion and the formation of an optimal sequence of tests,
which improved the efficiency of software quality control.
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Ya. Pyrih et al. (2023) emphasised the application of mul-
ti-criteria genetic optimisation in distributed computing
environments for neural network synthesis, which relates
directly to optimisation of the order of test execution and
resource efficiency of CI/CD pipelines. Researchers demon-
strated that the combination of evolutionary algorithms
with analysis of resource constraints produced a synergistic
effect in scalable environments. Another perspective ap-
peared in the study by A. Trifunova et al. (2024), which ex-
amined the application of Al in software quality assurance
and emphasised the role of intelligent algorithms in defect
prediction and optimisation of test prioritisation. The re-
searchers noted that the use of hybrid models ensured rapid
detection of critical defects and stable results during the
testing of distributed systems. Consequently, the analysis of
Ukrainian scientific sources confirms the integration of ar-
tificial intelligence into the testing process and as a means
of optimising distributed systems.

D. Amalfitano et al. (2023) presented a broader synthe-
sis of the application of artificial intelligence in software
testing. The authors conducted a tertiary analysis of the
literature and provided a systematic review of the trends in
the development of the field. One of the main conclusions
presented by the researchers was that machine learning
and hybrid approaches are gradually replacing classical ap-
proaches to testing. This is primarily due to the fact that
these approaches can better adapt to the complexities of
distributed systems and automated software testing. F.S. Pr-
ity (2023) conducted a systematic review of the development
of artificial intelligence approaches to the prioritisation of
software tests. The results of the study demonstrated that
the implementation of models based on defect prediction
and the ranking of testing procedures according to the cri-
teria identified allowed for a significant reduction in the
time required to complete the testing process. P.S. Mohap-
atra (2025) conducted a monographic study of the role of Al
in the automated generation of test cases. The main result
of the study was that the integration of artificial intelligence
and automated methods into the development and manage-
ment of test cases reduces the dependency on manual test-
ing procedures. The researcher also paid particular attention
to the link between automated test case generation and the
subsequent prioritisation of those test cases.

R. Pan et al. (2022) conducted another systematic re-
view of the application of machine learning methods in the
selection and prioritisation of software tests. The main re-
sult of the research is that machine learning methods are
indeed able to effectively use historical data on executed
tests and found defects to predict the informativeness of
proposed tests. However, the results of such applications
also depend on the architecture of the software system be-
ing tested, the size of the test suites, and the quality of the
data used during training. S. Tahvili & L. Hatvani (2022)
conducted a monographic study of Al methods in the op-
timisation of software testing processes. The researchers
provided a detailed examination of the use of heuristic and
evolutionary algorithms and machine learning methods for

126

the selection, reduction, and prioritisation of test suites.
Particular attention was paid to the formalisation of these
testing tasks as optimisation problems and to their imple-
mentation in practice.

H.V. Pandhare (2025) outlined areas in the develop-
ment of automated testing with the use of AI/ML (Machine
Learning) within contemporary software development life
cycles. The researcher analysed the transition from scenar-
io-oriented automation to adaptive models capable of up-
dating test artefacts independently through historical data,
logs, and code changes. The study also addressed the scal-
ing of Al solutions in large and geographically distributed
teams. A. Enemosah (2025) examined the application of
Al-oriented predictive models in DevOps CI/CD pipelines.
The researcher demonstrated how machine-learning-based
analytics support the prediction of build failures, optimi-
sation of test execution sequences, and decision-making
related to deployment. The study connected testing au-
tomation with the broader context of software life-cycle
management in distributed production environments.
S. Kumar (2023) presented a systematic analysis of testing
models and methods for their optimisation, with attention
directed towards the efficiency of different strategies of
test selection and ordering in distributed environments.
The researcher noted that integration of algorithmic ap-
proaches with conventional models substantially reduces
execution time of test suites and increases defect coverage,
which directly corresponds with the need to adapt Al-ori-
ented solutions for international software projects.

Previous research concentrates primarily on the appli-
cation of Al methods for optimisation of particular aspects
of the software testing process, including automation of test
generation, defect prediction, or general optimisation of CI/
CD pipelines. The issue of test prioritisation in distributed
systems within international software production remains
insufficiently systematised in the literature, although such
systems combine heterogeneous execution environments,
different quality standards, asynchronous development
processes, and constraints on computational and temporal
resources. The influence of Al-oriented test prioritisation
on the coherence of decision-making between teams and
on the reproducibility of testing results in scalable environ-
ments also remains only fragmentarily examined. The pur-
pose of the study was to determine the effectiveness of Al
methods for test prioritisation in distributed systems of in-
ternational software production while accounting for archi-
tectural, organisational, and process characteristics of such
systems, and to formulate a generalised approach to inte-
gration of Al models into contemporary testing processes.
The objectives include comparison of results across different
configurations of distributed environments and quantitative
evaluation of the stability of prioritisation indicators under
variable workload and asynchronous development.

Materials and Methods
The study employed an empirical comparative design and
was conducted during 2024-2025 through experimental
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execution of test prioritisation algorithms in CI/CD envi-
ronments. The empirical study relied on both Ukrainian
and international software projects operating in distributed
environments, which enabled the evaluation of the effec-
tiveness of test prioritisation algorithms based on AI meth-
ods. Ukrainian projects consisted of client-server systems
and microservice solutions of medium and large scale, with
test suites ranging from 2,000 to 12,000 units. Internation-
al projects included open-source software systems based
on Java and Python, including Apache Kafka, the Jenkins
Pipeline for CI/CD automation, and several microservice
projects from GitHub that contained large sets of automat-
ed tests (1,000-50,000), representative of contemporary
international CI/CD practices. Project selection reflected
the intention to cover different architectural and organi-
sational development scenarios and to ensure comparabil-
ity of results across environments with different levels of
scale and complexity of CI/CD processes. All experiments
were executed in a distributed environment using clusters
based on Linux servers, where the number of computational
nodes varied from one to thirty-two. Scaling in the number
of nodes allowed evaluation of the influence of parallel and
distributed execution of tests on the performance of prior-
itisation algorithms, stability of results, and computational
resource costs, and also enabled verification of algorithm
effectiveness under different CI/CD configurations.

Three classes of datasets were constructed for the evalua-
tion of the effectiveness of test prioritisation algorithms. The
first class included Ukrainian distributed projects, which al-
lowed evaluation of algorithms under real local development
conditions. The second class consisted of international open-
source projects, which ensured examination of algorithm
scalability in complex CI/CD scenarios. The third class con-
tained synthetically modelled datasets with different levels
of defect proneness and test execution time, which allowed
isolation of the influence of individual algorithm parame-
ters and examination of model behaviour during scaling to
20,000 test units. Synthetic datasets were generated through
Python scripts with variation in defect proneness introduced
through random distribution of defect-informative tests cor-
related with test types and code coverage. Each dataset was
profiled according to test execution time, historical probabil-
ity of defect detection, criticality for business logic, degree of
code coverage, and interrelationships between tests.

All test prioritisation methods were grouped into six
coherent classes: (1) heuristic approaches (random pri-
oritisation, sorting by coverage and execution time), (2)
Genetic Algorithm (GA), (3) Particle Swarm Optimisation
(PSO), (4) machine learning methods (Random Forest
and gradient boosting), (5) Reinforcement Learning (RL)
methods based on Q-learning, and (6) hybrid approaches
combining ML with PSO. In the tables presenting resource
characteristics, the ML and RL classes were reported sep-
arately, whereas hybrid Al corresponded to the combina-
tion of ML + PSO. Deep Learning (DL) models were applied
as an alternative implementation of the ML class for the
evaluation of computational costs and were not considered
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a separate class in the comparison of Average Percentage
of Faults Detected (APFD) and Cost-cognizant Average Per-
centage of Faults Detected (APFDc).

The infrastructure consisted of clusters based on Li-
nux servers equipped with 16-64 computational cores and
128-512 GB of random-access memory, together with Sol-
id-State Drive (SSD) storage, which ensured accelerated
access to build artefacts and minimised delays during par-
allel test execution. The life cycle of CI/CD was modelled
in Jenkins and GitLab CI. Both these platforms allowed for
the reproduction of the steps that occur in parallel within
a microservice architecture. This enabled the evaluation of
the algorithmic efficiency in relation to the distribution of
tests across different nodes.

At the initial stage, profiling of test suites takes place.
During this step, metrics such as the probability of detect-
ing a defect in a test, the time it takes to execute each test,
and the criticality of each test are established. The identifi-
cation of defects in real projects uses data from issue-track-
ing systems (such as Jira and GitHub Issues) and the results
of previous test runs. A test that discovers many defects
in a codebase is said to be informative about defects. This
data forms the input parameters for the machine-learning
algorithms. The initialisation of these algorithms consists
of fixing the hyperparameters of the model. Sequences of
tests are generated for the initial execution of test suites.
Each test suite was executed at least thirty times. A total
of thirty iterations of each algorithm were performed. As a
result, average values for the APFD and APFDc metrics and
the time taken to execute the tests could be calculated. The
time taken to detect critical defects at a rate of 50%, 75%,
and 90% of critical defects could also be calculated.

The effectiveness of the algorithms could be evaluat-
ed using two main metrics, APFD and APFDc, as well as
several other metrics. APFD stands for Average Priority for
Defects. APFD is a metric that measures the rate at which
defects are detected early in the test suite. Mathematically,
APFD is calculated as (1):

APFD =1 2=ty -,

= <1>
where n — the total number of tests; m — the number of de-
fects; T, - the position of the first test that detects the i-th
defect within the ordered suite.

The APFD value ranges between 0 and 1. High APFD
values (closer to 1) indicate that the tests are effective-
ly prioritised and that most defects are detected early in
the execution. Low APFD values (closer to 0) indicate in-
efficient test case prioritisation. APFDc, or cost-cognisant
APFD, also considers the execution time of tests. The
APFDc measure is given in (2):

2_1 DefectDetectionTime;

APFDc = 2=t , (2)

TotalTestTime'm

where DefectDetectionTime, — the time required to detect
the i-th defect; TotalTestTime — the cumulative execution
time of all tests.
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The high values of APFDc indicate that the algorithm
can detect defects rapidly and with minimal time expend-
iture. The analysis also looked into temporal indicators,
such as the absolute and relative reduction of the time re-
quired to reach 50%, 77%, and 90% of the time required
to detect all defects. The consumption of CPU resources,
random-access memory, and other computational resourc-
es was also evaluated. Algorithm stability was assessed
through the standard deviation of APFD and APFDc val-
ues across repeated iterations, whereas scalability was
analysed through changes in performance associated with
increases in the number of tests and nodes within the dis-
tributed system.

Comprehensive evaluation of the effectiveness of test
prioritisation algorithms relied on averaged APFD and APF-
Dc values in combination with temporal and resource char-
acteristics. Relationships between algorithmic complexity,
growth of metric values, and resource expenditure were
examined through correlation analysis. Linear multiple
regression was applied for the evaluation of the influence
of project architecture, the degree of node distribution,
and the structure of test suites. Dependent variables were
APFD and APFDc, whereas independent variables includ-
ed architecture type (monolithic, microservice, hybrid),
number of nodes, suite size, mean test execution time, and
historical defect proneness. Statistical significance of coef-
ficients was tested through the Student t-test, model ade-
quacy was assessed through the F-test, and multicollinear-
ity was evaluated using the Variance Inflation Factor (VIF).
Statistical analysis was conducted using data from at least

thirty repetitions for each group of algorithms (heuristic,
population-based, ML, and hybrid). Normality was tested
through the Shapiro-Wilk test. Parametric methods (t-test,
ANOVA) were applied when normality conditions were sat-
isfied, whereas non-parametric methods (Mann-Whitney
and Kruskal-Wallis tests) were used when the assumption
of normality was violated. Effect size was assessed through
Cohen’s d and n?, and correction for multiple comparisons
was implemented through the Bonferroni method. Integra-
tion of AI algorithms into CI/CD processes occurred at the
stage of test planning. The results of prioritisation were
used for the dynamic formation of the test execution queue
in pipelines before automated execution.

Results

Comparative evaluation and analysis

of the reduction in test suite execution time

Empirical results confirm that all investigated Al-oriented
approaches show statistically significant improvement in
APFD and APFDc values compared with baseline heuristic
methods, including random prioritisation and sorting by
execution time or code coverage. The effect appears par-
ticularly pronounced for algorithms that employ machine
learning while incorporating defect history and structur-
al characteristics of tests, and for hybrid models in which
predictions of defect proneness serve as input parameters
for subsequent optimisation. Table 1 presents the averaged
APFD and APFDc values for the principal classes of algo-
rithms obtained from repeated experimental runs in a dis-
tributed environment.

Table 1. Comparative APFD and APFDc values for test prioritisation algorithms

Prioritisation algorithm APFD (mean) APFDc (mean) APFD standard deviation
Random prioritisation 0.51 0.47 0.042
Coverage-based heuristic 0.62 0.58 0.031
GA 0.71 0.66 0.028
PSO 0.73 0.69 0.025
ML (Random Forest) 0.76 0.72 0.019
Hybrid ML+PSO 0.81 0.77 0.014

Source: compiled by the author

The presented data indicate the increasing values of
the APFD index with passing from conventional and heuris-
tic approaches to intelligent optimisation methods. The re-
duction in standard deviation for Al algorithms is one of the
most indicative features. This allows to consider the process
of test prioritisation as not only an optimisation process,
but also as a stable information support process for the
CI/CD process. The interpretation of the APFD index values
indicates that the increasing value of this index is accompa-
nied by the increasing concentration of defects in the initial
part of the tested part of the test suite. This aspect is par-
ticularly important in the context of distributed software
systems. The early detection of software defects reduces
the unnecessary computation of the system, and it also re-
duces the unnecessary execution of tests on computational
nodes. The examination of the APFDc metric shows that the
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consideration of the test execution time reveals certain
hidden features of the capabilities of the considered algo-
rithms. For instance, the heuristic methods show acceptable
APFD values, but their efficiency decreases when the tests
that contain defects take a considerable amount of time to
execute. The hybrid AI methods maintain high APFDc val-
ues, indicating that they can optimise both the information
and temporal components of test cases.

The application of Al-based test prioritisation algo-
rithms allows for a statistically significant reduction in
the execution time of test suites within distributed soft-
ware systems, both of Ukrainian and international devel-
opment. The reduction in the execution time is achieved
through the early execution of high probability of defect
detection tests and the elimination of low-informative
tests. The absolute gain in execution time is calculated
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as the difference in execution time between the test suite
without prioritisation and the test suite with prioritisation
until a certain percentage of detected defects (50%, 75%,
and 90%). The obtained results show that for large test
suites (more than 10,000 tests), the mean absolute time
gain ranges from 28% to 46%, depending on the Al algo-
rithm applied. The largest effect appears in models com-
bining reinforcement learning with adaptive heuristics of
test cost, where the reduction in execution time required
to reach 75% defect coverage exceeds 40% compared with
baseline random ordering.

200
180
160
140
120
100
80
60
40
20
0

Without prioritisation Heuristic (coverage)

ML (gradlent

Relative time gain, normalised to the total duration
of the test cycle, demonstrates increasing efficiency with
growth in system scale and in the degree of distribution
of the execution environment. In monolithic CI pipelines,
the mean relative time reduction does not exceed 22-25%,
whereas in microservice architectures with parallel test exe-
cution, this indicator increases to 35-48%. This pattern indi-
cates that Al algorithms utilise properties of parallelism and
asynchronous scheduling more effectively, thereby minimis-
ing the critical path of test execution. Absolute and relative
gains in test suite execution time are presented in Figure 1.

RL-based (Q- Iearnmg Hybrid Al approach

boosting)

Figure 1. Absolute and relative gain in the execution time of the test suite

Source: compiled by the author

Analysis of the influence of these reductions on the
duration of CI/CD cycles indicates that shorter testing time
directly translates into shorter full integration and deliv-
ery cycles. On average, for projects with nightly builds, the
duration of the CI cycle decreased by 18-31%, whereas for
projects with continuous delivery, the reduction ranged
from 12-24%. This effect accumulated over time: during
one month of regular use of Al-based prioritisation, the
total savings in computational time reached dozens of
machine hours. A reduction in peak loads on the compu-
tational resources of CI infrastructure was also recorded.
The most resource-intensive tests were executed selective-
ly and earlier, which reduced overall competition for CPU
and I/O resources in later stages of the pipeline, positively
influencing build stability and decreasing the number of
time-outs. This confirms the role of Al not only as a mech-
anism for time reduction but also as a tool for optimisation
of information flows in distributed environments. Thus,
the results confirm that the use of Al-based test prioritisa-
tion algorithms produces not only local gains in test suite
execution time but also a systemic optimisation effect
across the software life cycle through shorter CI/CD cycles
and more rational use of computational resources.

Computational costs, resource efficiency,

and scalability of test prioritisation algorithms

The experimental implementation of the proposed in-
telligent test prioritisation methods indicated that the
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computational costs of these approaches are asymmetrical-
ly distributed between the training and execution phases.
The maximum CPU and memory consumption is recorded
during the training phase and drops significantly during
the execution phase. For classical machine learning mod-
els, such as gradient boosting and random forests, the CPU
utilisation reaches the range from 65% to 80% during the
training phase. In contrast, during the test execution phase,
this indicator does not exceed 10-15%. For reinforcement
learning models, the CPU utilisation reaches 85-95% during
the training phase. The consumption of computational re-
sources decreases to the level of heuristic methods after the
start of the execution phase with the established test policy.

In terms of memory consumption, the amount of his-
torical testing data that is processed and the number of
features that are used by the models have a significant ef-
fect on memory consumption. The complete test logs that
contain data from 6 to 12 months of testing require signif-
icantly more memory for training the models. For large in-
dustrial projects, this reaches 2.5 to 4 GB of memory. After
deployment, the memory consumption decreases by a fac-
tor of six to eight. This allows for the deployment of these
Al modules directly into the CI agents. The computational
costs of the algorithms were also analysed to determine
the applicability of these methods. This analysis included
measuring the CPU utilisation, the memory consumption,
and the execution time of the deployed methods. The re-
sults of this analysis are presented in Table 2.
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Table 2. Comparative computational costs of intelligent test prioritisation methods

Prioritisation CPU (training), % CPU (inference), IV_Ie.mory . Memory Training time, Infe!'ence. time
method % (training), GB (inference), GB min per iteration, s
Heuristic <5 <5 <0.5 <0.5 - <0.1
ML (boosting) 70-80 10-15 2-3 0.4-0.6 18-25 0.6-0.9
DL (neural network) 80-90 15-20 3.5-5 0.7-1 35-60 1.1-1.6
RL-based 85-95 12-18 3-4.5 0.5-0.8 40-75 0.8-1.3
Hybrid Al 75-90 1217 2.8-4 0.6-0.9 30-55 0.9-1.4

Source: compiled by the author

Model training time exhibits a substantial depend-
ence on the scale of the test suite and on the frequency of
model updates. For projects with daily CI runs, full retrain-
ing of models more frequently than once per day does not
produce a proportional increase in efficiency, while total
computational costs increase considerably. Incremental or
periodic training therefore represents the optimal strate-
gy, under which the time required for model maintenance
decreases by 25-40% without a statistically significant loss
in prioritisation quality. Algorithmic overhead associated
with the integration of AI modules into the CI/CD pipeline
is measured as the additional time between pipeline ini-
tialisation and the start of execution of the first test. The
results indicate that for most ML and RL approaches, this
overhead does not exceed 2-4% of the total duration of the
CI cycle, which corresponds in absolute terms to 5-20 sec-
onds for medium and large projects. Thus, overhead costs
remain substantially lower than the time gain obtained
through the reduction of test suite execution time.

Thus, despite relatively high resource costs during the
training stage, intelligent test prioritisation methods show
strong resource efficiency in the long term. Reduced load on
CI/CD infrastructure during regular executions, limited al-
gorithmic overhead, and a scalable inference phase confirm
that Al functions as an effective instrument for the opti-
misation of informational and computational processes in

modern distributed software development environments.
The analysis also indicates that with an increase in the
number of tests from small suites (up to 1,000 tests) to large
industrial configurations (up to 50,000 tests), non-intelli-
gent prioritisation algorithms demonstrate quasi-quadratic
growth in ordering time and a sharp decrease in the stabil-
ity of results. Intelligent approaches, particularly machine
learning and reinforcement learning models, preserve a
quasi-linear relationship between prioritisation time and
test suite size. This pattern arises because computational-
ly intensive operations occur primarily during the training
stage, whereas the inference phase scales proportional-
ly with the number of tests and does not require repeated
global analysis of the entire space of possible orderings.
Prioritisation quality decreases with growth in the
number of tests for all approaches, although the charac-
ter of this decrease differs substantially. Heuristic methods
demonstrate degradation of APFD by an average of 18-25%
when the scale increases from 1,000 to 50,000 tests, which
indicates the limited capacity of such algorithms to gener-
alise information about defect distribution in large-scale
systems. In the case of ML and RL algorithms, the reduction
in APFD does not exceed 6-9%, which may be interpreted
as the result of the capacity of these models to adapt to in-
creasing diversity of test scenarios and to utilise historical
execution patterns. The results are presented in Table 3.

Table 3. Impact of increasing test counts on prioritisation performance and quality

Number of tests Method Prioritisation time, s APFD APFDc

Heuristic 0.4 0.71 0.64

1,000 ML 0.6 0.82 0.78

RL 0.7 0.85 0.81

Heuristic 5.1 0.65 0.58

10,000 ML 6.3 0.80 0.75

RL 6.9 0.83 0.79

Heuristic 38.4 0.53 0.46

50,000 ML 41.7 0.77 0.72

RL 44.2 0.81 0.76

Source: compiled by the author

Scaling with respect to the number of computation-
al nodes highlights further patterns. The transition from
single-node execution to cluster configurations with 8-32
nodes indicates that intelligent algorithms used parallel
processing more efficiently, particularly in microservice en-
vironments with independent subsets of tests. ML and RL ap-
proaches demonstrate almost linear reduction in inference
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time with increasing numbers of nodes up to a certain
threshold, after which the effect saturates because of syn-
chronisation costs and metadata exchange between nodes.
The quality of the prioritisation remained on the same lev-
el during the scaling of the number of nodes. The values of
both APFD and APFDc varied within the range of statistical
error (¥1.5%) independently of the number of nodes, as long
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as the unified informational space of the historical testing
data is maintained. From these results, it is clear that the

architecture influenced the performance, but the semantic
quality of the prioritisation was not affected (Table 4).

Table 4. Scaling with node count in a distributed environment

Number of nodes Inference time, s (ML) Inference time, s (RL) APFD (ML) APFD (RL)
1 1.6 1.9 0.80 0.83
4 0.9 1.1 0.80 0.83
8 0.6 0.7 0.79 0.82
16 0.5 0.6 0.79 0.82
32 0.48 0.58 0.79 0.82

Source: compiled by the author

In summary, the conducted analysis allows for the con-
firmation of the high quality and acceptable level of the test
execution algorithm performance even with a considerable
growth in the number of tests and test nodes. The scalabil-
ity of the proposed method is a systemic process, is based
on the separation of the training and testing stages, on the
effective use of parallelism, and due to the limited commu-
nication overhead. The obtained results indicate that using
Al for test prioritisation is suitable for distributed systems
of industrial scale.

Comparative analysis of intelligent optimisation
methods and the efficiency of hybrid approaches
The analysis of intelligent optimisation methods indi-
cates that the methods based on a population form differ-
ent strategies for searching for the optimal solution. The
strategies employed by genetic algorithms, particle swarm

optimisation, and ant colony optimisation algorithms de-
termine their specific behaviour during test prioritisation.
The quality of the obtained solutions is the most stable for
ant colony algorithms. The analysis of the obtained results
indicates that ant colony algorithms produce test sequenc-
es with a high concentration of scenarios that aim to find
and eliminate defects at the beginning of the test execu-
tion. This is due to the incorporation of information on the
defect distribution and the test execution time costs into
the pheromone trails. The quality of the solutions found
by genetic algorithms is slightly lower. The diversity of
the generated solutions is, however, critical for complex
test suites. The results of particle swarm optimisation are
promising, with high APFD values attained in the initial it-
erations. However, the results of some tests indicate that
the algorithm converges prematurely. The results of this
analysis are presented in Table 5.

Table 5. Comparative quality of solutions of intelligent optimisation methods

Method APFD (mean) APFDc (mean) APFD variance
Genetic algorithm 0.79 0.73 0.0048
PSO 0.81 0.75 0.0061
ACO 0.83 0.79 0.0032

Source: compiled by the author

The presented data indicate that the quality of solutions
obtained in the case of more sophisticated heuristic algo-
rithms, such as ACO, is better than in the case of classical
methods. The mean values of the APFD and APFDc for PSO
and ACO are almost the same, but ACO has a lower variance
of the APFD value, which means that the algorithm repro-
duces the quality of high-quality solutions more stably. Thus,
the results indicate that, although all three algorithms pro-
vide a considerable increase in the quantity of defects detect-
ed early in the testing process, ACO provides more reliable
results. The obtained results also allow drawing a conclusion
about the convergence speed of the considered algorithms.

The differences in the convergence speed of the al-
gorithms have a significant impact on their applicability
in CI/CD environments. For example, PSO converges to
90% of the maximum achieved APFD value after 20-30
iterations. This makes PSO very attractive in scenarios
where time is limited. In comparison, genetic algorithms
require more generations to stabilise the quality of solu-
tions. However, ACO has a slower initial convergence
rate. After accumulating sufficient information, the qual-
ity of solutions improves rapidly, and the final solutions
produced by ACO exceed the results obtained with other
methods (Table 6).

Table 6. Comparison of convergence speed

Method Iterations to 90% APFD Full stabilisation, iterations
Genetic algorithm 45-60 80-100
PSO 20-30 40-50
ACO 50-65 70-90

Source: compiled based on experimental modelling and statistical data analysis
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The presented data indicates significant differences
in the way that the various population-based algorithms
converge upon the solution. The PSO algorithm is the fast-
est in reaching 90% of the APFD value, as it requires a sig-
nificantly smaller number of iterations than either the GA
or the ACO. This indicates that the PSO algorithm is very
well adapted to the initial distribution of the solutions in
the population. The genetic algorithm takes a more gradu-
al approach to reaching a stable solution; it requires 80 to
100 iterations to fully stabilise its results. The ant colony
algorithm features characteristics of both of the other two
algorithms. The PSO and ACO algorithms converge more
slowly than the PSO, but they reach full stabilisation ear-
lier than the genetic algorithm. These results indicate that
there is no best algorithm; rather, the choice has to be a
compromise between the need for rapid initial coverage of
the number of defects and the requirement for stable and
high-quality results.

The sensitivity of the algorithms to various parame-
ters is another of the key factors. The results indicate that
the genetic algorithm is most dependent on the choice of
the probabilities of crossover and mutation. The smaller
the value of the mutation probability, the higher the risk
of losing the diversity of the population. Conversely, if the
mutation probability is increased to high levels, the quality
of the solutions will tend to degrade. The PSO algorithm is
highly sensitive to the choice of the inertia and interaction

coefficients. ACO algorithms are the most stable in terms
of the parameters, although the speed of execution is high-
ly dependent on the pheromone evaporation coefficient.
None of the approaches is best in all aspects. The genet-
ic algorithm is most suitable for the complex and unstable
testing environment. The PSO algorithm attains the best
balance between the speed and quality of the results in the
initial iterations. Thus, it is most suitable for interactive
CI systems. Finally, ACO yields the best final quality of the
generated test suites with the lowest variance in the results.

The integration of machine learning methods and heu-
ristic optimisation algorithms produces different solutions
to those generated by the separate application of the in-
dividual methodologies. The increase in the quality of the
generated test suite prioritisation is higher for test cases
using the proposed methods. The main result that can be
drawn from these experiments is that the machine learning
method is used to estimate the cost and the probability of
finding defects using tests, which considerably reduces the
search space for the optimisation algorithm. The average
increase in the APFD achieved by the hybrid methods is be-
tween 6 and 11% in comparison to the approaches using
machine learning algorithms alone. The increase relative
to optimisation methods alone is between 12 and 18%. The
results are presented in Table 7, which shows the mean val-
ues of the APFD and APFDc metrics attained by the differ-
ent types of approach.

Table 7. Comparative effectiveness of hybrid and non-hybrid approaches

Approach APFD APFDc Relative increase in APFD
Heuristic 0.71 0.64 -
ML 0.80 0.75 +12.7%
Intelligent (GA/PSO/ACQ) 0.79 0.74 +11.3%
Hybrid (ML + optimisation) 0.86 0.82 +21.1%

Source: compiled by the author

This table highlights the effect that the integration of
machine learning methods and optimisation algorithms
into the test prioritisation process has upon the system as
a whole. The results indicate that the integration of these
two methods leads to a synergistic increase in the quali-
ty of the solutions generated by the approach. This high
increase in APFD and APFDc values within the results for
the hybrid approach indicates that the model is able to ef-
fectively reduce the time costs of the testing process. The
classical heuristic methods show the efficiency of the ba-
sic approach, but they also indicate the limited capacity of
those methods to focus the tests that are most likely to un-
cover defects. The results of this table also suggest that the
approach to hybrid methods is systemic in its impact upon
the test prioritisation process. This approach ensures that
there will be a simultaneous and significant improvement
in the performance and reliability of the testing informa-
tion in the CI/CD process.

Another benefit of the use of the hybrid approach is
that the method is adaptable to unstable development
environments. This is achieved through the fact that the
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method is able to dynamically change the test prioriti-
sation strategy according to the changes in the system.
The emergence of new tests and the changing system
architecture will be detected by the machine learning
module, and the heuristic optimisation will ensure that
the reconfiguration is smooth and does not require the
restart of the optimisation process. This ensures that the
quality of the test prioritisation will be maintained, even
if the historical test data is not complete. The fact that
the solution of the compromise between solution quality
and resource expenditure is an aspect that should be con-
sidered in the consideration of the applicability of such
methods (Table 8). The integration of ML and optimisa-
tion algorithms increased the computational costs of the
test prioritisation process. The increased consumption of
CPU and RAM resources in operation within CI/CD pipe-
lines is no more than 15-20% as compared to systems
that use only ML algorithms. The increase in the quality
of test prioritisation and the reduction of testing time ex-
ceed any additional costs of such increased computation-
al requirements.
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Table 8. Trade-off between quality and resources for different approaches

Approach CPU (Inference), % Memory, GB Prioritisation time, s APFD
Heuristic <5 <0.5 0.3 0.71
ML 12 0.6 0.9 0.80
Hybrid 15-18 0.8 1.2 0.86

Source: compiled by the author

Table 8 provides a summary of the relationship be-
tween the quality of the solutions provided by various test
prioritisation algorithms and the resources required to
execute these algorithms. The table shows that heuristic
algorithms require fewer resources to execute but provide
a relatively lower quality of solutions. Machine learning
models substantially increase APFD while increasing CPU
utilisation, memory consumption, and prioritisation time.
Hybrid approaches demonstrate the strongest effect in
terms of solution quality, while the increase in resource
expenditure remains relatively controlled. These dynamic
highlights that hybrid methods achieve an optimal bal-
ance between testing efficiency and computational cost,
which confirms their suitability for application in scalable
distributed systems.

Thus, hybrid approaches based on machine learning
and heuristic optimisation therefore provide the most fa-
vourable balance among prioritisation quality, adaptability
to change, and resource efficiency. Synergy between the
predictive capacity of ML models and the global search
potential of optimisation algorithms confirms the value of
considering hybrid methods as a promising direction in the
development of intelligent test prioritisation systems in
scalable distributed software environments.

Comparison of the results of applying Al algorithms
in Ukrainian and international projects

The results of the comparative analysis of the applica-
tion of AI algorithms for test prioritisation in Ukrainian
and international software projects demonstrate that the

effectiveness of intelligent approaches depends on struc-
tural and organisational characteristics of the projects
themselves. The differences in the architecture of soft-
ware systems, the testing processes and the maturity of
CI/CD processes impact the way in which Al solutions can
be integrated and operated within those systems. The ma-
jority of software projects in Ukraine use software archi-
tectures with mixed structures. Most of these projects also
use manually created regression tests. As such, there is a
substantial improvement in the quality of test case priori-
tisation achieved by using Al algorithms. However, the im-
provement is limited by the availability of historical data
and the stability of defects.

APFD values increase on average by 14-19%, which
indicates the capacity of the models to compensate for
structural heterogeneity in test suites while also indicat-
ing the presence of informational constraints. Interna-
tional software projects, in contrast, are predominantly
based on microservice or service-oriented architectures
with clearly formalised interfaces and standardised test-
ing practices. Test suites in these systems demonstrate
higher homogeneity, larger volumes of automated tests,
and more complete execution logs. Under these condi-
tions, Al algorithms achieve higher effectiveness, provid-
ing APFD increases in the range of 22-28% and stable AP-
FDc values even under substantial growth in the number
of tests. These characteristics allow international projects
to be interpreted as a favourable environment for the
training and scaling of intelligent models. Comparative
results are presented in Table 9.

Table 9. Comparative results of Al-based test prioritisation

Project type Architecture Average APFD APFD improvement Result stability
Ukrainian Monolithic/hybrid 0.78 +16% Medium
International Microservices 0.85 +25% High

Source: compiled by the author

The data confirm that the effect of Al-based prioritisa-
tion is not universal but depends on structural character-
istics of the system. Distributed microservice architectures
of international projects demonstrate the highest increase
in APFD and high stability of results, which arises from
the improved capacity of algorithms to exploit parallelism
together with information on historical defect patterns.
Monolithic and hybrid systems in Ukrainian projects show
a smaller effect and medium stability, which indicates a
stronger influence of internal structural constraints and a
more limited potential for optimisation of early defect de-
tection. Thus, the results emphasise the systemic effect of

Al-based prioritisation and the necessity of adapting algo-
rithms to the specific characteristics of system architecture
and project type.

Another critical factor that affects the universality of
the proposed algorithms is the structure of the test suites.
In the projects from Ukraine, a significant portion of test
suites includes duplicated and weakly differentiating tests.
In contrast, international projects feature tests that are as-
sociated with individual services and business functions.
The analysis of these test suites confirms that the effective-
ness of Al models depends primarily on the quality of the
engineering of the test data. The analysis of universality
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of the algorithms indicates that the model trained on data
from international projects works adequately for domestic
projects as well. However, the APFD value drops within the
range of 7-12%. In contrast, models trained on domestic
test data are less successful when applied to international
projects, as the quality of their solutions drops by 15-20%.
These results allow to conclude that the use of diverse and
representative training datasets is vital for developing gen-
eralisable Al solutions.

The results of the performed experiments indicate that
the models developed for the purpose of Al-oriented test
prioritisation have limited transferability from one type
of software project to another. When applying a model
trained on international microservice projects to domestic
projects, the early defect detection indicator (APFD) drops
by approximately 9%. In the other direction, when applying
models trained on domestic projects to international dis-
tributed systems, the APFD drops by approximately 18%.
These results indicate that the effectiveness of Al-based
prioritisation algorithms depends on the similarity of the
architectural design, structure of test suites, and distribu-
tion of the software components between the projects on
which the models are trained and those used to execute the
prioritisation algorithm.

The graphical representation of the obtained empirical
results for different test prioritisation algorithms was sub-
jected to formal statistical verification. The results of the

normality test indicate that most of the algorithmic meth-
ods generate non-normal distributions of the APFD and
APFDc metrics. The differences between the algorithms
were tested using the Wilcoxon signed-rank test and the
correction for multiple comparisons, and the Friedman test
for the global effect of differences.

The analysis emphasises that the null hypothesis con-
cerning the absence of differences among algorithms is re-
jected with a high level of statistical significance for both
APFD and APFDc metrics. P-values in most comparisons are
substantially lower than the threshold value of p=0.05,and in
several cases reach the level of p=0.01, which indicates stable
effects and a low probability of random origin. Pronounced
differences appear between heuristic approaches and hybrid
ML-oriented algorithms, which confirms the qualitatively
different level of efficiency of the latter (Table 10).

Analysis of the p-values indicates that all comparisons
among classes of algorithms are statistically significant,
which confirms the reliability of the identified differences
in the speed of early defect detection. The hybrid approach
demonstrates a highly significant advantage over other
methods, which confirms its systemic efficiency in combin-
ing informational value and temporal optimisation of test
suites. Synthesis of these results highlights that intelligent
prioritisation methods provide substantial improvement in
early defect detection indicators relative to baseline heu-
ristics and purely optimisation-based approaches.

Table 10. Results of statistical tests for the APFD metric

Algorithm comparison Mean APFD difference p-value Statistical significance
Heuristic — ML 0.09 0.003 Significant
ML - optimisation 0.02 0.041 Significant
Optimisation — hybrid 0.05 0.006 Significant
ML - hybrid 0.06 0.001 Highly significant

Source: compiled by the author

The obtained 95% confidence intervals for hybrid ap-
proaches are substantially shifted towards higher quality val-
ues and show almost no overlap with the intervals of heuris-
tic methods. Partial overlap appears only between several ML

and optimisation algorithms, which indicates similar yet not
identical characteristics of their efficiency. Table 11 presents
an evaluation of the precision of mean APFD values for dif-
ferent classes of algorithms using 95% confidence intervals.

Table 11. 95% confidence intervals for the APFD metric

Algorithm Mean APFD 95% confidence interval
Heuristic 0.71 [0.68,0.74]
ML 0.80 [0.78,0.82]
Optimisation 0.79 [0.76,0.81]
Hybrid 0.86 [0.84,0.88]

Source: compiled by the author

The analysis establishes that the effects associated
with the transition from heuristic to ML and hybrid ap-
proaches correspond to medium and large effect sizes,
whereas differences among individual optimisation algo-
rithms are small or moderate in magnitude. This indicates
that statistically significant yet small differences in mag-
nitude do not always carry decisive practical importance
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for algorithm selection in real CI/CD scenarios. The results
of the statistical verification allow for the conclusion that
there are significant differences between the tested prior-
itisation algorithms. The results indicate that the intelli-
gent and hybrid algorithms outperform conventional algo-
rithms. In addition, the advantages of the intelligent and
hybrid algorithm remain stable across different test cases.
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Discussion

The analysis of the literature indicates that there is an
increasing focus on the challenges related to the integra-
tion of artificial intelligence and machine learning meth-
ods within software testing. For example, D. Okrushko &
A. Kashtalian (2023) examined a system for task distribu-
tion and evaluation in software development with empha-
sis on organisational and process aspects. The researchers
demonstrated that formalised allocation of work and pro-
ductivity metrics improves coordination of teamwork in
distributed projects. Comparison with the results obtained
in shows only partial correspondence, since the current
study focuses not on task management but on the behav-
iour of test suites and their efficiency under the influence
of AI models. The general review conducted by A. Bura-
chynskyi & A. Shantyr (2025) confirmed the potential of
Al to reduce testing costs and accelerate feedback cycles.
These conclusions broadly correspond with the findings
of the present study, which recorded improved efficiency
of test prioritisation. The present study, however, empir-
ically verified this effect through specific metrics within
CI/CD environments, whereas the results of A. Burachyn-
skyi & A. Shantyr (2025) remain largely generalised. Simi-
lar conceptual conclusions regarding the role of Al and the
transformation of the functions of the test engineer were
presented by P.S. Mohapatra (2025) and by S. Banala et
al. (2025), though these studies are primarily review-ori-
ented and do not provide detailed empirical verification
within distributed pipelines.

Issues related to the availability of representative
data, risks of overfitting, and difficulties of integrating
models into real CI/CD processes were examined in detail
by K. Sugali (2021). The researcher noted that without ap-
propriate infrastructural support, the advantages of Al and
ML may not be realised fully. These conclusions correspond
partly with the empirical results obtained in the present
study. The investigation also indicated that the quality
and stability of AI models for test prioritisation depended
strongly on the availability of historical data and on the
architectural characteristics of distributed systems. Archi-
tectural aspects of distributed Al were analysed by E. Bac-
cour et al. (2022), who justified the value of decentralised
and hybrid models for reducing latency, though without
direct reference to software testing tasks.

The synthesis presented by Z. Khaliq et al. (2022)
further emphasised the difficulties of scaling Al solu-
tions and the instability of Al effects in industrial envi-
ronments. These observations correspond with the less
stable efficiency improvements recorded in real projects
within the present study. The conclusions of those re-
searchers help explain partial discrepancies between
results reported in individual studies and the empirical
data obtained, since the current study explicitly consid-
ered organisational and process-related factors in inter-
national projects. In considering these factors, it becomes
clear that the obtained results are more stable than in the
case of studies that considered only the technical level of
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the models. Therewith, the systematic review conducted
by M. Islam et al. (2023) brought together the results of
numerous research studies and concluded that Al-based
methods tend to improve the accuracy of defect prediction
in software testing. While the results obtained correspond
to some extent to these conclusions, in real projects, more
stable improvements in the efficiency of the testing pro-
cess are not demonstrated. The main reason for this is
the fact that the studies conducted by M. Islam et al. used
datasets cleaned of noise, while the data used in the pres-
ent study were from industrial projects. O. Vorochek &
I. Solovei (2024) also investigated the application of ar-
tificial intelligence (AI) tools to the automation of soft-
ware testing. In their study, the authors provide an anal-
ysis of the major AI methods in the context of automated
software testing, including machine learning algorithms
and intelligent data analysis techniques. The conclusions
that they reached correspond to the results obtained in
the present study regarding the value of Al-oriented ap-
proaches to software testing.

Several research studies are devoted to investigating
the use of machine learning and reinforcement learning
methods for automation of software testing and test case
prioritisation. The study conducted by J. Farah (2021) is
one such effort that shows improvements in testing pro-
ductivity, and the study conducted by T. Shi et al. (2020)
used reinforcement learning to prioritise the test cases to
be performed on a software system. The results reported
by those researchers correspond with the empirical data
obtained in the present study, particularly regarding im-
proved efficiency of test execution in complex distributed
environments. Differences in the magnitude of effects arise
from the fact that the cited experiments used controlled
environments, whereas the present study relied on real
CI/CD processes in international projects, which produced
greater variability in the results.

In the report by P.D. Sawant (2024), a test-case pri-
oritisation approach for regression testing using classical
machine learning algorithms is proposed. The researcher
recorded improvements in test execution order compared
with random and heuristic strategies, although experi-
ments were conducted on limited datasets and within a
controlled environment. Comparison with the present
study shows only partial correspondence, since in the an-
alysed internationally distributed projects, the impact of
architectural complexity and asynchronous CI/CD process-
es significantly reduced the effectiveness of isolated ML
models without adaptation or hybridisation mechanisms.
General increases in efficiency and accuracy of automat-
ed testing using classical ML models were demonstrated
by P. Nama et al. (2021). They emphasised reductions in
manual effort and acceleration of test cycles, which broad-
ly correspond with the empirical results obtained regard-
ing reduced test execution time. However, the researchers
did not analyse model behaviour in distributed environ-
ments, which rendered their observed effects less stable.
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In turn, the study by A. Sharif et al. (2021) introduced the
DeepOrder model, which employed deep learning for test
prioritisation in continuous integration environments. The
researchers highlighted substantial improvements in early
defect detection compared with conventional approaches.
These results align with the present findings on the advan-
tages of Al-oriented methods, though the current study
records an additional effect from combining ML with opti-
misation algorithms.

Some studies propose alternative approaches with-
out the use of complex AI models. M. Mahdieh et al. (2022)
show that combining structural diversity of tests with his-
torical defect data can improve testing efficiency without
complex machine learning models. Comparison with the
present results indicates partial correspondence, as this
approach also enhances testing metrics. However, lower
efficiency in complex distributed scenarios is explained by
the absence of adaptive learning and integration with CI/
CD processes, which represents a key advantage of Al-ori-
ented models examined in the current study. C. Birchler et
al. (2023) demonstrate that multi-objective optimisation —
considering scenario coverage, safety, and diversity — im-
proves the quality of testing complex cyber-physical sys-
tems. These results conceptually align with the current
findings on the value of hybrid and multi-factor strategies,
though direct correspondence is limited. The study by M.
Weiss & P. Tonella (2022) presents a replicative analysis of
test prioritisation methods for neural networks, showing
that relatively simple heuristic and statistical techniques
can compete with complex AI models. These conclusions
do not correspond with the results of the present study,
in which hybrid and ML-oriented approaches consistently
outperform heuristics.

In a systematic review, R. Anwar & M.B. Bashir (2023)
analysed Al-oriented methods for software requirements
prioritisation. In the article, the researchers identify cer-
tain patterns of ways in which the efficiency of certain
processes is increased through the implementation of
various types of models. Furthermore, the results of these
studies are in line with the present study in that they in-
dicate that the combination of different types of AI meth-
ods is a general trend in the area. For instance, the article
by A.S. Yaraghi et al. (2022) reports that their approach
achieved high levels of accuracy and efficiency. These re-
sults are generally in line with the findings of this study,
though less pronounced in some contexts. For example,
they found that their model was less effective in scenar-
ios with high variability in system configuration. This is
likely due to the different type of contexts in which those
studies were conducted; A. Yaraghi et al. focused on con-
texts with stable continuous integration processes, while
the current experiments used dynamic scenarios. Overall,
the previous research generally supports the findings of
the present study in that AI methods have the potential to
be useful in the testing of software. However, the discrep-
ancies between the results of those previous studies and
the present study are likely the result of these different
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experimental contexts. Therefore, further research on this
topic is required.

Conclusions

The results indicate that regardless of the method used
to create the test case prioritisation sequences, the effect
was consistent. The analysis of the APFD and APFDc val-
ues indicated that random approaches resulted in APFD
values of 0.51 and 0.47, respectively, with a standard de-
viation of 0.042. The use of heuristic algorithms that fo-
cused upon code coverage resulted in APFD values of 0.62
and 0.58 (o =0.031). The population-based methods, such
as genetic algorithms and PSO, achieved APFD values of
0.71-0.73 and 0.66-0.69 (o = 0.025-0.028). The machine
learning methods, such as Random Forest, achieved APFD
values of 0.76 and 0.72 (o = 0.019). The use of a hybrid
method of machine learning and PSO achieved the best
results, with APFD values of 0.81 and 0.77 (6=0.014). The
calculation of the time required to execute these tests also
indicated a benefit of these methods. For instance, the
execution time for test suites was reduced from 23 min-
utes (for coverage-based heuristics) to 61 minutes (for
the hybrid AI approach), representing a 17% and 45.2%
reduction, respectively. The implementation of gradient
boosting and RL-based Q-learning models led to a 37-min-
ute (27.4%) and 54-minute (40%) reduction of test suite ex-
ecution time, respectively. These results also indicate that
the application of these methods to CI/CD processes will
significantly reduce the length of those processes. For pro-
jects that compile nightly, there will be an average saving
of 18-31% of process time, while those that use continuous
delivery will save 12-24%.

The results from the aggregated analysis of these dif-
ferent methods lead to the understanding that the gains
achieved by a method are not linearly related to the com-
plexity of the algorithm. For instance, methods that focus
on learning from the historical data in a test suite gener-
ally achieve the highest gains. Furthermore, even though
the most complex methods in terms of computational ef-
ficiency achieved the highest values for APFD, their high
required computational effort limits their applicability
in certain environments. For instance, the analysis of the
results of the different approaches to computational effi-
ciency indicates that the maximal effect is achieved when
the method balances the use of computational resources
with the gains in APFD. As such, the implementation of a
machine learning method that first performed the initial
reduction of the search space to be solved by a heuristic
method achieved high APFD and relative time gains of 0.81
and 0.77, 45.2%, respectively. This leads to suggestions for
future research, such as the performance of additional ex-
periments to investigate the effectiveness of these meth-
ods in different types of distributed systems and dynamic
DevOps/DevSecOps environments.
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Zadoroghnii

EdeKTUBHICTb 3QCTOCYBAHHS LUTYYHOrO iHTENEKTY
Ans npiopuUTUsauii TecTis y po3nogineHnx cucteMax yKpaiHCbKoro
Ta MidkHapopaHoro Bupo6HuuyTea N3

AHppin 3aQ0pPOXHIN

MaricTp, CTapLWniA iHXeHep 3 PO3POBKN NPOrPAMHOrO 306e3MNeYeHHs B TECTYBOHHI
CLTS Technologies Ltd. dba Agquanow

V6E 2M6, Byn. Bect Menpep, 1095, M. Bankyeep, KaHapa
https://orcid.org/0009-0001-0307-8976

AHoTaUig. AKTyaIbHICTh HOCTIIKEHHST 3yMOBJIEHa 3pOCTAaHHAM CKJIaAHOCTI posnoninenux Continuous Integration/
Continuous Delivery (CI/CD)-cucteM Ta OOMEXKEHICTIO TpPaaMIiifHUX E€BPUCTUYHUX MiAXOAiB A0 mpiopuTH3arii
TEeCTiB, sIKi He 3a06e3Meuyl0Th JOCTAaTHBOI CTabiIbHOCTI Ta MacmTab0BaHOCTI B YMOBaX BEeIMKUX TECTOBUX HAbOPiB i
0OMeskeHMX OOUMCIIOBAIBHUX pecypciB. Y 3B’SI3Ky 3 LMM IIOCTa€ MOTpeba y MOIIYKY OiNbII aganTUBHUX METOJiIB
omTMMi3allii mpoiecy TecTyBaHHS. MeToOw IOCTIIKeHHSI OYJ0 eMIipMYHO BM3HAUMTM OCOOIMBOCTI 3aCTOCYBAHHS
MeTofiB ITyYyHOro iHTenekty (III) ajist mpiopuTu3alii TecTiB y po3nofiieHnx cepeJoBMIIAX PO3POOKM ITPOrpamMHOTO
3abe3neueHHs] Ta OGIPYHTYBATM MPAKTMUYHMII Migxin mo inTerpauii Il y mpoiec aBTOMAaTH30BaHOTO TECTYyBaHHSI.
HocmimkeHHsT 6a3yBaaocs Ha MOPiBHSJIBHOMY eKCIIepMMeHTaTbHOMY aHauli3i iHTe/lleKTyalbHUX Ta riOpUIHUX METOMiB
npiopuTu3alii TecTiB y po3MoJieHMx CUCTeMax i3 BUKOPUCTAHHSIM MeTpuk Average Percentage of Faults Detected
(APFD) Tta Cost-cognizant Average Percentage of Faults Detected (APFDc). PesynbTaTu HOCTIIKEeHHS MOKa3ain
repeBary iHTEJIEKTyaJIbHUX i TiGPMOHUX MiAXOMiB IO TpiopMTHU3alii TeCTiB HaL TPaAULiAHUMM €BPUCTUKAMMU B
cepepoBuiax CI/CD. BumaakoBa mpiopuTusaiiis qeMOHCTpyBaia HaltHWKYY eekTuBHicTb i3 APFD 6amsbko 0,51, Toni
SIK TIPOCTi €BPUCTUYHI CTpaTeTii MigBUILYBaIN 1€l MOKa3HUK 10 pu6an3Ho 0,62. [TonynsuiiHi MmeTonu 3abe3nevdyBann
TOAAJIbIIe 3pOCTAHHS SIKOCTi mpiopuTu3ariii 7o piBHs 6;in3bKo 0,72, a aJITOPUTMY MAIIMHHOTO HaBUYaHHS — 10 6/IM3bKO
0,76, o MiATBEpAKYE MOLIMbHICTh BUKOPUCTAHHSI MPOTHO3YBaHHS Ne(GeKTHOCTI AJIS afanTUBHOTO BIIOPSIAKYBAHHS
TectiB. HaiiBuii pesynbraTy OyJ0 OTPUMAHO MJisI TiGPUIOHMUX IiAXOMiB, SIKi MOEAHYBaAM MaIlIMHHE HAaBYAHHS 3
onTuMisallielo pow yactuHok: APFD mocsiraB npu6iamsHo 0,81, a yac BMKOHAHHSI TECTOBMUX HAOOPiB CKOPOUYYBaBCS
maitke Ha 45 %. Le cBimuMTh mpo cuHepriiiHMit edekT iHTerpalii MPOTHO3HUX MOZeNeil 3 ONTUMi3aLiifHUMMU
aATOpUTMaMM Ta MiATBEPAXYE MPAKTUYHY IOLIAbHICTh TiGPUAHUX METOLIB [/ MACIITAO0BAHUX PO3TOLiTEHUX
CI/CD-cepenoBuil. Pe3ynbTaTi SOCTIIKEHHSI MOXKYTb 6TV BUKOPUCTAHI pO3pOO6HMKAMM ITPOrPAMHOrO 3a6e3IeyeHHs],
KOMaHgaMu 3abe3reueHHsI SIKOCTi Ta iHskeHepaMMm AJisI ONITUMi3allii MpoIeciB TeCTyBaHHS Y PO3MOIIIEHUX CUCTEMax

KniouoBi cnoBa: iHTesekTyanbHi alrOpUTMM; MAllMHHE HAaBYaHHS; ri6puMIHi MeTomM; ONTMMI3aLiiiHi ajropuTMu;
MaciTaboBaHiCTh; e()eKTUBHICTb TECTYBAHHS
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Abstract. The increasing variability, nonlinearity, and real-time operational requirements of Smart Grids (SGs) make
static digital models insufficient for reliable state estimation and control of distributed assets such as Vehicle-to-
Grid (V2G) storage systems. The purpose of the study was a formal and model-based substantiation of the advantages
of dynamic digital twins (DTs) over static data model (DM) in real-time lithium-ion storage system condition
assessment tasks. To achieve this, a hybrid adaptive unscented Kalman filter — physics-informed neural network
(A-UKF-PINN) architecture was proposed, combining an A-UKF (Adaptive Unscented Kalman Filter), which provided
robust state estimation in the presence of noise and uncertainty, with a physics-informed PINN (Physics-Informed
Neural Network) model that considers the dynamics and nonlinear processes of the battery cell. The originality of the
study lies in the integration of these components into a single model that supports bidirectional synchronisation, which
improves forecast stability and significantly reduces desynchronisation between the model and the physical object in
SG conditions. Simulation validation was carried out on V2G operating cycles with modelled Phasor Measurement
Unit / Internet of Things sensor noise. The obtained Root Mean Square Error (RMSE) of 0.87% demonstrated a 44%
accuracy improvement compared to a traditional DM (ECM (equivalent circuit models) + UKF, RMSE 1.98%) and a 56%
improvement relative to the baseline digital twin (pure PINN). The architectural assessment confirmed the necessity
of using a hierarchical Edge-Cloud platform that ensures optimal distribution of computational workloads: PINN
training in the cloud environment and high-frequency state estimation at the edge. The proposed architecture forms
the basis for scalable dynamic DTs in SG, helps to reduce operational risks, supports the implementation of proactive
maintenance strategies, and increases the efficiency of the energy infrastructure life cycle

Keywords: hybrid modelling; Physics-Informed Neural Networks; Unscented Kalman Filter; functional superiority;
Edge-Cloud

Introduction

Intelligent power grids (smart grid — SG) represent a cy-
ber-physical infrastructure that provides real-time man-
agement of distributed energy resources under high vari-
ability of energy and data flows. In modern SGs, the share
of distributed generation is continuously increasing, het-
erogeneous resources (including Vehicle-to-Grid, V2G)
are being integrated, and control decisions must be made

Suggested Citation:

under strict latency and reliability requirements. Under
these conditions, ensuring the consistency of digital pro-
cesses with the dynamic physical state of the network be-
comes essential. The SG architecture is characterised by
nonlinearity and multiple interconnected control loops.
Load, generation, consumption modes, and data volumes
change in real time, and any disruption in coordination
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between the physical and digital parts of the system can
lead to cascading risks. Such characteristics require digital
representations capable not only of capturing the state of
sources and storage systems but also of adapting to rapid
changes in operating modes.

Contemporary research in the field of digital model-
ling and digital twins (DTs) for energy systems demon-
strated the development of approaches that combine
physics-informed methods, machine learning, and state
filtering (Vychuzhanin & Vychuzhanin, 2025). A signifi-
cant body of work highlighted the role of the digital twin
as a key tool for ensuring stable, secure, and reliable SG
operation. A comprehensive review of digital twins in en-
ergy systems was presented by R. Alharbey et al. (2024),
where it was shown that DTs platforms are becoming the
foundation for enhancing resilience, improving efficiency,
and integrating renewable resources into the SG. The re-
searchers emphasised that static DMs do not provide the
required dynamism and synchronisation with the phys-
ical infrastructure, creating a need for hybrid and phys-
ics-informed methods. A systematic study by O. Das et
al. (2024) demonstrated the potential of DTs when com-
bined with machine learning and forecasting methods.
The researchers highlighted the necessity of integrating
physical models with high-density data generated by pha-
sor measurement unit (PMU) and IoT nodes, since pure-
ly data-driven approaches do not ensure stability under
changing operating conditions.

Issues of resilience, scalability, and applied challeng-
es of the SG in the context of digital twins were examined
in detail by N. Mchirgui et al. (2024), who emphasised
that the key problem remains the lack of reliable bidirec-
tional synchronisation between the digital and physical
layers, and insufficient accuracy in modelling nonlinear
processes, including the dynamics of storage systems and
V2G assets. In the domain of lithium-ion battery state
estimation, considerable attention was given to models
based on equivalent circuit models (ECMs), extended
through Kalman filtering methods. X. Lin et al. (2021)
showed that an adaptive Unscented Kalman Filter (UKF)
can increase the accuracy of state-of-charge (SoC) esti-
mation provided that ECM parameters are highly accu-
rate. However, in heavy dynamic modes, ECM accuracy
decreases due to limited physical expressiveness. Con-
ventional UKF-based approaches for state-of-charge es-
timation have been widely studied in the context of bat-
tery management systems. For example, hybrid methods
combining UKF with neural network models have been
shown to reduce estimation error and improve robust-
ness across varying temperatures and dynamic operating
conditions (Zeng et al., 2023). Additional improvements
were proposed by H. Bouchareb et al. (2024), who showed
the effectiveness of joint parameter and SoC estimation
using Joint sigma-point Kalman filtering. Their study
confirmed that Kalman filters can compensate for noise
and parameter drift but remain sensitive to inaccuracies
in the physical model.
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On the other hand, the field of PINNs (Physics-In-
formed Neural Network) has shown notable progress. The
study by F. Wang et al. (2024) has shown that PINN-based
models can provide high accuracy in battery degradation
forecasting; however, the stability of the solution strong-
ly depends on the correctness of physical constraints, and
scalability is limited by the computational cost of training.
Hybrid approaches combining PINNs and filtering meth-
ods are also actively evolving. L. Lyu et al. (2024) also pre-
sented a hybrid approach (LSTM (Long Short-Term Memo-
ry) + UKF), showing enhanced accuracy considering battery
degradation. Both studies emphasised the need to combine
data-driven approaches capable of correcting noise with
methods that preserve physical consistency. However, none
of the existing studies proposed a fully integrated archi-
tecture that simultaneously: embeds physical constraints
via PINN; performs adaptive state estimation using UKF;
ensures robustness to noise; is implementable as a DT dy-
namically synchronised with SG nodes in real time.

A systematic analysis of existing research showed that
current approaches do not simultaneously provide: phys-
ical consistency of models (PINN and other physics-based
methods); robustness to noise and parametric uncertainty
(the UKF / AEKF (Adaptive Extended Kalman Filter) / AUKF
(Adaptive Unscented Kalman Filter) family); the necessary
dynamic accuracy for real-time tasks under V2G and SG
conditions. Despite the progress noted in these studies —
including adaptive filtering methods for SoC estimation
none of the known models comprehensively addresses the
problem of simultaneous physical consistency, adaptive
filtering, and stable forecasting in the presence of non-
linear dynamics, measurement noise, and a wide range
of operating conditions. The synthesis of identified lim-
itations allows formulating the unresolved scientific and
technical gap underlying this research: the absence of a
unified hybrid architecture capable of reliably PINN and
robust adaptive state filtering (A-UKF) within an end-to-
end DT for the SG. Based on this, the purpose of this study
was the algorithmic and experimental substantiation of
the functional superiority of the DT over traditional DMs,
namely the development and validation of the hybrid
A-UKF-PINN architecture and the examination of its ef-
fectiveness in the task of SoC prediction under V2G op-
erating conditions. The central task of this study was the
quantitative and architectural assessment of the effec-
tiveness of DT-based solutions relative to traditional DMs
under dynamic SG operating conditions, using hybrid al-
gorithms and real-time architectures.

Materials and Methods

The research methodology was based on the application
of contemporary information technology approaches
for modelling and assessing the state of complex ener-
gy systems. Within the framework of the study, methods
for estimating SoC of lithium-ion energy storage systems
operating in a smart grid environment were analysed, con-
sidering nonlinear electro-thermal dynamics and stochastic

141



A hybrid A-UKF-PINN digital twin architecture...

measurement noise generated by PMU and IoT devices. A
hybrid DT architecture integrating PINN and A-UKF was
developed to ensure physically consistent prediction and

Physical asset (PO) /
measurements

\ 4
PINN prediction model

adaptive real-time state correction. The architecture forms
a closed synchronisation loop between the physical battery

system and its digital representation (Fig. 1).

Physical asset (PO) /
measurements

v

Adaptive UKF

(Physics + NN)

v

PINN state model
(Physical dynamics)

h 4

(A-UKF state correction)

v

Control/optimization
module (V2G, PdM)

Physical actuator / smart grid

Figure 1. Hybrid A-UKF-PINN architecture

Source: created by the authors

The computational cycle consists of two sequential
stages executed at each time step t: (1) physics-informed
a priori state prediction and (2) adaptive a posteriori cor-
rection using innovation statistics. The PINN was imple-
mented as a fully connected feedforward neural network
embedding electro-thermal governing equations into the
loss function. The network architecture was defined as fol-
lows: input dimension - 4 (terminal voltage V,, current I,
temperature T,, previous state estimate SoC_); 4 hidden
layers with 64 neurons each; activation function - hyper-
bolic tangent (tanh); output layer — one neuron (predicted
SoC) with linear activation. Xavier (Glorot) uniform initial-
isation was applied to ensure stable gradient propagation.
Training parameters: Adam optimiser; initial learning rate
10°3; batch size 64; maximum 500 epochs; early stopping
(25 validation epochs without improvement); L2-regulari-
sation coefficient 1072

The composite loss function combines data fidelity
and physical consistency:

L=L,.*t4 .LPDE(V) +4, LPDE(T)’ 1)
where L, - mean squared error between predicted and
measured SoC; L, ., — residual of the voltage conservation
equation; L, - residual of the thermal balance equation;

1,=1.0,2,=0.5 —empirically selected weighting coefficients.

The overall loss function L (6) is formulated as a
weighted sum of the data loss L, and the physical-law re-
sidual L (Gao et al., 2025):

physics
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L(e) = Ldata + ﬁ : Lphysics’ (2)

where 6 denotes network parameters and § balances data
and physical-law contributions.
The data loss term is defined as:

Laata = 5 Zicy (N (i) = ¥, (3)

where N, - total number of data points (measurements);

N (x;; 6) - value predicted by the neural network for the i-th

input vector; y, — true, actual value measured by sensors

(e.g., SoC); x, - input vector representing the system state.
The physics-based residual term is:

Lphysics = Nifzyil(F(N(xj; 9)))2; “4)

where N, - total number of test points selected for verify-
ing the physical laws; F — operator describing the physi-
cal dynamics of the system; N(x;; 6) - value predicted by
the neural network for the j-th test point; x, - vector of
coordinates or parameters of the j-th test point (residual
points).

Training was performed offline in a cloud environment
using GPU acceleration. The trained model was deployed
for online inference within the DT framework. To ensure
continuous synchronisation between the digital twin and
the physical battery system, dynamic state estimation is
performed using the UKF. The predicted state x; and the
predicted covariance matrix P~ are computed based on a
set of sigma points X ! (Julier & Uhlmann, 1997):
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- _ y2n myi
X = Lito Wi Xe,

P = 1220 Wic[()?ti - ’Ct_)()?i.E = x)T]+ 6,4, 5)

where x; — predicted system state vector at time t; Py -
predicted state error covariance matrix; X} — i-th sigma
point projected forward using the nonlinear state transi-
tion function; W — weighting coefficient used to average
the sigma points when computing the state prediction;
We — weighting coefficient used to compute the predicted
covariance matrix; n — dimensionality of the state vector;
0, ,, — process noise covariance matrix (errors caused by the
system’s own dynamics).
The innovation (measurement residual) is defined as:

V=Y, =Yy ©®)

where y, - measurement vector (voltage, current, tem-
perature); y, - predicted measurement obtained from sig-
ma-point projection.

The innovation covariance matrix is:

St:Pyy,t+Rt’ M

where P, is the predicted measurement covariance; R, is
the measurement noise covariance.
The Kalman gain is computed as:

Kt = Ct ’ Sﬁtl’
x=x +K[y,— 1l )]

where K, — Kalman gain, which determines the degree of
trust in the new measurement; C, - cross-covariance matrix
between the predicted state and the predicted measure-
ments; S-}- inverse covariance matrix of the measurement
error; x; — predicted state vector of the complex technical
system (CTS); y, — actual measurement vector obtained
from PMU sensors; p, — predicted measurement vector (the
expected value of y,).

To ensure robustness under non-stationary PMU
noise, covariance adaptation is performed using innova-
tion-based updating:

process noise covariance update:

= — . . yv.yT.KT-
Q,=(0-o):Q+aK:-v-v-KT; ©)
measurement noise covariance update:

R \=(1=B)R+B-v, V], (10)
where K, - Kalman gain; @=0.01 - process adaptation rate;
$=0.02 - measurement adaptation rate.

At each time step t, the hybrid digital twin executes:

1. PINN-based a priori state prediction:

v (11)

-1 = PINN(th it ut)'

2. Sigma-point generation and propagation (UKF pre-
diction phase).
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3. Innovation computation:

v=y,-. (12)

4. A-UKF correction step:

X +K.. (13)

t\tz tit-1 tve
The algorithmic logic of the hybrid solution was rep-
resented in the form of the following pseudocode, reflect-
ing the computation cycle and its interdependencies. This
sequential prediction-correction mechanism ensured re-
al-time knowledge equivalence between the physical bat-
tery system and its digital representation:
Initialise 6, x0
for each timestep t:
zt « measurements (PMU)
x pred « PINN(O, xt-1)
x upd « AUKF (x pred, zt)
Update PINN loss with physical constraints
xt « x upd
end
return xt
Validation was performed in a virtual Hardware-in-
the-Loop environment using a high-fidelity 50 Ah lith-
ium-ion battery model. The simulation included 50 dy-
namic V2G charge-discharge cycles (90-110 min each)
with random load profiles, temperature variations, and
PMU noise (SNR 25-35 dB). The dataset was split into
training/validation/test subsets (70/15/15). All exper-
iments were repeated three times with fixed random
seed (42). Performance metrics (RMSE, MAE) were av-
eraged, standard deviations computed, and statistical
significance evaluated using the Wilcoxon signed-rank
test (p <0.05). The computational implementation fol-
lowed a Cloud-Edge paradigm: offline PINN training in
the cloud and real-time A-UKF correction at the edge
level (sampling frequency 1-10 Hz). This architecture
reduced latency and ensures scalability under distrib-
uted SG operation.

Results and Discussion

Formalisation and differentiation of the digital mod-
el and the DT. To demonstrate the systemic complexity
and the role of digital representation, Figure 2 presents
a conceptual SG architecture. It highlights four intercon-
nected levels: distributed generation (wind and solar),
high-voltage transmission (substations), distribution
networks, and hybrid consumers/storage systems (V2G
and industrial loads). The solid line represents physical
power flows, while the dashed line denotes bidirectional
information exchange. The presence of high-frequency
telemetry streams (PMU/IoT), SCADA control actions,
and bidirectional energy interaction with V2G forms a
closed cyber-physical loop that requires continuous
state estimation and predictive analytics across the en-
tire network.
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An analysis of the structure shown in Figure 2 demon-
strates that conventional modelling approaches focused on
static or quasi-static analysis cannot be adapted to oper-
ating conditions characterised by high penetration of dis-
tributed generation, bidirectional V2G energy exchange,
high-frequency PMU/IoT telemetry (1-10 Hz), stochastic
load variability, and nonlinear electro-thermal battery
dynamics. Under these conditions, static models capture
system behaviour only in isolated operating modes and
are unable to provide consistent state estimation during
rapid transitions, load fluctuations, and temperature-in-
duced parameter drift. This is conditioned by the growing
variability of generation, the increasing spatial heteroge-
neity of operating conditions, and the exponential growth
in data volumes coming from distributed measurement
devices. Conventional DMs, used primarily at the design
stage, operate with historical or static data and rely on a
one-way “data — model” relationship. Such an approach
does not provide dynamic synchronisation with the phys-
ical object and cannot perform real-time state estimation
in the presence of noise, nonlinear effects, and uncertain-
ties characteristic of SG and V2G storage systems. This

circumstance makes them insufficient for the operation of
modern distributed energy systems. In contrast to DMs, a
DT is a dynamic cyber-physical system in which the digital
representation is continuously updated in accordance with
the current state of the physical object and provides bidi-
rectional integration of analysis and control. A DT com-
bines state estimation, forecasting, adaptive behaviour,
and real-time data integration, making it a functionally
more suitable tool for SG.

The transition from using a DM to the DT paradigm
is a necessary condition for effective management of cy-
ber-physical systems such as the SG. The limitations of
DMs, which operate on static data and are intended for
simulation at the design stage, make them unsuitable for
tasks of dynamic optimisation and predictive maintenance
in real time. The fundamental difference between a DM and
a DT lies in the mechanism of interaction with the physical
object (PO) and in their functional purpose. A DM is a static
or quasi-static representation of a system, whereas a DT is
a living, dynamically synchronised cyber-physical system.
A comparative analysis of the key characteristics of DMs
and DTs is presented in Table 1.

Table 1. Comparative characteristics of the DM and the DT

Characteristic Digital model

Digital twin

Connection with PO

One-way or absent. Updated manually

Continuous bidirectional connection
(feedback loop)

Synchronisation Static, quasi-static

Dynamic, real time

Purpose

Design, planning, pre-operation simulation

Operation management, optimisation, RUL
and state prediction during operation

Data sources

Historical, synthetic, experimental

Real-time streams (PMU/I0T),
historical, heterogeneous

Critical element

Modelling quality

Maintaining knowledge equivalence
between the model and the PO

Source: created by the authors
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At the architectural level, the DT is defined as a
cyber-physical system (CPS) requiring a standard-
ised approach. The series of international standards
ISO 23247-1:2021 (2021) proposes a reference four-do-
main structure that formalises the interaction between the

physical and virtual worlds, ensuring interoperability and
scalability, which in current case formalises the interaction
between the physical SG and its digital representation. This
structure, shown in Figure 3, constitutes a technical imper-
ative for implementing DTs in cyber-physical systems.

4. User domain
(User domain)
SCADA, ERP, applications/PdM, V2G

T

Cyber-Physical System (CPS)
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physical assets (Generators, PMU,
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Figure 3. Reference four-domain DT architecture

Source: created by the authors based on ISO 23247-2:2021 (2021)

The conceptual domain structure (ISO 23247-2:2021
(2021)) includes:

1) observable manufacturing domain (physical SG do-
main): contains physical objects (POs) such as generators,
substations, PMUs, and electric vehicles;

2) device communication domain: the interface do-
main containing sensors and actuators. It provides the
critically important bidirectional connection for synchro-
nisation and control actions;

3) DT domain: contains the digital representations
of POs, behavioural modelling and forecasting algorithms
(including hybrid models such as A-UKF-PINN);

4) user domain: the top level, including SCADA, ERP
systems, and applications for DT services (PdM, V2G opti-
misation).

This four-domain structure shows that the core of the
DT lies in the logical integration of the DT domain (3) and
the device communication domain (2) into a single CPS. The
architectural rigour presented in ISO 23247-1:2021 (2021)
provides the necessary context for scaling and integrating
this advanced algorithms, confirming that the successful

Information Technologies and Computer Engineering, 2026, 23(1)

operation of the DT in the SG depends on adherence to this
standardised logic. Thus, the application of this four-do-
main structure provides the necessary foundation for im-
plementing scalable and efficient digital twins in smart grid
environments, ensuring their interoperability and adapta-
tion to rapidly changing technological requirements.

Algorithmic foundation and hybrid modelling for
dynamic synchronisation in smart grids. The archi-
tectural implementation of the DT requires the use of a
mathematical framework capable of ensuring predictive
accuracy and dynamic synchronisation under SG uncer-
tainty. Hybrid models with physical constraints (PINN). To
ensure high reliability of forecasting, DT models of the SG
must comply with fundamental physical laws while adapt-
ing to real-time data. This is achieved through the use of
PINNSs. PINNs embed known physical laws into the neural
network loss function, ensuring compliance with physical
constraints during training. Figure 4 illustrates the operat-
ing principle of a PINN, showing how the residual from the
physical model is fed back into the overall loss function to
correct the neural network weights.
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To evaluate the practical effectiveness of the proposed
hybrid digital twin architecture, a structured experimental
comparison was conducted against representative baseline
approaches. The objective of this evaluation was to quan-
tify differences in SoC estimation accuracy, robustness, and
computational efficiency under dynamic V2G operating

conditions. The comparison included (1) a conventional dig-
ital model based on an equivalent circuit model with Kalman
filtering (ECM +KF), (2) a baseline DT implementation using
a pure PINN without adaptive filtering, and (3) the proposed
A-UKF-PINN hybrid architecture. The quantitative results of
this comparative assessment are summarised in Table 2.

Table 2. Comparative analysis of SoC prediction accuracy

Model Concept (RMSE) % Ma)((mg;‘ t;orror Execution time (per step), ms
ECM + Kalman filter DM / traditional 1.98 3.55 2.1
Pure PINN Baseline DT approach 2.54 4.11 15.2
A-UKF-PINN
(proposed HM) Advanced DT 0.87 1.55 16.5

Source: created by the authors

The proposed (Table 2) adaptive hybrid A-UKF-PINN
model demonstrated an RMSE reduction of more than 56%
compared to the pure PINN model and 44% compared to the
traditional ECM +KF model. This is a critically important im-
provement, since a SoC prediction accuracy below 1% is a

standard requirement for reliable V2G operations. A detailed
comparison of the dynamic response of all three models un-
der charge/discharge cycle conditions, confirming the mini-
mal deviation of the hybrid model from the actual state (true
SoCQ), is presented in Figure 5 (equivalent circuit model).
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Figure 5. Comparison of SoC prediction accuracy

Source: created by the authors
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As follows from Figure 5, the behaviour of the conven-
tional models (ECM + Kalman Filter and Pure PINN, rep-
resenting the DM and the baseline DT approach) exhibits
a significant lag and excessive smoothing, which prevents
tracking fast nonlinear changes during the V2G cycle. In
contrast, the response of the proposed A-UKF-PINN almost
coincides with the actual state (Actual SoC), achieving a
minimal error of 0.87% RMSE, which constitutes evidence
of the superiority of the hybrid DT approach in the dy-
namic synchronisation of a critical cyber-technical system
asset. The obtained result (RMSE 1.98% for the DM/ECM)
experimentally proves the functional limitations of digital
models in solving dynamic state estimation tasks for cy-
ber-technical systems.

The obtained results demonstrate improved perfor-
mance of the proposed A-UKF-PINN hybrid architecture
compared to the ECM+KF baseline and the pure PINN im-
plementation in managing critical assets of cyber-techni-
cal systems:

1. Comparative performance improvement: The hybrid
A-UKF-PINN architecture achieved a minimum RMSE of
0.87%, corresponding to a 44-56% error reduction relative
to the ECM+KF and pure PINN baselines under the consid-
ered operating conditions. This improvement is associated
with the combined effect of dynamic state correction and
physics-informed regularisation.

2. Architectural contribution to SG integration: The
integration of PINNs enabled physically consistent mod-
elling of nonlinear electro-thermal dynamics, while the
adaptive filtering mechanism enhanced robustness to sto-
chastic noise in PMU/IoT measurement streams.

3. Real-time state consistency: The achieved estima-
tion accuracy (RMSE 0.87%) indicates the feasibility of
maintaining a consistent digital representation of a critical
asset in real time within the examined Smart Grid scenario.

These experimentally validated results indicate that
hybrid DT architectures incorporating adaptive filtering
and physics-informed learning can provide measurable
performance benefits compared to the selected baseline
implementations in dynamic SG environments. These
findings highlight the potential of the A-UKF-PINN hybrid

architecture to revolutionise the management of critical
cyber-technical assets in smart grids, offering significant
improvements in both accuracy and robustness for re-
al-time state estimation under dynamic conditions.

While Table 2 summarises the nominal accuracy and
computational cost of the considered SoC estimation
models, practical SG and vehicle-to-grid applications re-
quire digital twins to operate reliably under previously
unseen operating conditions. The generalisation capa-
bility of the proposed A-UKF-PINN hybrid digital twin is
evaluated under out-of-distribution scenarios, including
variations in battery cell chemistry and temperature re-
gimes. To assess model transferability across different
electrochemical characteristics, the baseline lithium-ion
NMC cell used in the nominal experiments was replaced
with a lithium iron phosphate (LFP) cell. The LFP chem-
istry exhibits distinct open-circuit voltage behaviour,
internal resistance dynamics, and diffusion properties,
which typically degrade the performance of equivalent
circuit models calibrated for a specific cell type. In this
experiment, the physics-informed neural network was
not retrained for the new cell configuration. Instead, only
the adaptive noise covariance matrices of the unscented
Kalman filter were updated online, preserving the orig-
inal digital twin structure. This setup reflects a realistic
deployment scenario in which frequent model re-identi-
fication is undesirable or economically infeasible. In ad-
dition to cell variation, a structured temperature-based
cross-validation was conducted to evaluate extrapolation
performance under thermal conditions not represented
during training. Unlike random data splits, the training
and testing datasets were separated by temperature in-
tervals, enforcing physically meaningful distribution
shifts. Cold-start and elevated-temperature scenarios
were considered, as these conditions are known to intro-
duce strong nonlinearities and parameter drift in battery
models. This evaluation framework directly tests the ro-
bustness of the digital twin under realistic environmental
variability encountered in large-scale SG cyber-technical
systems. ARMSE values are computed relative to the nom-
inal RMSE reported in Table 3.

Table 3. Relative degradation of SoC estimation accuracy under cell type variation and temperature cross-validation

Model ARMSE (New cell), % ARMSE (Cold CV), % ARMSE (Hot CV), %
ECM +Kalman filter +57.6 +94.4 +72.2
Pure PINN +13.8 unstable +18.9
A-UKF-PINN (proposed HM) +20.7 +39.1 +35.6

Source: created by the authors

As shown in Table 3, all baseline approaches expe-
rience a pronounced degradation in estimation accura-
cy under out-of-distribution conditions. The ECM-based
method is particularly sensitive to both temperature shifts
and cell chemistry variation, with RMSE nearly doubling in
cold-start scenarios. The pure PINN model exhibits limited
robustness and becomes unstable under low-temperature
conditions due to the absence of online state correction.

Information Technologies and Computer Engineering, 2026, 23(1)

In contrast, the proposed A-UKF-PINN digital twin demon-
strates substantially lower sensitivity to changes in oper-
ating conditions. Although a moderate increase in RMSE
is observed, the degradation remains controlled across all
evaluated scenarios, confirming the robustness and trans-
ferability of the hybrid physics-informed approach.

The obtained results highlight the advantage of com-
bining physics-informed learning with adaptive state
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estimation in closed-loop digital twin architecture. The
physics-based constraints embedded in the PINN promote
physically consistent extrapolation, while the adaptive
UKF compensates for unmodelled dynamics and measure-
ment uncertainty in real time. This synergistic interaction
enables the digital twin to maintain synchronisation with
the physical asset without requiring repeated offline recali-
bration. Unlike static digital models and purely data-driven
estimators, the proposed approach maintains reliable per-
formance across heterogeneous battery configurations and
environmental conditions, which is a critical requirement
for scalable SG and V2G deployments.

Economic efficiency of DT implementation in SG
cyber-technical systems. The economic impact of DT im-
plementation in SG systems is influenced not only by the
achieved algorithmic accuracy but also by the potential to
reduce operational risks, improve asset reliability, and low-
er total life-cycle costs. Unlike conventional DMs, which
are primarily oriented toward design-stage analysis and
typically do not provide dynamic state estimation, a DT
supports a closed-loop “observation — prediction — control”
cycle. It can therefore create additional economic value in
operational contexts.

The high accuracy of dynamic state estimation
achieved by the developed A-UKF-PINN model (RMSE of
0.87% in SoC prediction) creates the prerequisites for a
transition from scheduled periodic maintenance toward
more proactive asset management strategies. In practical
deployments, this capability may: contribute to a reduc-
tion in unplanned downtime of V2G storage systems, as

improved SoC and RUL estimation can decrease the likeli-
hood of unexpected failures; support lower operation and
maintenance (O&M) costs through earlier detection of ad-
verse operating conditions and reduced reliance on reac-
tive maintenance; enhance the economic efficiency of V2G
operation by enabling more accurate forecasting of SoC
and available power, which may help to reduce imbalance
penalties and improve participation in primary and second-
ary regulation services. In conventional DMs, these effects
are unattainable due to the lack of dynamic feedback, the
limitations of equivalent electrical circuit models, and the
inability to correct predictions under noisy PMU/IoT data
streams. The economic feasibility of DT implementation
was determined by the combination of two factors: system
complexity and the cost of failure consequences. These pa-
rameters are systematised in the feasibility matrix.

As follows from Figure 6, the SG is located in the high
feasibility (“High Feasibility”) zone. This is conditioned
by: the high structural and operational complexity of the
SG; the critical consequences of failures, including grid
overloads, power balance violations, and downtime of V2G
assets; the high sensitivity of the SG to state forecasting
errors. The accuracy achieved by the hybrid A-UKF-PINN
model (RMSE 0.87%) provides the required level of confi-
dence in the forecasts and thereby makes implementation
economically justified. Economic feasibility is also con-
firmed by a comparison of the total life-cycle cost of assets
when using: conventional digital models (low initial costs,
high operational risks); DTs (higher initial investments,
but a significant reduction in subsequent costs).
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Figure 6. DT Implementation feasibility matrix

Source: created by the authors

The numerical values presented in this section (re-
duction of unplanned downtime by up to 20%, reduction
of O&M costs by up to 18%, and a relative decrease in
total cost of ownership) are based on a scenario-based
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techno-economic analysis typical for SG assets. The as-
sessment was performed using a comparative life-cy-
cle analysis methodology that considered the failure
rates of storage systems under V2G operation, the cost
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of unplanned downtime, average reactive maintenance
costs, and the effects of transitioning to proactive main-
tenance based on a high-accuracy DSE model (A-UKF-
PINN). The resulting value ranges are consistent with
results reported in the literature on Smart Grids and en-
ergy storage management systems (Kabir et al, 2024) and
serve to illustrate the expected class of improvements
resulting from the implementation of digital twins. De-
tailed intermediate calculations are not provided, since
the main focus of the study is on the algorithmic and
architectural components of the DT, while the economic

estimates serve as auxiliary confirmation of their prac-
tical significance.

Figure 7 demonstrates that the main financial effect
of implementing the DT is formed at the operational stage,
where: failure risk is reduced due to accurate state predic-
tion; O &M costs are stabilised; the number of emergency sit-
uations and the associated expenses decreases; the efficiency
of participation in market mechanisms increases. As a result,
despite the higher initial deployment cost (PINN training,
deployment of A-UKF on edge nodes, integration with PMU/
IoT), the overall TCO is lower compared to the DM.

High |- [

1. Traditional CM (Reactive Approach)
2. Digital Twin (DT) Proactive Approach (A-UKF-PINN)

.

Low |-

['Risk of unplanned downtime |

Savings through PdM

Total Costs/Risks (Conditional Units)

Design

Implementation / Operation

Decommissioning

Asset Life Cycle (Phases)

Figure 7. Total cost of ownership (TCO) and risk comparison

Source: created by the authors

The obtained results showed that achieving the eco-
nomic effect requires compliance with specific architectur-
al conditions: a dual-loop Edge-Cloud structure, where the
Cloud performs resource-intensive PINN training on large
datasets, while the Edge ensures minimal latency for re-
al-time operation of A-UKF; standardisation of interfaces
and protocols, which is especially important in a heteroge-
neous Smart Grid environment. Implementation in accord-
ance with ISO 23247-1:2021 (2021) ensures interoperability
between PMUs, IoT sensors, and control nodes, which is a
necessary condition for DT scalability. Architectural valida-
tion confirmed that it is precisely the hybrid A-UKF-PINN
model that satisfies the latency and stability requirements
necessary to achieve the high economic efficiency present-
ed in Figures 6 and 7. The economic analysis confirmed that
the transition from static digital models to a dynamic dig-
ital twin is: financially justified (TCO reduction, risk miti-
gation, increased V2G efficiency); operationally necessary
(support for PdM, improved reliability); architecturally
feasible (subject to compliance with the Edge-Cloud par-
adigm and ISO 23247-2:2021 (2021) standards). Thus, the
algorithmic superiority of A-UKF-PINN is translated into a
direct economic effect, making DT implementation strate-
gically justified for critical Smart Grid systems.

For an objective assessment of the achieved results, it
is useful to compare the proposed A-UKF-PINN hybrid with
a number of other contemporary approaches typical of the
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field of SoC estimation and dynamic state assessment.
L. Hu et al. (2022) demonstrated that AUKF combined with
a classical equivalent circuit model ensures stable conver-
gence and acceptable accuracy over a wide range of operat-
ing conditions; however, dependence on the ECM limits the
adequate description of nonlinear thermal behaviour and
fast V2G modes. Proposed A-UKF-PINN combines a phys-
ics-informed model with adaptive correction, resulting
in noticeably lower RMSE and better robustness in noisy,
highly dynamic scenarios. S. Hosseininasab et al. (2023)
proposed a reduced-order model combined with an Adap-
tive Dual UKF, achieving a balance between accuracy and
computational efficiency; the reduced model simplifies
computation but loses part of the physical detail required
under extreme operating regimes. In contrast, the PINN in
current architecture preserves the physical consistency of
the model, while A-UKF provides prompt correction—-to-
gether improving transferability to real SG/V2G conditions.

Current approach reduces this dependence, since PINN
directly models the physics, while A-UKF performs real-time
correction. Y. Wei (2024) clearly showed the benefit of com-
bining an advanced physical model (fractional-order) with
two filters (FOSRCKF + AMIUKF) with parameter exchange:
this improves SoC accuracy and terminal prediction com-
pared to integer-order models, but requires complex of-
fline identification and mutual filter tuning. A-UKF-PINN
achieves comparable or better robustness with more direct
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physics integration (via PINN) and simplifies online tuning
through covariance adaptation in A-UKF. Z. Wang et al. (2024)
proposed an adaptive extended sliding innovation filter and
demonstrated improved SoC estimation stability in the pres-
ence of disturbances; however, like most enhanced filters, the
method is still based on a circuit model and is sensitive to
its adequacy. In the HIL tests, the PINN + A-UKF combina-
tion showed more uniform accuracy and higher robustness to
PMU/IoT noise compared to the AESIF approach.

J. Guo et al. (2023) developed UKF-based approaches
for SoC (2-RC and others) and demonstrated improvements
over classical KF/EKF; nevertheless, estimation quality is
largely determined by the accuracy of the circuit model
parameters. A-UKF-PINN reduces this dependence: PINN
provides a rich physical approximation, while the adaptive
UKF performs online correction of residual model errors.
Prior research has investigated adaptive UKF-based ap-
proaches for state-of-charge estimation that update noise
statistics online to enhance robustness under real driving
conditions (Xing & Wu, 2021). While such adaptive filter-
ing methods can improve estimation stability, they may
still require careful handling of covariance updates and pa-
rameter tuning. In contrast, the proposed hybrid architec-
ture reduces the need for manual configuration by combin-
ing a trainable PINN component with automatic covariance
adaptation in the A-UKF framework.

B. Yao et al. (2024) proposed a modified UKF with an
improved parameter identification procedure, showing
improved SoC estimation in a number of scenarios; nev-
ertheless, the method remains within the “model + filter”
paradigm and is therefore limited when battery physics
exhibits strong nonlinearity. In contrast, A-UKF-PINN
embeds physical laws within the PINN, increasing over-
all accuracy and transferability under dynamic V2G loads.
S. Wang et al. (2024) used optimisation schemes (PSO and
others) for fine filter tuning and error reduction; such
methods improve performance but require frequent offline
optimisation and remain sensitive to the initial model.
A-UKF-PINN reduces the need for regular offline optimisa-
tion, since PINN learns the physics of the modelled process
and A-UKF adapts online, facilitating operation within a
scalable Edge-Cloud DT architecture.

Overall, analysis of these ten studies showed that con-
temporary research achieved significant improvements in
one or two dimensions (filter adaptation, advanced cir-
cuit models, data-driven hybrids, or optimisation-based
approximations), but rarely simultaneously addressed
physical fidelity, robust online correction under noisy re-
al-world conditions, and architectural suitability for Digi-
tal Twin deployment in Smart Grid systems. The proposed
A-UKF-PINN integrates these components: PINN provides
physical interpretability and the ability to model nonlin-
ear thermal effects, A-UKF facilitates adaptive dynamic
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synchronisation, and the Edge-Cloud partitioning supports
practical implementability. Experimental results indicate
an RMSE reduction to approximately 0.87%, suggesting
improved performance of the DT compared to the DM.

Conclusions

This study was devoted to the algorithmic analysis of the
potential performance advantages of the DT over the DM
for controlling critically important CTSs, using the SG as
an example. Based on the conducted theoretical analysis
and experimental validation, the central thesis of the study
was achieved. The functional superiority of the DT was
demonstrated through the development and validation of
an adaptive hybrid A-UKF-PINN model. This model, which
constitutes the key original contribution, for the first time
combines physical fidelity (PINN principles) with adaptive
dynamic synchronisation (A-UKF), making it possible to
overcome the nonlinearity and noise of real PMU/IoT data.
As a result of experimental comparison at a critical CTS
node (SoC prediction in V2G energy storage systems), a
minimal prediction deviation with an RMSE error of 0.87%
was achieved. This indicator confirms the possibility of
reliable real-time maintenance of knowledge equivalence
and corresponds to a 44% error reduction compared to the
conventional digital model (ECM + Kalman Filter) and a
56% reduction compared to the baseline DT approach (pure
PINN). Thus, the achieved numerical results serve as direct
evidence of the superiority of the DT integrated with ad-
vanced hybrid algorithms. Based on the obtained results,
key engineering and economic conclusions were formulat-
ed. It is proven that the transition to DT is an economic
imperative for SGs. Architectural validation showed that
achieving high accuracy (RMSE 0.87%) and scalability of
the DT solution at the scale of the entire CTS is possible
only through the use of a hierarchical Edge-Cloud com-
puting architecture and compliance with reference archi-
tectural standards. This confirms that an effective DT is
formed by the logical integration of the DT domain and the
communication domain into a unified cyber-physical sys-
tem. Further research should focus on the development of
decentralised learning mechanisms to protect data privacy
when scaling distributed DTs in SGs, and on the creation of
self-managing DTs capable of autonomously adapting their
hybrid models to long-term asset ageing.
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AHoTauig. 3pocTraroua MiHJIMBICTb, HETiHIMHICTH Ta BMMOIM OO POGOTM B DPEKMMI peabHOr0 uacy pO3yMHUX
eHeproMepesk poOISITh cTaTMUHi UMGPOBI Mopmesni HemOCTATHIMM [/ HaZAiiHOI OI[iHKM CTaHy Ta KOHTPOIIIO
pO3TOofineHnX aKTUBIB, TAKUX SIK cucTeMu 36epiranHs Vehicle-to-Grid (V2G). MeToto moctigkeHHs 6yno GpopmanbHe
Ta imiTaliljiHe OOIpyHTYBaHHS IMepeBar AMHaMiuyHMX LUbpoBUX ABiiiHMKIB (DTs) mopiBHSIHO 3i cTraTMyHMMM data
model (DM) y 3azavyax OLiHIOBaHHSI CTaHy JiTili-iOHHMX HAKOMMUYYBaviB y peaqbHOMY Yaci. 151 I[bOTO 3aIIPOTIOHOBAHO
riopunHy apxitekrypy A-UKF-PINN, mjo mnoemHye amanTuBHMII HecueHToBaHuit ¢inbtp Kanmana (A-UKF), sxuii
3abesrneuye CTiliKe OLiHIOBAHHS CTaHY 32 HASBHOCTI LIYMiB i HEBU3HAUeHOCTeI, i3 di3nyHO iHDOPMOBAHOI MOEIIIIO
PINN (Physics-Informed Neural Network), sska BpaxoBye IMHAMiKy Ta HeJIiHiiiHi MpOLiecy aKyMyJISITOPHOTO eJieMeHTa.
HoBusHa po6oTH Tmossirae B iHTerparii X KOMIIOHEHTIB B €OMHY MOZENb i3 OBOGIUHOI CMHXPOHi3alli€lo, IO
MiJBUILY€E CTAGIMBHICTh TPOrHO3YBAHHS Ta iCTOTHO 3MEHIIYE AeCHMHXPOHI3alli0 Misk MOJesUTIo 1 Gi3suIHMM 06’€KTOM B
ymoBax Smart Grid. ImiTaniiiny Basifaiito mpoBeseHo Ha pobounx uyukiaax V2G 3 ypaxyBaHHSIM 3MOZe/IbOBAHUX ITYMiB
maTuukiB PMU/IoT (Phasor Measurement Unit / Internet of Things). Orpumane 3HaueHHs Root Mean Square Error
(RMSE) 0,87 % mpoJeMOHCTPyBasIo MigBUILEHHSI TOUHOCTI Ha 44 % mopiBHSIHO 3 TpaguiitHoio DM (ECM (equivalent
circuit models) + UKF, RMSE 1,98 %) Ta Ha 56 % BigHOCHO 6a30B0ro uydpoBoro gpiiiHuka (unctuiit PINN). ApxiTeKTypHa
OIliHKa MiATBepauIa HeoOXiJHiCTh BUKOPUCTAHHS iepapxiuHoi ruiatrdopmu Edge-Cloud, mo 3a6e3neuye onTumanbHuMii
pO3MOoLiNn 06YMCIIOBAIbHUX HaBaHTakeHb: HaBuaHHs PINN y xMapHOMY cepeIOoBMIIi Ta BUCOKOYACTOTHE OL[iHIOBAHHS
cTany Ha mnepudepii. 3anpornoHoBaHa apxXiTekTypa ¢opmye OCHOBY Jjisl MaciiTaboBaHux AuHamiyHux DT y Smart
Grid, crpusie 3HMKEHHIO ONepaliifHMX PU3MKIB, MiATPUMYE BIPOBAIKEHHS CTpPaTeTili MPOaKTMBHOIO TEXHIYHOTO
06CTyTOBYBaHHS Ta MiABUIILYE e(DeKTUBHICTh KUTTEBOTO LIMKIY eHepreTUUHOI iHpPacTPyKTypu

KniouoBi cnoBa: ri6puane momentoBaHHs; GisnuyHO iHbOpMOBaHI HepOHHI Mepexi; HecieHTOBaHU (GiIbTP
Kanmana; ¢pyHkiioHanbHa nepeBara; Edge-Cloud
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Abstract. The purpose of the study was to develop an architectural solution for the construction and management
of a tactical communication circuit of the company-battalion-brigade levels based on flexible radio platforms to
ensure continuity and reliability of communication in conditions of active enemy counteraction. Methods of structural
and functional modelling, scenario and comparative analysis were used. It was established that in conditions of
electronic warfare (EW), the communication circuit of the company-battalion-brigade levels should be built as a hybrid
multi-level architecture, which at the company level combines separate voice communication and data transmission
channels, uses a self-organised Mobile Ad Hoc Network based on software-defined radio systems for tactical exchange,
and at the battalion level — a gateway node for traffic aggregation, routing, and integration with higher-level
communication channels via Low Earth Orbit satellite backhaul. It was shown that Digital Mobile Radio should be
used for the voice loop of the command-and-control minimum, Software-Defined Radio Mobile Ad Hoc Network with
Multiple-Input Multiple-Output — for the tactical data transmission layer, and LEO satellite backhaul - as a main
or backup communication channel between the battalion-brigade levels. An iterative algorithm for planning and
configuring the tactical command link communication network in the presence of electromagnetic interference and
limited resources was proposed. The advantages of the model were increased availability of the command-and-control
minimum, preservation of controllability, prioritisation of traffic by quality of service and controlled degradation of
services. Its effectiveness was determined by the continuity of voice communication, data exchange stability, speed of
connection restoration and communication redundancy between the company-battalion-brigade levels. The practical
significance lies in the possibility of applying the results by specialists of communication units during planning,
deployment and adjustment of the tactical communication circuit of the company - battalion - brigade in field
conditions in a complex electromagnetic environment and under active countermeasures

Keywords: communication network; self-organising network; multichannel architecture; gateway node; satellite
communication channel; electronic warfare

Introduction

Stable communication of the tactical control link (TCL) limited radio resources, high mobility, uneven coverage
(company - battalion — brigade) is a basic condition for ef-  and the effects of electronic warfare (EW). In this context,
fective command and control (C2) in an environment with ~ Software-Defined Radio (SDR) tools and self-organising ad
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hoc networks are the basis of flexible TCL networks, where
the quality of service and survivability are determined not
by the “passport” of radio stations, but by the architecture,
control algorithms and information security (IS) measures.
However, at the tactical level, communication is built from
a combination of different carriers (narrowband voice,
packet channels based on SDR, satellite backbone chan-
nel), but without a formalised methodology for the inte-
gration and control under the influence of EW. As a result,
the “passport” characteristics of individual devices do not
guarantee stable Key Performance Indicators (KPIs) of the
network (C2 availability, delay/variation (oscillation) of the
delay, delivery reliability, recovery time) and do not ensure
systematic consideration of IS requirements.

Modern scientific discourse has proposed a number
of approaches to counteracting interference in Mobile Ad
hoc Network (MANET). In the study, J. Kim et al. (2021)
showed that inherent interference effects can critically
degrade MANET connectivity if media access and routing
protocols do not take into account interference interaction.
This emphasises the need for specialised protocols/policies
that reduce network degradation under interference effects
and preserve the operability of management services. In a
broader review, Z. Patel et al. (2023) systematised the tech-
nological trends of tactical self-organising (ad hoc) net-
works and showed that the key benefits are not provided by
isolated “radio solutions”, but by the coordinated design of
the radio signal form — network layer — service policies. This
formalises the typical trade-offs “delay/bandwidth/sur-
vivability/controllability”, which leads to the formulation
of the problem of multi-criteria optimisation of the TCL
network construction. In the work of N. Chen et al. (2025),
the network challenges of satellite-ground integrated net-
works were generalised, in particular the problems of rout-
ing, mobility, resource management and Quality of Ser-
vice (QoS) in heterogeneous topology. Such an approach
means that effective integration requires communication
carrier selection policies and traffic management mecha-
nisms at the network level, and not only at the “satellite
connection” level. For the physical layer and transmission
mode selection, A. Muresan & P. Bechet (2024) found that
different radio signal forms provide different transmission
modes and balance robustness, bandwidth, and delay dif-
ferently. The authors’ findings are useful for formalising
the rules for selecting a communication medium in a TCL
depending on the type of environment (Line of Sight (LOS)/
Non-Line of Sight (NLOS)) and traffic priorities.

A separate scientific direction is related to the use of
Multiple-Input Multiple-Output (MIMO) as a tool to in-
crease resilience and throughput in interference condi-
tions. K.-P. Hui et al. (2024) demonstrated at the prototype
level the potential of MIMO with interference suppression
for tactical communication, where interference can domi-
nate the “clean” radio channel. This reinforces the thesis
that MIMO should not be considered as a “speed option”,
but as an element of link survivability and QoS stabilisa-
tion. Additionally, in the work of C.E. Thornton et al. (2023)
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considered the role of sidelink in 5G/5G-Beyond for mul-
ti-hop tactical networks and showed that direct inter-de-
vice communication via the PC5 interface can support mul-
ti-hop connectivity and reduce dependence on centralised
infrastructure. This justifies direct inter-device communi-
cation via the PC5 interface as an additional communica-
tion medium for the self-organising TCL network and rein-
forces the concept of multichannel architecture.

For Ukraine, taking into account the experience of
the Anti-Terrorist Operation (ATO)/Joint Forces Opera-
tion (JFO) and the full-scale war since 2022, the construc-
tion of communication networks that are rapidly deployed,
adaptable to interference, and support multichannel
data exchange is of paramount importance. In the study,
M. Masesov et al. (2021) found that active traffic queue
management using fuzzy logic can stabilise latency and
reduce the effects of congestion in tactical radio networks.
According to the authors, QoS in TCL should be ensured
by traffic management, and not only by choosing a “more
powerful” channel. In the work of R. Shtonda et al. (2023),
the authors demonstrated that small-sized digital trop-
ospheric stations can be used as an alternative commu-
nication channel in operational conditions to maintain
connectivity with limited availability of other means. This
justifies tropospheric communication as an additional car-
rier/backbone channel in the multichannel TCL architec-
ture, which enhances network survivability in the event of
degradation of the ground-based self-organising network
or in the absence of infrastructure. Analysing the use of
software-defined radio communication systems in mobile
radio networks, S.V. Salnyk & P.H. Sydorkin (2024) empha-
sised the role of SDR as a technological basis for flexible
configuration of operating modes and integration of var-
ious protocols. This forms the basis for considering SDR
not as a separate “device”, but as a platform for building
network functions and adapting to application conditions.

Despite the existing body of works, there remains a gap
between individual technological solutions (radio signal
form, MIMO, Active Queue Management (AQM), sidelink,
satellite channel integration) and a holistic methodology
for building a TCL network, which simultaneously takes
into account the company-battalion-brigade hierarchy,
multi-bearer architecture, QoS/survivability and basic
IS requirements. Therefore, the purpose of the study was
to substantiate an engineering approach to building and
managing a company-battalion-brigade tactical communi-
cation circuit based on flexible radio platforms to ensure
the reliable functioning of tactical communication under
active countermeasures. To achieve the goal, the following
tasks were set: to describe the structure of the TCL network
(company - battalion — brigade) to form a reproducible
planning/configuration methodology (algorithm) taking
into account QoS, managed degradation, Satellite Commu-
nication (SAT) integration and KPI verification, to compare
the characteristics of the main communication technolo-
gies, in particular Digital Mobile Radio (DMR), SDR-MANET
networks and Low Earth Orbit Satellite (LEO-SAT), to
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determine the functional roles in the TCL and to substanti-
ate the KPI-oriented hybrid multichannel TCL model for the
conditions of Ukraine “DMR + SDR(MIMO)-MANET + LEO-
SAT backhaul”.

Materials and Methods

The study was carried out as an engineering and archi-
tectural justification for building a communication net-
work for the tactical command link in conditions of active
counteraction. Within the framework of structural and
functional modelling, the TCL network was presented as
a hierarchical-cluster multi-level system of company -
battalion - brigade levels, where at the company level
subscriber nodes (infantry units, crews, unmanned aerial
vehicle (UAV) operators, tablets/terminals, sensors), data
access nodes and, if necessary, relay nodes were considered.

At the battalion level, aggregation nodes and gateways
were identified that provided unification of company seg-
ments, traffic prioritisation, routing, relaying, network
control and monitoring. At the brigade level, control nodes
were identified, within which C2 services, routing, logging
and key management were implemented. The types of
communication channels considered were DMR channels
for the C2-minimum voice circuit, SDR-MANET channels
for tactical packet data exchange, and a satellite backhaul
channel for main or backup communication between the
battalion and brigade levels. Topologically, the network
was described as a combination of local company clusters,
united through battalion gateway nodes into a hierarchi-
cal structure, where mesh or ad hoc interaction prevailed
within the clusters, and gateway and main connections
were implemented between the control levels (Fig. 1).

Brigade/Headquarters (C2-services, routing,
logging, key management)

SAT backhaul \

(Starlink terminal)

\

Battalion/communication gateway node (traffic
aggregation, QoS prioritisation, relaying, routing
management, network control and monitoring)

i

N T

SDR-MANET (MIMO-mesh/
self-organising network)

DMR voice (Hytera/
Motorola - command
voice/messaging)

Relay node
(optional) (mast/
UAV relay)

Company/platoon/crews
(radios, tablets/terminals,
UAVs, sensors)

Figure 1. Architecture of the TCL communication network
Source: compiled by the authors based on European Telecommunications Standards Institute (2016), J. Suess (2022), V.H. Sholudko et
al. (2023), A.A. Hrozdov et al. (2024), L. Bojor et al. (2024), P.V. Khomenko et al. (2025)

The European Telecommunications Standards Insti-
tute (2016) standard was used as a regulatory basis for the
analysis of the DMR voice circuit, which provided C2 radio
exchange, and the architectural model of the company-bat-
talion-brigade circuit was used as an input basis for further
analysis of technologies, KPIs and network operation sce-
narios, in particular for determining the battalion commu-
nication node — gateway as a key element of traffic aggrega-
tion, routing, QoS prioritisation and route reservation. The
described architectural model was used as an input basis
for further analysis of communication technologies, deter-
mination of KPIs, operation scenarios and formation of the
TCL network construction algorithm. Using the method of
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comparative and system analysis, typical communication
means were compared: Hytera (2018) Professional Digi-
tal (PD)7i (China) and Motorola Digital Mobile (DM)4000e
(USA) (Motorola Solutions, 2026) as typical representatives
of DMR for basic voice C2 (Push-To-Talk (PTT)/C2-mini-
mum); Silvus StreamCaster (SC)4400 Enhanced (E) (USA)
(Silvus Technologies, 2025) — as a representative of SDR-
MANET (MIMO) for tactical broadband data exchange;
Starlink (2026) (USA) — as LEO-SAT backhaul/reserve at
the battalion-brigade level. These models of communica-
tion means as representatives of different technological
classes were chosen because such systems were used in real
combat missions in the conditions of war in Ukraine during
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2022-2025. The comparison was performed according
to the engineering-role principle and in conformity with
the basic technical parameters: technological class, band/
channelling, frequency ranges, power, bandwidth, delay,
scalability, MIMO/beamforming, encryption and IS, since it
was these parameters that comprehensively characterised
deployment, QoS, survivability/scalability and IS in coun-
termeasure conditions.

The method of structural-logical classification sys-
tematised the distribution of communication services and
technologies in the TCL according to the following crite-
ria: priority services, main technology, reserve/hybrid, se-
quence of controlled degradation and minimum IS require-
ments. This approach unified the policy of prioritisation
and degradation between levels and the preservation of
basic IS mechanisms even in the minimum mode (encryp-
tion, key management/zeroize, segmentation of C2/data
domains, protection of gateways and control nodes). Us-
ing the method of system analytical synthesis, an applied
framework for assessing the stability of TCL communica-
tion was formed, a set of KPIs focused on the minimum re-
quired command and control services was determined, and
a field verification protocol was proposed (control pairs
of nodes, traffic profiles, measurements in three modes:
normal/overload/interference-EW) with fixation of the
sequence of service degradation. For this, the National In-
stitute of Standards and Technology standard (2001; 2019)
was used as a normative basis, and the AES algorithm was
considered as a basic guideline for describing the require-
ments for traffic encryption in TCL.

Using the method of systematic analysis of the experi-
ence of using tactical communication of the Armed Forces
of Ukraine in real combat conditions, typical application
scenarios for Ukraine (city/NLOS, partial NLOS, LOS with
vulnerability to EW, variable LOS) were systematised and
translated into engineering requirements for communica-
tion media and topology (node density, relay, multichan-
nel mode, readiness for SAT) and modern requirements
for TCL were formed. The source base was the analytical
report by J. Watling & N. Reynolds (2023), as the context of
combat conditions 2022-2023, the annual report of L3Har-
ris Technologies, Inc. (2024), as an indicator of practical
relevance on the practical significance of SDR/network
solutions. The formed requirements were used as a basis
for substantiating the hybrid architecture of the TCL net-
work “DMR + SDR(MIMO)-MANET + LEO-SAT backhaul”,
determining the functional distribution of roles between
its components and further developing an algorithm for its
planning and configuration. At the final stage, a logical-al-
gorithmic generalisation of the engineering approach to
building a TCL network was applied, within which a step-
by-step algorithm was formed, covering the collection of
input data, determination of optimisation criteria, design
of the C2-minimum and data layer, selection of gateway
nodes and relay facilities, QoS settings, integration of SAT,
implementation of IS measures and iterative verification
of KPIs with correction of network parameters. This was
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done in order to standardise engineering solutions during
planning, deployment and operational management of
tactical communication and to ensure guaranteed opera-
bility of priority services with limited resources and the
influence of EW.

Results and Discussion

Hierarchical architecture and choice

of communication technologies

for tactical control link under EW conditions

To ensure the effectiveness of tactical communication
at different levels of control, it is necessary to take into
account not only the technical characteristics of commu-
nication facilities, but also the ability of the network to
adapt to changing conditions, such as EW and limited re-
sources. In this context, it is important to use such a TCL
network that allows for communication stability with min-
imal loss of connectivity, while optimising the use of tech-
nologies to ensure proper controllability and reliability. In
the current study, the TCL communication network is con-
sidered as a multi-level system of nodes and channels at
the company - battalion — brigade levels, where each level
has its own functions, services, and requirements for sta-
bility under EW conditions. This approach corresponds to
the practice of organising military communication, within
which communication is considered as an element of the
control system, and not as a set of individual radio stations
(Sholudko et al., 2023).

Within the framework of the analysed model at the
company level, the priority is to ensure C2-minimum
(command voice, short messages/coordinates) with simple
deployment and resistance to local node losses. It is engi-
neeringly expedient to divide the voice control channel and
the data channel so that loaded services do not degrade
control (Hrozdov et al., 2024). To implement the voice
control channel, DMR, standardised by the European Tele-
communications Standards Institute (2016), is used, which
supports basic group services and typical radio exchange
organisation modes. At the same time, a local SDR-MANET
segment is formed for data transmission and situational
awareness (SA), capable of self-organisation and self-re-
covery of routes during movement and loss of some nodes.
Increasing the efficiency of data exchange - increasing the
throughput and noise immunity of the MANET segment —
is associated with the use of MIMO approaches, in particu-
lar in the context of countering jamming, which is relevant
for an environment with intensive EW.

The battalion level performs traffic aggregation and rout-
ing functions, for which gateway nodes are formed that unite
company segments, perform docking of MANET « Internet
Protocol (IP) services and implement the QoS traffic prior-
itisation mechanism, provide redundancy and controlled
degradation of services. In addition, these nodes monitor
and log the network status taking into account the require-
ments of electromagnetic discipline (Sholudko et al., 2023;
Hrozdov et al., 2024). Gateway nodes not only perform
traffic aggregation and routing, but also have the task of
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maintaining network stability, guaranteeing its ability to
self-organise and restore routes when the topology chang-
es. This allows the network to function effectively even in
the event of malfunctions or losses of some nodes, which is
important for ensuring continuous communication in EW
conditions or in combat.

At the brigade level, a control backbone is formed that
integrates C2 services and provides communication with
higher levels via a satellite channel. However, the impact of
cyber impacts and jamming on the space and ground com-
munication segments necessitates considering the satellite
channel as a managed resource with mechanisms for prior-
itisation, degradation, and redundancy (Bojor et al., 2024).
This allows for the stability of communication between the
battalion and brigade levels, even in the event of serious in-
terference. At the brigade level, the satellite channel is the
main backbone channel for communication with higher lev-
els, but to ensure reliability and fault tolerance, this channel
is supplemented with backup paths, such as SDR-MANET for
alternative traffic, which allows for quick switching to other
channels in the event of malfunctions or high interference.

Thus, the engineering model of the TCL network
should be built as a hierarchical multilayer system: DMR
provides reliable command voice communication and short
messages at the tactical level; SDR-MANET with MIMO
forms a resilient tactical layer for data transmission with
self-organisation and self-recovery of routes; and SAT
backhaul is used as a backbone channel for communication

between the battalion and the brigade, with support for
redundancy and traffic prioritisation. Such a hybrid ar-
chitecture allows maintaining a high level of network
adaptability to changes in topology and electromagnetic
interference conditions, which makes it resistant to in-
terference and ensures continuous communication at all
levels of control. At the same time, the use of different
levels of redundancy and degradation of services ensures
that even under conditions of high load or failures, key
services, such as C2, will remain available.

For the effective practical implementation of the con-
sidered TCL network model, it was important to analyse
available communication technologies that can be applied
in different segments of the tactical architecture. Compari-
son of technologies is necessary to select the most optimal
solutions, taking into account the requirements for resil-
ience, scalability, and QoS in conditions where the network
is exposed to EW and changes during combat operations.
Since the technologies used belong to different classes
and perform specific functions in the network architecture
(from portable radios to satellite channels), the compari-
son was not a direct “one-to-one” comparison. Instead, key
technical parameters that directly affect the performance
of the TCL network, such as bandwidth, latency, scalabil-
ity and security capabilities, were considered. This allowed
comparing technology classes that represent specific mod-
els of real-world communication facilities that can be used
in the corresponding TCL circuits (Table 1).

Table 1. Technical characteristics of communication facilities for TCL circuits

Hytera PD7i

Motorola MOTOTRBO

Silvus SC4400E Starlink (LEO satellite

Parameter (portable DMR) ( autgx;?yeogMR) (SDR-MANET node) channel, backhaul)
Technology/class DMR (Tier I1/1ll) DMR (Tier I1/1ll) SDR-MANET (MN-MIM0) | EQ satellite broadband

channel (SATCOM)

Channel
bandwidth/
channel spacing

12.5/20/25 kHz
(channel step)

12.5/20/25 kHz

20/10/5 MHz
(opt. 2.5/1.25)

depends on the service/
terms

VHF 136-174; UHF 400-
470/450-520/350-400;
210-270; 806-941
(for trunking)

Frequency ranges

136-174, 300-360; 350-400;
403-470; 450-527 MHz

The terminal’s RF band is
not fixed

Available ranges from 300
MHz to 6 GHz

Transmitter power | VHF: High 5W/Low TW

High 25-45 W
(depending on range)

“Native transmit power”
up to 20 W (depending
on configuration/model),
efficiency increased by
beamforming

Not used as “radio station
power” within the scope of
TCL role comparison

Limited to DMR class

beamforming

No (as DMR class)

No (as DMR class)

spatial multiplexing

Bandwidth . b Limited to DMR class . 25-220 Mbps (downlink),
(class/typical) (VO'C;;\??ZS data (voice + data services) Up to 100 Mbps (adaptive) 5-20 Mbps (uplink)
Latency Suitable for PTT/voice Suitable for PTT/voice Average ~7 ms Typically 25-60 ms
(class/typical) (class) (class) (at 20 MHz) on land
Depends on configuration
Network Depends on network/relay Depends
scalability organisation (MOTO;F(()%(;Sr;etwork 550+ nodes on coverage/load
Not a “tactical mesh
MIMO/ 4x4 MIMO, beamforming; network”, the terminal uses

an antenna with electronic
beam steering within the
system
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Table 1. Continued

Parameter

Hytera PD7i (portable
DMR)

Motorola MOTOTRBO
DM4000e (automotive
DMR)

Silvus SC4400E (SDR-
MANET node)

Starlink (LEO satellite
channel, backhaul)

Encryption and IS

AES/ARC4,
end-to-end + over-the-air,

AES-256 (declared in
features)

DES56 (standard), AES256
(optional), Zeroize Crypto

Jamming/cyber-impact
risks confirmed, service
encryption parameters not

analogue scrambling

detailed

Note: AES - Advanced Encryption Standard; ARC4 — Alleged RC4; RC4 — Rivest Cipher 4; DES — Data Encryption Standard
Source: compiled by the authors based on Hytera (2018), National Institute of Standards and Technology (2019), European
Telecommunications Standards Institute (2023), D. McCrory (2023), L. Bojor et al. (2024), Silvus Technologies (2025), Motorola

Solutions (2026), Starlink (2026)

Analysis of the table data showed that DMR technology
is appropriate for use as a basic TCL layer, intended primarily
for organising PTT communication and transmitting short
service messages. Its advantages are relative ease of imple-
mentation, energy efficiency, proven solutions and suitabil-
ity for operation in conditions of limited infrastructure. At
the same time, the data transmission capabilities of this class
of systems remain limited, which does not allow considering
DMR as the main technology for supporting modern situa-
tional awareness services, telemetry and other streaming or
broadband applications. The bandwidth of DMR is limited by
the class of technology, which allows efficiently processing
only voice traffic and basic data services, but it cannot sup-
port high-speed applications such as video or big data.

SDR-MANET technology fundamentally differs from
DMR in that it is focused on broadband tactical data ex-
change in dynamic network topology. Its key advantages
are self-organisation, multi-hop routing, self-recovery of
routes, as well as support for MIMO and beamforming mech-
anisms. Together, this provides higher throughput, greater
resilience to changes in the radio environment and better
suitability for supporting situational awareness services in
a complex electromagnetic environment. The bandwidth of
the presented SDR-MANET model (Silvus SC4400E) — up to
100 Mbps (adaptive) — enables the support of broadband ser-
vices that are critical for modern military applications, such
as video surveillance or big data transmission. This makes
this technology an ideal solution for tactical networks with
high bandwidth and adaptability requirements.

The technical characteristics of the Starlink SAT mod-
el (the model’s bandwidth ranges from 25 to 220 Mbps for
downlink and 5-20 Mbps for uplink) show that LEO-SAT
backhaul allows for effective communication between bat-
talion and brigade levels even under difficult conditions
with high loads. However, due to the higher latency (25-
60 ms), the satellite channel is not suitable for tactical data
exchanges in real time. Therefore, within the proposed ar-
chitecture, LEO-SAT backhaul technology is considered not
as an element of a tactical mesh network, but as a backbone
or backup channel for communication between higher lev-
els of control. Its use is advisable due to its high bandwidth
and acceptable latency, which allows for traffic aggregation
and access to a higher-level network. However, the use of
such a channel requires a controlled operation mode tak-
ing into account the risks of jamming, cyber impact, as well
as the dependence of actual service parameters on the sys-
tem operating conditions.
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According to IS criteria, not only encryption algo-
rithms were of crucial importance, but also key manage-
ment mechanisms, access control, and the ability to quickly
reset or destroy cryptographic parameters (zeroize) in case
of a threat of compromise. All technologies presented in
the table support encryption (AES, DES, ARC4), which pro-
vides a basic level of information protection. However, each
technology has its limitations, in particular, encryption in
LEO-SAT is not detailed, which may create additional risks
in the context of cyber threats. Encryption mechanisms can
affect data transfer speed and network latency. For DMR,
where encryption is used for voice channels, the impact on
data transfer speed is insignificant, since such channels are
designed to transmit small amounts of data (voice, short
messages). However, for SDR-MANET systems with large
amounts of data, such as situational awareness, additional
encryption mechanisms can lead to increased latency due
to processing of large data and high requirements for com-
puting power, which is important to consider when plan-
ning a TCL network. Therefore, a hybrid model is technical-
ly justified for the TCL, in which DMR is used to provide the
minimum necessary control loop, SDR-MANET as the main
tactical data layer, and LEO-SAT as a backhaul layer with
QoS policies and redundancy. The comparison showed that
the DMR channel should be used as a voice C2 loop, which
provides minimal system controllability even in the event
of degradation or loss of the data network. SDR-MANET
should serve as the main tactical data transmission chan-
nel, as it provides network self-organisation, multi-hop
routing and support for situational awareness services.
LEO-SAT backhaul should be used as a backbone or back-
up battalion-brigade communication channel, designed for
traffic aggregation and access to a higher-level network.

The results of the engineering analysis of the roles of
communication channels in the tactical control link indi-
cate that at the company level, it is reasonable to divide the
voice control channel and the data channel so that loaded
services do not cause control degradation. This statement is
consistent with Y.W. Lo et al. (2024), who analysed the use of
DMR in an applied monitoring system and pointed out the
need to evaluate the reliability and performance of services
under real load conditions. The researchers treat DMR not
as a “default channel”, but as a technology layer with meas-
urable characteristics. In the context of TCL, this supports
the interpretation of DMR given in the current study as a
basic C2 loop (voice and short messages) with predictable
behaviour, while data exchange and SA should be moved
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to a separate SDR-MANET segment to avoid competition
for resources within the critical control loop. Accordingly,
separating the circuits has not only architectural but also
methodological meaning: it allows setting KPIs separately
for C2 and for SA/data and checking the performance under
conditions of changing load and interference.

In the study by J. Suomalainen et al. (2022), tactical
mobile networks were considered as isolated tactical seg-
ments in which cyber defence and response mechanisms
must operate autonomously and cannot rely on the con-
stant availability of a remote Security Operations Centre
(SOC). The key conclusion of the authors is that traffic pri-
oritisation must be security-oriented and dynamic: pri-
ority decisions are based on traffic analysis and security
posture assessment, and as an example of an “intelligent”
response to availability threats, dynamic adjustment of
live video stream quality parameters is demonstrated. In
the current study, these provisions are related to the fact
that the criterion for the success of building a TCL net-
work is the implementation of KPIs of priority services
with the dominance of the C2-minimum, and at the bat-
talion level, the functions of QoS prioritisation, managed
degradation, and monitoring/logging were concentrated
in the gateway node, which serves as a practical point of
implementation of such dynamic policies under resource
shortages under EW conditions.

The functional role of the gateway node at the bat-
talion level is justified by the concentration of aggrega-
tion and traffic management functions, which provides
MANET « IP docking, QoS prioritisation, redundancy, and
managed degradation of services. This approach is con-
ceptually consistent with R. Mahmud et al. (2021), who
considered SDN-oriented tactical networks as multi-do-
main systems, where the key condition for supporting het-
erogeneous services is policy-driven orchestration. The
authors proposed a multi-layered Software-Defined Net-
working (SDN) architecture that provides monitoring and
aggregation of network state for orchestrating services
in terms of resilience, compatibility, and policy enforce-
ment. In such an architecture, the gateway performs the
role of implementing service management policies at the
interface of domains, providing monitoring and logging of
network state. Therefore, optimality is determined not by
the total throughput, but by preserving the operability of
priority services by limiting secondary traffic.

According to the analysis of the role of the satellite
channel, at the battalion-brigade level it should be consid-
ered as a managed backhaul resource that requires priori-
tisation, degradation, and reservation policies. This state-
ment is consistent with the work of M. Kang et al. (2024),
which systematises threats to satellite systems in terms

of confidentiality, integrity and availability, emphasising
the presence of real incidents and the need for not only
technological, but also political and organisational coun-
termeasures, which actually leads to the need for “con-
trollability” of the satellite domain at the level of resource
access policies. In the study by V.S. Kantheti et al. (2023),
an anti-jamming approach for cooperative LEO satellite
constellations based on distributed combining of received
signals (distributed Maximal Ratio Combining (d-MRC),
distributed Linear Minimum Mean Square Error (d-LMMSE))
is considered, the effectiveness of which was tested on a
hardware and software stand based on SDR. These results
are consistent with the current study that satellite back-
haul is considered a resource sensitive to EW: the presence
of specialised anti-jamming solutions confirms that the in-
terference immunity of the satellite segment is a separate
engineering problem. In the proposed TCL architecture of
this study, the satellite backhaul channel (LEO/Starlink)
must be planned as a managed resource with redundancy
and managed degradation/switching modes.

A comparison of communication technologies for the
tactical control link showed that for each level of the TCL
network it is advisable to use specific technologies - DMR,
SDR-MANET and LEO-SAT backhaul, based on the tech-
nical characteristics and capabilities. These technologies
interact with each other, creating a hybrid architecture in
which each of these technologies performs its role, ensur-
ing network stability even in difficult EW conditions. The
use of separate circuits for voice control and data trans-
mission allows optimising the network, ensuring continui-
ty and efficiency of operation at all levels of control.

Functional distribution of services

and requirements for the TCL network

under EW conditions

For the effective operation of the tactical command link
network, it is important not only to determine the techni-
cal characteristics of the communication means used, but
also to configure the functional distribution of services be-
tween the TCL levels, taking into account the roles of nodes
at each level, which were described in the previous section.
Proper organisation of this distribution allows for the opti-
mal combination of different communication technologies,
ensuring the priority of important services and creating
degradation mechanisms in conditions of limited resourc-
es or EW influence. Determining these aspects is critical for
ensuring the uninterrupted operation of the TCL network
in difficult combat conditions. The functional distribution
of technologies and services between different TCL levels,
as well as the specified degradation modes and minimum
IS requirements for each level are given in Table 2.

Table 2. Distribution of communication services and technologies in the tactical command chain link
(company - battalion - brigade) and degradation modes

TCL level/node I . . . . Minimum IS
‘ role Priority services | Basic technology | Reserve/hybrid Degradation mode requirements
Company/ C2-minimum voice, MANET (via Cutting off “heavy” data — Encryption; key
subscriber mode | short messages/ DMR a gateway, if only short messages — management/zeroize,
(infantry, crews) statuses available) C2-minimum (voice) minimising open services
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Table 2. Continued

TCL level/node - . . . . Minimum IS
role Priority services | Basic technology | Reserve/hybrid Degradation mode requirements
. Video/high bitrates — Voice /data key domain
Port/gateway V0|Ic:c;acg|a:gug{ia;eyvay, DMR + MANET DMR-only (in COP with less frequent separation, gateway
(voice &> data) aqare atio% degradation) updates — short authentication, access
9greg messages + voice policies
. ISR/video — COP update | C2/data segmentation,
Battalion/HQ %%sdgi?:’h(i:r? P SDR MANET DM(T);\::OkII‘?aearifSAT rate reduction — “control network management
aggregator teFI)emetr 9, (MIMO/mesh) needed) only” (CU/C2 + critical protection, access
y messages) prioritisation
. Background traffic » Crypto overlay over
B::;illlaonﬁgl Blt_é)ﬁﬁlb 1%'32:%?;“ SATCOM hrﬁ'ﬁgl)EI D(:\a/‘th C2/service data only - the internet channel,
9 (if neeyded) glevel (Starlink) (voice) emergency minimum access control, endpoint
profile protection
Domain-role access
Brigade/ Stream integration, MANET + SAT ISR/video — COP with model (br/battalion/
inter-battalion COP resource backhaul DMR (voice C2) less frequent updates — company), key
integration node management C2-minimum distribution, event
auditing
Crypto
. protection +endpoint
Brigade/ s%ﬂ?grqzlvte? / Alternative "m(;r; aC rgﬁzlnttrgfgllc"—; control,
strategic interdepartmental SATCOM transport channels “store an% forward"):node anti-eavesdropping/
backhaul node inte?action (where available) for messages spoofing protection,
9 cyber/EW risk
management

Note: ISR - Intelligence, Surveillance, and Reconnaissance
Source: compiled by the authors based on National Institute of Standards and Technology (2001; 2019), European Telecommunications
Standards Institute (2016), O. Lavrut et al. (2019; 2021), J. Suess (2022), V.H. Sholudko et al. (2023), A.A. Hrozdov et al. (2024),

P.V. Khomenko et al. (2025), Silvus Technologies (2025), S. Halwa & L. Harriss (2025), Starlink (2026)

The above matrix confirms the feasibility of a mul-
tilayer communication architecture of the TCL according
to the primary/fallback bearer principle, where each layer
uses the optimal technology for its tasks, taking into ac-
count the possibility of degradation when resources are
limited. At the company level, the priority is C2-minimum
(voice and short messages): DMR provides basic availa-
bility, and MANET is used for data transmission in the
presence of a gateway. This allows maintaining commu-
nication even under limited resource conditions. At the
battalion level, where data aggregation and distribution
functions (COP, telemetry) are concentrated, SDR-MANET
(MIMO/mesh) acts as the main transport layer, and SAT-
COM acts as a managed backhaul for BLOS and redundan-
cy in case of degradation of the ground topology. At the
brigade level, integration between battalions and access
to higher levels require a combination of MANET+SAT
backhaul with a fixed minimum service profile as a condi-
tion for maintaining manageability.

The degradation sequence (limiting high-bitrate ISR/
video services, reducing the COP update rate, switching
to “control only” mode) supports the prioritisation of
critical functions and reduces the risk of network over-
load. At the same time, degradation should not be accom-
panied by the abandonment of basic IS mechanisms: en-
cryption, key management/zeroize, C2 segmentation, and
protection of control nodes and gateways remain nec-
essary in the minimal mode. Thus, the table formalises
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the engineering logic of building a TCL network as a hy-
brid system with many bearers, where MIMO-MANET
provides performance and adaptability, DMR provides
basic C2 availability at the lower level, and SATCOM pro-
vides a backup/transport circuit for BLOS integration be-
tween the battalion and the brigade.

The experience of the war in Ukraine has shown that
the main problem of tactical communication is not just
voice radio exchange, but stable network interaction in
conditions of EW, manoeuvre, node losses and the need
for operational data exchange between control levels
(Watling & Reynolds, 2023). That is why traditional
DMR devices, despite the suitability for command voice
and short messages, cannot fully meet the needs of TCL,
since these devices belong to narrowband systems and
are not designed for broadband tactical data exchange
and flexible multi-hop networking (European Telecom-
munications Standards Institute, 2016). In contrast,
SDR-MANET platforms with MIMO, such as the Silvus
SC4400E, provide higher throughput, spatial immunity to
interference, as well as self-organisation and self-healing
of routes, which allows more effectively maintaining net-
work connectivity in a complex electromagnetic environ-
ment (Silvus Technologies, 2025).

For TCL, performance indicators should characterise
not only “channel quality”, but also the ability of the network
to maintain controllability under conditions of EW, node
losses and resource shortages. In applied methodologies,
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resilience is considered an integral category related to im-
munity to interference and cybersecurity, and should be
suitable for operational application (Hrozdov et al., 2024).
Given the nature of the threats in the war in Ukraine, KPIs
should be oriented towards the C2-minimum and man-
aged degradation of services. The recommended set of
KPIs for TCL includes: C2-minimum availability between
key nodes, end-to-end (end-to-end) delay of delivery of
commands and critical messages, latency variation for
voice and streaming services, throughput by traffic class
(SA/telemetry as priority data, high-bitrate streams, only
if resource is available), PTT/group call setup time, recov-
ery time after node/link loss, resilience to EW/cyber im-
pacts, including taking into account combined threats for
the satellite segment.

For practical verification of KPI, it is necessary to
apply a simple protocol during exercises/deployments:
define control pairs of nodes (company < battalion, bat-
talion & brigade, adjacent companies), set traffic profiles

(C2-minimum, SA/telemetry, flows “if resource is availa-
ble”) and take KPI in three modes: regular, with resource
shortage (simulation of overload) and with interference/
EW (simulation of degradation), fixing the sequence of dis-
connection of services according to the degradation poli-
cy. In the TCL, “range” should be interpreted as coverage
determined by LOS/NLOS, terrain and buildings, antenna
solutions, node density and EW level, respectively, cover-
age is the result of network organisation (planning, backup
routes/frequencies, counteraction to interference), and not
a constant passport value (Sholudko et al., 2023). In order
to effectively address these challenges in real-world com-
bat environments, it is necessary to properly organise the
network topology and technology selection based on signal
propagation scenarios in different environments. Table 3
below shows typical signal propagation scenarios and cor-
responding network topologies for TCL, including changes
under EW conditions, manoeuvres, infrastructure changes,
and the need to adapt to various geographical conditions.

Table 3. Signal propagation scenarios and corresponding network topologies for TCL

Scenario Signal propagation conditions

Technologies and network

solutions Degradation mode

“Radio shadows” and unstable

City (NLOS, multipath) links, multipath propagation

SDR-MANET priority for data, DMR

Cut off “heavy” data — only short

for voice, self-healin < .
! 9 messages — C2-minimum (voice)

mesh network, relay.

A denser network Shorter hops, higher node density,

Forest belts/plantations
(partial NLOS)

Coverage fragmentation, reduced
signal density over long distances

of nodes, repeaters, gateways,
multichannel network
with multiple transport carriers.

thoughtful placement
of repeaters/gateways

Open terrain
(LOS, EW vulnerability)

Better connectivity, but possible
sharp drops under interference
under EW conditions

SDR-MANET for data, SAT
backhaul for backup, mode
adaptation, route backup,
readiness for transition to SAT.

Adaptation of modes,
reservation of routes

Rough terrain
(variable LOS)

Geometric “shadows”
and gaps, changes in the line
of communication

SDR-MANET for network
self-organisation, fast rerouting,
alternative routes, local autonomy

Fast rerouting, alternative
routes/gateways

of subnets.

Source: developed by the authors

All scenarios emphasise the importance of network ad-
aptation to different signal propagation conditions, which
makes it possible to flexibly and effectively manage tactical
TCL networks in real combat conditions. The experience of
combat operations in Ukraine has shown that the TCL com-
munication network degrades under the combined influence
of: high density of EW/interference, absence or destruction
of infrastructure, rapid topology changes (manoeuvre, loss
of nodes), difficult propagation conditions (NLOS), spec-
trum congestion and cyber risks (compromise of terminals,
interception, attacks on gateways/endpoints). Under such
conditions, static planning that depends on a single trans-
port medium leads to a decrease in availability and an in-
crease in recovery time, which directly affects the control
cycle (company — battalion — brigade) and maintaining COP/
data exchange (Halwa & Harriss, 2025). The engineering
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conclusion is the feasibility of a multilayer architecture in
which the tactical data layer is implemented on the basis of
a self-organising and self-healing MANET, and maintaining
manageability is ensured by QoS prioritisation, managed
degradation, and KPI-oriented stability verification.

In the conditions of war in Ukraine, threats to TCL com-
munication are complex and include both electromagnetic
and informational and cybernetic influences. The basic risks
include interception and eavesdropping due to the use of
unprotected or incorrectly configured channels, as well as
jamming and electromagnetic incompatibility/mutual noise
phenomena at high density of means in the common air. A
separate group is made up of influences on navigation com-
ponents, including spoofing, which complicate the use of
modes and services dependent on navigation support. For
the backbone component, cyber impacts on the satellite
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segment and jamming of satellite terminals are critical,
which increases the vulnerability of SAT backhaul and
justifies the need for architectural redundancy. Given the
above threats, the implementation of command and con-
trol (C2) exchange in the TCL should provide for cryp-
tographic protection of traffic and correct organisation of
key material at the radio network and terminal levels. As
an example of an engineering implementation for tactical
SDR-MANET nodes, the Silvus SC4400E specification pro-
vides support for DES56 (standard) and AES256 (optional),
the presence of the zeroize function and declared compli-
ance with the National Institute of Standards and Technol-
ogy (2019) as a characteristic of the cryptomodule level. In
combat conditions, taking into account the probability of
loss/capture of nodes, the availability of procedures for the
operational destruction of cryptomaterial and minimising
the consequences of potential compromise of a node for
the entire network are critical.

Based on the real combat experience of using tactical
communication in Ukraine and technological capabilities,
the key requirements for the TCL network in conditions of
mobility and limited infrastructure were summarised:

1. Mobility and limited infrastructure. The TCL net-
work must support the mobility of units and function in
conditions of limited infrastructure capabilities. This in-
cludes adaptation to rapid topology changes and the avail-
ability of backup channels for communication.

2. Digitalisation and networking. The need for digital
means of communication has become urgent, providing
not only voice transmission, but also support for various
data and integration with other systems, including auto-
mation of unit management processes.

3. C2 availability and recovery time. This shifts em-
phasis away from “passport range” to the availability of
minimum C2, in particular voice communication and short
messages, during resource shortages or in conditions of
electromagnetic effects. Rapid restoration of communica-
tion after the loss of nodes or channels.

4. Comprehensive IS. Ensuring network IS, including
traffic encryption, key management, domain segmentation,
access control, as well as implementing service minimisa-
tion policies and operational destruction of cryptographic
materials (zeroize) in case of compromise.

5. Adaptation to electromagnetic interference (EW).
The network must be resistant to EW and other interfer-
ence that can disrupt or degrade data transmission. This
includes the use of self-organising and self-healing tech-
nologies, such as SDR-MANET.

6. Protection against interception and cyber risks. En-
suring protection against interception and compromise of
data, especially in tactical networks, where there may be
attacks on endpoints and gateways.

7. Flexibility of network topology. Considering various
signal propagation scenarios in different conditions (city, for-
est, open areas), the network must be flexible, with the ability
to adapt to topology changes. The important things are the
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thoughtful placement of repeaters and gateways, support for
multichannel networks, and adaptation to EW conditions.

8. Scalability and manageability. The network must
have the ability to scale under conditions of increased load
and ensure communication stability even with partial loss
of nodes or changing conditions.

These requirements determined the basis for the de-
velopment of an algorithm and engineering model of a
communication network for the TCL, which must provide
high adaptability, stability, and security in difficult con-
ditions. In general, building a TCL network and planning
its deployment requires not only adaptation to changing
operating conditions, but also the integration of mod-
ern technologies capable of ensuring stability, mobility,
and communication security in combat conditions. The
proposed criteria and principles, in particular the use of
hybrid technologies and controlled degradation of ser-
vices, are key to ensuring the effective operation of the
TCL network in difficult EW conditions, limited resourc-
es, and high cyber threats.

Algorithm for designing and configuring

a TCL network under conditions

of EW and electromagnetic effects

The “DMR + SDR(MIMO)-MANET + LEO-SAT backhaul”
model presented in the current study takes into account
all the above requirements and is focused on ensuring
C2-minimum and maintaining controllability under con-
ditions of EW, node losses and degradation of individual
channels. Such a system can help ensure uninterrupted
control in complex combat situations. The practical im-
plementation of the proposed model requires a formal-
ised sequence of engineering solutions that connects the
choice of network architecture with the procedures for its
planning, configuration and verification. For this purpose,
a step-by-step algorithm for designing and configuring a
TCL communication network under conditions of limited
resources and electromagnetic effects is proposed. The al-
gorithm covers input data collection, optimisation criteria
definition, C2-minimum and data layer design, gateway
and relay node selection, QoS and managed degradation
mode configuration, SAT integration, IS implementation,
and iterative KPI verification with subsequent network pa-
rameter adjustment. A generalised algorithm diagram is
shown in Figure 2.

Figure 2 should be interpreted as a detailed algorithm
for the phased design, configuration, verification and ad-
justment of the TCL communication network in the “com-
pany — battalion — brigade” loop under EW conditions. The
algorithm is focused on ensuring the functional suitability
of the network for performing management tasks. The ul-
timate criterion for its effectiveness is not the maximisa-
tion of total throughput, but the guaranteed provision of
C2-minimum, communication stability, controlled degra-
dation of services and network recoverability after the loss
of nodes or channels.
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‘ 1. Collection of input data ‘

v

‘ 2. Establishment of “optimality” criteria ‘

v

‘ 3. Formation of the map of TCL nodes and roles ‘

v

‘ 4. Design of the “minimum C2 architecture” ‘

v

‘ 5. Design of the logical data layer ‘

v

6. Selection of the battalion gateway node

(aggregatlon point)

‘ 7. Planning of relay links and coverage gap mitigation ‘

v

‘ 8. Configuration of QoS and degradation modes ‘

v

‘ 9. Integration of the satellite link (battalion—brigade level) ‘

v

10. Configuration of information security

v

‘ 11. Validation against KPI (QoS/resilience) ‘

v

‘ Are KPI targets met? ‘

Yes /

Approval of the TCL network
deployment plan

Completion ‘

\io
‘ Adjustment of network parameters

Return to steps 6-10, then repeating
KPI validation (step 11)

Figure 2. Generalised scheme of the algorithm for designing and configuring
a TCL communication network under EW conditions
Source: compiled by the authors based on National Institute of Standards and Technology (2001; 2019), European Telecommunications
Standards Institute (2016), O. Lavrut et al. (2019; 2021), J. Suess (2022), V.H. Sholudko et al. (2023), A.A. Hrozdov et al. (2024),
P.V. Khomenko et al. (2025), Silvus Technologies (2025), S. Halwa & L. Harriss (2025), Starlink (2026)

In step 1 — input data is collected, which determine the
initial conditions for building the network. At this stage,
the features of the area of operations are analysed, in par-
ticular the terrain, the nature of the development, the pres-
ence of radio shadow zones, expected radio conditions and
probable spatial restrictions for the placement of nodes.
Additionally, the composition and number of network el-
ements at the company, battalion, and brigade levels are
determined, the presence or need for relaying is assessed,
and a list of services that must be supported by the net-
work is formed: command voice exchange, transmission
of commands and coordinates, situational awareness data,
telemetry and, if resources are available, streaming data.
At the same time, EW threats, cyber threats, risks of equip-
ment loss, as well as the probability of degradation or loss
of the satellite channel are taken into account. It is at this
step that the available technological set of the network is
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fixed: DMR as the basis for stable voice C2 exchange, SDR-
MANET as the basis for a self-organised data layer, and the
satellite channel as a main or backup means of communi-
cation between the battalion and brigade levels.

In step 2 — the criteria are established according to
which the network is considered suitable and meets the
requirements for performing the task. At this stage, the
network requirements are formalised through coverage,
connectivity, survivability, QoS, electromagnetic com-
patibility, and IS indicators. The priority criterion is the
guaranteed provision of the C2-minimum even with par-
tial degradation of services, and lower priority information
flows may be limited. Also, requirements are set here for
the minimum permissible availability of the command
channel, permissible delays, route stability, speed of recov-
ery after node loss, as well as for radio discipline, radiation
control, and cryptographic protection modes.
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Step 3 — a map of TCL nodes is formed and the roles
in the network are determined. At the company level, sub-
scriber nodes and data access nodes are set; at the battal-
ion level, aggregation and gating nodes are allocated; at
the brigade level, a control node and an exit point to the
main or backup channels are determined. This allows, even
before configuring individual technologies, to distribute
functions between network levels: local C2 exchange, data
aggregation, routing between units, integration with ex-
ternal channels, and redundancy of critical functions. The
criticality of this stage is that an error in determining the
roles of nodes subsequently leads to inefficient routing,
overloading of network reference points, and loss of con-
trollability during degradation.

In step 4 — the company-level C2-minimum circuit
is designed. At this stage, DMR technology is introduced,
which is used as the basic and most stable channel for
voice command communication and transmission of short
critical messages. For the company level, channel resourc-
es, frequency plan, backup frequencies, operating modes,
and the order of transition between these modes are de-
termined in accordance with communication management
procedures. This step directly implements the network re-
quirement for continuous management, even under dete-
riorating propagation conditions or under the influence of
EW. If risks of unstable voice coverage are identified at the
initial planning stage, this is recorded as a basis for further
adjustment of node placement or introduction of relaying.

In step 5 — the company data layer is designed, within
which SDR-MANET is introduced as a self-organised mul-
ti-hop network. At this stage, the logic of building routes
between nodes, the permissible depth of multi-hop connec-
tions, the procedure for self-recovery of routes after the loss
of individual nodes, and the rules for servicing situational
awareness, telemetry, and other service packages are deter-
mined. Using SDR-MANET allows meeting the requirements
for topology flexibility, distributed control, and adaptability
to changes in the tactical situation. The criticality of this
step is that it is here that the network’s ability to support
local data exchange in the event of losses, manoeuvres, and
destruction of individual communication sections is formed.

Step 6 - the battalion gateway node is selected, which
acts as a point of traffic aggregation and inter-level ex-
change management. At this stage, one or two reference
nodes are determined, for which the position, coverage
area, security, power supply, antenna deployment, and
redundancy are assessed. This is where the network tran-
sitions from local company segments to an integrated
battalion structure. The gateway node concentrates the
functions of traffic aggregation, message prioritisation,
route management, switching between available channels,
and preparing data for transmission to a higher level. This
is one of the most critical stages of the algorithm, since an
incorrectly selected gateway can become a point of over-
load or the only vulnerability of the entire network.

In step 7 — relay planning and filling of areas of insuf-
ficient coverage are carried out. If the previous stages have
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established the presence of radio shadows, interruption of
connectivity between companies, instability of access to
the battalion gateway, or insufficient depth of coverage,
additional relay nodes are introduced. These can be sta-
tionary mast solutions, mobile platforms, or UAV repeaters,
depending on the terrain conditions and available resourc-
es. In this step, the algorithm directly responds to the net-
work requirement to ensure connectivity and survivability
in difficult terrain or with partial loss of infrastructure. If
connectivity remains insufficient after the introduction of
relaying, this stage is the primary point of correction be-
fore re-checking the KPI.

In step 8 — QoS and service degradation modes are
configured. This is the stage at which the algorithm estab-
lishes a correspondence between traffic types and network
functional priorities. The highest priority is given to the
C2-minimum: command voice, commands, coordinates,
and other critical management messages. The second level
of priority is given to situational awareness and telemetry
data. Streaming services, additional information exchang-
es or volumetric data are of lower priority and can be limit-
ed, compressed or completely disconnected in the event of
a shortage of radio resources or during EW. It is at this step
that the mechanism of controlled network degradation is
formed, thanks to which the controllability of the unit is
maintained even under deteriorating operating conditions.

In step 9 — the satellite channel is integrated into the
“battalion-brigade” loop. Here, the satellite segment is not
considered as a permanently guaranteed resource, but as
a managed backbone or backup channel with predefined
usage rules. At this stage, the conditions under which the
satellite link is used as the main one for inter-level ex-
change are established, as well as scenarios for transition
to autonomous battalion-level operation in the event of its
loss, jamming, or cyber impact. Therefore, this step direct-
ly implements the requirement for the network to provide
redundancy for inter-level exchange and ensure operability
even in the absence of an external backbone channel.

Step 10 - IS setup. At this stage, encryption mecha-
nisms, key material management, delimitation of exchange
domains, as well as procedures for rapid resetting of keys
and critical settings in the event of a threat of equipment
capture are implemented for all involved technological
segments. For cryptographic protection, the algorithm
uses AES and other provided protection means compatible
with the network configuration. Measures to counter radio
interception, technical analysis of emissions and compro-
mise of network parameters are separately determined.
This means that IS requirements are not considered as an
additional component, but are included in the network set-
up algorithm itself as its mandatory phase.

Step 11 is a network check using KPIs. The availability
of C2-minimum, latency and stability of critical message
transmission, data throughput, self-healing speed after
loss of nodes or channels, as well as the network behav-
iour under the influence of EW are assessed. Verification
at this stage completes the full design cycle and puts the
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algorithm into decision-making mode. If the KPIs are met,
the network deployment plan is approved as meeting the
functional requirements. If the KPIs are not met, the al-
gorithm proceeds to the adjustment of the network pa-
rameters, returning first to steps 6-10, i.e., reviewing the
gateway configuration, relaying, QoS policies, degradation
modes, satellite channel reservation, and protection pa-
rameters. This cycle is repeated until an acceptable level
of network stability, QoS, and manageability is achieved.

The presented algorithm for phased design, configura-
tion, and verification of the TCL network in EW conditions
provides a structured approach to creating and optimising
tactical networks. Its main advantage is the integration of
many technologies into a single hybrid architecture that
includes DMR, SDR-MANET, and satellite channels, which
allows not only to ensure communication stability in condi-
tions of high interference and dynamic topology, but also to
quickly adapt the network to changes in combat conditions.
This algorithm significantly improves network planning
and deployment, as it is focused on real-world operating
conditions. In particular, it allows clearly defining priorities
for each network layer and technology, ensuring optimal re-
source allocation and minimising the likelihood of failures
or degradation in critical situations. The algorithm also im-
plements backup, degradation, and recovery mechanisms
that allow the network to remain operational even in the
event of loss of nodes or channels. In addition, it includes
KPI verification stages that allow directly assessing the
effectiveness and reliability of the network under combat
and EW conditions, which is important for increasing the
overall stability of the system. Thus, the algorithm not only
structurally organises the process of network design and
configuration, but also allows actively responding to chang-
es in operating conditions, ensuring flexibility, stability, and
communication security at all levels of command.

The correctness and efficiency of the proposed mod-
el largely depend on the algorithm for its design and con-
figuration. Therefore, it is important to assess how the
architectural principles embedded in the algorithm meet
the requirements for the TCL network in EW conditions.
Although it is not possible to make a direct comparison
with other similar algorithms, it is possible to compare
the architectural approaches and technologies used in
the proposed model. This allows analysing how the choice
of technologies, such as DMR, SDR-MANET and satellite
channels, affects the stability, adaptability, and efficiency
of the network in real conditions.

The results of the engineering analysis of the TCL net-
work architecture showed that it is correctly described not
through the “best channel”, but through a matrix of servic-
es, roles of nodes and carriers and a formalised degradation
sequence (ISR/video — COP/SA intensity reduction - “con-
trol only” with the dominance of the C2-minimum). This
statement is consistent with D. Darsena & F. Verde (2022),
who emphasised that the standardised Mission-Critical
Push-To-Talk (MCPTT)/Mission-Critical Video (MCVideo)/
MCData classes are designed under strict requirements for
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availability, reliability, latency, security and QoS, i.e., the
“criticality” of services sets the priorities of the network
resource. At the same time, the authors consider this hi-
erarchy mainly in the context of the 4G/5G ecosystem and
standardisation, while in the current study it is translat-
ed into operational degradation rules for a heterogene-
ous stack of communication carriers (DMR/MANET/SAT)
and tied to the roles of TCL nodes (subscriber/gateway/
aggregator/SAT gateway). S. Yuan et al. (2023) show that
integrated satellite-ground networks are characterised by
limitations in flexibility and adaptability and problems
with efficient resource use, in connection with which the
authors substantiated the need for SDN and intelligent
control approaches. In the current study, these provi-
sions are interpreted for the battalion-brigade level as an
engineering requirement to treat SAT backhaul not as an
unconditional support of the network, but as a managed
resource with traffic prioritisation and degradation modes
to the minimum profile (“C2/service data only”) and with
reservation/switching procedures, which is reflected in the
service and carrier distribution matrix.

The results of the engineering analysis of the criteria
for selecting the base data layer in the TCL network showed
that the use of SDR-MANET at the battalion aggregator
level and the inclusion of KPIs of recovery time after the
loss of a node or link are methodologically justified, since
in TCL the manageability is determined not by the peak
speed, but by the network’s ability to quickly restore con-
nectivity and delivery of critical messages in conditions of
dynamic topology and losses. These conclusions correlate
with M. Baumgartner et al. (2024), who considered ap-
proaches to increasing the resilience of routing in MANETSs
and showed that the proposed improvements to routing
protocols increase the network’s resilience in conditions of
dynamic topology, which is manifested in improving deliv-
erability and latency indicators. The discrepancy lies in the
level of detail: the authors worked at the level of specific
protocols/mechanisms, while the current study forms an
architectural policy and KPI framework, without fixing spe-
cific implementations of routing protocols. The proposed
approach to service distribution and degradation policy
in this study requires further experimental verification on
specific MANET implementations regarding the reachabil-
ity of the KPI of connectivity recovery time under typical
COP/telemetry loads.

D.Falcao et al. (2021) substantiate the feasibility of dis-
ruption-tolerant networking (DTN) approaches for tactical
messaging under conditions of discontinuous connectivi-
ty: DTN is considered as an evolution of ad hoc networks
for environments with low node density and intermittent
connections, where continuous end-to-end (end-to-end)
connectivity is absent, and delivery is ensured by buffering
and deferred forwarding. In the current study, these results
are interpreted for degraded scenarios of the backbone
transport (strategic backhaul) in the TCL as an engineer-
ing requirement to provide a separate “store and forward”
degradation profile for critical messages, which is reflected
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in the service and carrier distribution matrix. At the same
time, despite the difference in scenarios (marine context
in the authors vs. terrestrial TCL in this study), the basic
principle is transferred: in the case of backhaul instabil-
ity, the guaranteed delivery of management messages is
ensured by the exchange mode (buffering/prioritisation/
TTL), and not by the assumption of constant channel avail-
ability. J. Suomalainen et al. (2024) analysed the cyberse-
curity of autonomous rapidly deployable tactical networks
and showed that orchestration and autonomous control
(in particular, with the use of machine learning methods)
simultaneously increase the complexity of the system and
expand the threat landscape, as a result of which risk-
based approaches, including threat analysis and priori-
tisation, are necessary for mission-critical applications.
This conclusion correlates with the results of the current
study that even in the minimum degradation mode, basic
IS mechanisms must be maintained, the reduction of ser-
vices should not be accompanied by the rejection of seg-
mentation, access control and protection of control nodes/
gateways and endpoints, which is reflected in the service
and carrier distribution matrix. Therefore, IS is a compo-
nent of system resilience and should be specified through
the role of the node and the mode of operation, including
degradation modes. Thus, the TCL communication net-
work should be designed as a hybrid multilayer system with
primary and backup communication media and managed
degradation of services with a C2-minimum priority. Under
any degradation profile, it is necessary to preserve the ba-
sic IS mechanisms (encryption, key management/zeroize,
domain segmentation) and ensure architectural stability
through channel diversification.

Conclusions

The paper analyses the model of the tactical command link
communication network for the “company - battalion —
brigade” loop. The model architecture has three levels:
company, battalion and brigade, and includes access nodes,
aggregation and gateway nodes, as well as integration and
access nodes to main or backup channels. The model was
considered under the conditions of unit mobility, limited
infrastructure, EW, and possible losses of nodes and com-
munication channels. The study analyses tactical commu-
nication technologies, determines the key characteristics
for building TCL networks, justifies the distribution of ser-
vices between network levels and the roles of nodes, taking
into account TCL application scenarios. The feasibility of
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AHoTauig. MeTo mOCTiIKeHHsT 6y7a0 pPO3pO6IeHHST apXiTeKTypHOrO pillleHHS MIOA0 MOOYNOBM Ta KepyBaHHS
TaKTUYHMM KOHTYPOM 3B’SI3Ky PiBHIB poTa — 6aTanbitoH — 6puraza Ha 6a3i rHyuyKux pagioriatgopm s 3a6e3medeHHs
6e31epepBHOCTI Ta HaJifHOCTI KOMyHiKalliifi B yMoBax akKTMBHOI MPOTHJii MPOTMBHMKA. Byau BUKOpMCTaHI MeTOLU
CTPYKTYPHO-(YHKIIOHAJbHOTO MOZENI0BaHHS, CIIEHAPHOTO Ta IMOPiBHSIBHOTO aHasi3y. BcTaHOBIEHO, 1[0 B YMOBax
paznioenekTpoHHOi 60poTe6u (PEB) KOHTYD 3B’SI3Ky PiBHiB poTa — 6aTaibiioH — 6puraga ciaig 6ymyBaTu sIK TiOpUIHY
6araTopiBHeBY apxiTeKTypy, sika Ha PiBHi pOTM MOENHYE OKpeMi KaHa/IM TOJIOCOBOTO 3B’SI3KY Ta IepelaBaHHs JaHUX,
BUKOPUCTOBYE JJISI TAKTUYHOTO 0OMiHy camoopraHizoBany Mepesky Mobile Ad Hoc Network Ha ocHOBi mporpaMHo-
KepOBaHUX PajiocucTeM, a Ha 6aTaIbIIOHHOMY — BY30J-LIUTIO3 s arperaiii Tpadiky, Mapupytusarii Ta interpanii
3 KaHajgaMu 3B’SI3Ky BuIinoro piBHs depe3 Low Earth Orbit satellite backhaul. ITokasano, mo Digital Mobile Radio
HeoOXiIHO BMKOPUCTOBYBATU AJIS TOJMOCOBOrO KOHTYypy command and control-miHimymy, Software-Defined Radio
Mobile Ad Hoc Network i3 Multiple-Input Multiple-Output — a1 TaKTMYHOTO IIapy MepenaBaHHs gaHuX, a LEO satellite
backhaul - sx maricTpanbHuit a60 pe3epBHUIT KaHAT 3B’I3KYy MiX piBHSIMM 6aTaybiioH — 6puraza. 3ampornoHOBaHO
iTepaliiiHMii aJrOPUTM IUIaHYBAaHHSI Ta HAJAIITYBAaHHS Mepexi 3B’SI3Ky TaKTMUHOI JaHKMU yrpasiainus (TJIY) mnpu
HasIBHOCTi eJIeKTPOMATHITHUX TepelIKos Ta 0bMeXXeHux pecypciB. [lepeBaramm Mofesi € MiABUIIEHHS JOCTYITHOCTI
MiHIMyMy KOMaHAYBaHHS Ta yIIpaB/iHHS, 36epeskeHHSI KePOBAHOCTI, IpiopuTe3allisi Tpadiky 3a AKiCTI0 06CTyrOByBaHHS
Ta KepoBaHa jerpagauis cepsiciB. Ii edexTusBHicTh Bu3Hauamacs 6Ge3lnepepBHICTIO TOJOCOBOIO 3B’A3KY, CTIiMKiCTIO
0OMiHY TaHMMM, MIBUAKICTIO BiHOBJIEHHS 3B’SI3HOCTi Ta pe3epBYBaHHSIM 3B’SI3Ky MK piBHSIMM poTa — GaTanabiioH —
6purazga. [IpakTMYHA 3HAUMMICTH MOJIATAE Y MOXKIMBOCTI 3aCTOCYBaHHSI pe3yibTaTiB GaxiBIsIMU MiApPO3AiniB 3B’SI13Ky
MiJ yac TUIaHyBaHHS, PO3TOPTAHHS Ta HAMAIITYBAHHS TaKTUYHOTO KOHTYPY 3B’SI3Ky poTa — O6aTanbitoH — 6puramga y
MOJIbOBMX YMOBAX 32 CKJIAHOI eJIeKTPOMAarHiTHOi 06CTaHOBKY Ta aKTUBHOI MPOTUAiT

KniouoBi cnoBa: wmepexka 3B’$13Ky; CaMOOpraHi3oBaHa Mepeka; 6GaraToKaHajJbHa apxXiTeKTypa; By30J-IIUTIO3;
CYITyTHMKOBMI KaHaJl 3B’SI3KY; pa/lioeIeKTpOHHa 60poThbHa
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Abstract. The aim of this study was to evaluate the effectiveness of a modified encoder-decoder neural network
architecture for denoising and image enhancement using synthetic and real data. The research methodology was based on
a computational experiment and included training the model on synthetic images, quantitatively comparing the obtained
results with the f-x deconvolution method and an alternative convolutional denoising model, and testing the robustness
on real data with the presence of various noise characteristics. It was found that the applied denoising technique was
characterised not only by reducing the noise component but also by preserving spatially significant image characteristics,
including sharpness of edges, local transitions, morphology, and the relative positions of structural elements without signs
of excessive smearing. A final comparison of the methods on synthetic test images showed that the average signal-to-
noise ratio, peak signal-to-noise ratio, and multiscale structural similarity index for the proposed approach were 45.9 dB,
29.7 dB, and 0.99, respectively. For the f-x deconvolution method, the corresponding values were 31.5 dB, 23.9 dB, and 0.94,
while for the alternative convolutional noise reduction model, the values were 20.9 dB, 18.4 dB, and 0.86. When applied
to real data, the same enhancement behaviour was preserved, including the removal of pronounced noise contamination
and derivation of a relatively clean signal without signal distortion. Depending on the input features, the method was
accompanied by a decrease in intense noise masking, a reduction in residual noise, while maintaining a distinguishable
signal structure, and reconstruction under conditions of a more complex spatial organisation of interference. Spectral
analysis revealed a reduction in noise energy without disrupting the spectral configuration in the informative frequency
range. The practical significance lies in the potential application of the proposed approach as a computational method for
processing noisy images in systems designed for noise reduction and restoration of various data structures

Keywords: image restoration; image denoising; structural preservation; seismic image reconstruction; supervised learning

Introduction

In image restoration research, improving the quality of
visual data was considered not only as a noise reduction
task, but also as a broader problem of reconstructing im-
age structure under various types of degradation. This
approach stemmed from the fact that in real-world visual
information processing scenarios, distortions were rarely
limited to an isolated noise pattern, but were accompa-
nied by loss of contours, weakening of textures, blurring of
local intensity transitions, and deformation of subtle de-
tails. For this reason, image restoration had emerged as an
independent field of computer vision, where the quality of
the result was determined not only by the degree of noise
suppression, but also by the ability of the model to preserve
the spatial organisation of the image. B. Goyal et al. (2020)
demonstrated that the transition from classical noise re-
duction methods to trainable models altered the approach

Suggested Citation:

to reproducing structural image elements. The authors
emphasised that modern methods of visual data restora-
tion were based not on local smoothing, but on modelling
the spatial relationships between the degraded and target
images. Further development of this area was driven by
deep learning, specifically, convolutional neural networks.
C. Tian et al. (2020) showed that such models formed a new
stage in the development of noise reduction methods, pro-
viding a transition from manual feature construction to
automatic learning of multi-level image representations.
Within the framework of this approach, noise reduction
was considered to be not only as a reduction of the noise
component, but also as a restoration of visual structure, in
which the result depended on the ability of the model to
combine local analysis of pixel connections with a broad-
er context to preserve edges, textures, and low-contrast
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details. A similar direction of generalisation was presented
in the work of J. Mao et al. (2025), where digital noise re-
duction methods were considered as a consistent transition
from filtering schemes to architectures oriented towards
image reconstruction under conditions of complex degra-
dation. Scientists showed that modern models were most
effective in cases, where noise reduction was combined
with the preservation of structural similarity between the
reconstructed and original images.

In image restoration architectures, encoder-decoder
models have become widespread. These models combined
multi-level feature extraction with spatial restoration and
were used in problems where, along with noise suppres-
sion, the reconstruction of hidden or weakened structural
elements was required. In the study by Y. Cui et al. (2024), it
was shown that updated convolutional networks for image
restoration worked with spatially detailed representations
and reproduced informative elements without pronounced
smoothing. Researchers noted that the preservation of
structure in such models was considered an independent
condition for the quality of reconstruction. A similar aspect
was considered in the work by N. Nazir et al. (2024), where it
was shown that deep learning systems were evaluated not
only by the degree of signal purification, but also by the abil-
ity to preserve diagnostically significant edges, density tran-
sitions, and local morphological details. This indicated that
for various types of images, the methodological task lain
in combining noise suppression with the preservation and
restoration of image structure. Further development in this
direction was associated with residual learning, diffusion
and generative models. In the work of B. Xia et al. (2023), the
diffusion model was considered as a tool for image restora-
tion with various types of distortions. The authors showed
that such an architecture ensured a consistent refinement
of the visual structure during the reconstruction process.
In the study of Z. Luo et al. (2025), diffusion reconstruction
was presented as an independent modern direction of image
restoration, in which the reconstruction process was asso-
ciated with a step-by-step cleaning and stabilisation of the
structural features of the image. In the work of Y.N. Imam-
verdiyev & F.I. Musayeva (2022), the potential of adversarial
approaches for the formation of realistic visual representa-
tions was analysed. Scientists noted that such models were
focused not only on eliminating defects, but also on repro-
ducing a visually consistent image structure. The expansion
of this research framework can be seen in the applied areas
of processing specialised visual data.

In the work of S. Azizova et al. (2026), it was shown that
one of the quality criteria for image restoration remained
the correct reproduction of its structural and colour consist-
ency. In this logic, seismic image processing was a special
case of applying restoration models to data with a complex
internal structure, where not only noise reduction was es-
sential, but also the preservation of the continuity of reflec-
tions, weak signals, and the geometric consistency of useful
structures. A study by M. Ding et al. (2024) demonstrated
that the Swin Transformer, Convolutional Neural Network,
U-Net (Swin-Conv-UNet) architecture was applicable to
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seismic denoising by combining deep feature extraction
with the reconstruction of spatial details. The analysis es-
tablished that seismic data can be considered an example for
testing general approaches to modern image restoration on
structurally complex material. A summary of the cited stud-
ies reveals that modern approaches to image restoration
were increasingly focused not only on noise reduction, but
also on restoring the structural integrity of the image. How-
ever, the extent to which the U-Net architecture was capa-
ble of combining noise reduction with the reconstruction of
structurally significant elements in the presence of complex
background noise and weakened useful signals remained in-
sufficiently explored. The aim of the study was to evaluate
the application of a modified U-Net encoder-decoder neural
network architecture for image denoising and quality en-
hancement on synthetic and real data. To achieve this goal,
the following objectives were formulated: analyse modern
deep learning approaches to processing and restoring noisy
images and determine the place of the U-Net architecture
among reconstruction methods; perform a quantitative as-
sessment of reconstruction quality on synthetic data; evalu-
ate the model’s performance on real data with various noise
characteristics, using seismic images as an example; and
perform a spectral analysis of the denoising results to deter-
mine the degree of image structure preservation.

Materials and Methods

The study was conducted from February 2025 to March 2026
as a computational experiment. The U-Net architecture
proposed by O. Ronneberger et al. (2015) served as the
methodological basis, applied as a baseline encoder-decod-
er model for restoring noisy images, while preserving lo-
cal structures. Seismic data were considered as an applied
example of noisy images to test the model’s performance
under conditions of complex signal structures and varying
degrees of noise distortion. The methodological framework
included forming a training set, constructing and training
a neural network model on synthetic data, quantitative-
ly evaluating the results, and then applying the trained
network to real images with various noise characteristics.
This allowed evaluation of the model both under con-
trolled conditions and when transferred to real data. The
study material consisted of synthetic and real images. The
synthetic set was generated based on three-dimensional
data constructed from one-dimensional reflectivity traces.
These one-dimensional signals were transformed into vol-
umetric structures by introducing geometric deformations,
such as inclined areas, folded shapes, and faults. Once the
clean volumes had been formed, noise of varying intensi-
ties and textures was added to the clean volumes, creating
“noisy image/clean image” pairs used for network training.
This approach prevented the network from adapting to a
single fixed level of degradation and facilitated the crea-
tion of a generalised model stable to a wide range of noise
scenarios. All images were normalised to a range from -1
to 1, ensuring comparability of amplitude characteristics
and computational stability. To expand the variability
of the training data, amplitude scaling coefficients were
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additionally applied to change the overall intensity level of
the synthetic images; the values were sampled within the
range from 0 to 1. This allowed for the modelling of varying
signal intensities and reduced the risk of overfitting at a
fixed level of noise degradation.

The network architecture had a symmetrical “encod-
er-decoder” structure. The encoding section used successive
convolutional blocks, including convolution, batch normal-
isation, and a nonlinear activation function, which ensured
feature extraction with a gradual decrease in spatial resolu-
tion. In the decoding section, its sequential reconstruction
was performed using transposed convolutions. The trans-
fer of local spatial information between symmetric layers
of the network was carried out via skip connections, which
helped to preserve fine image details. In the output section,
aresidual block was additionally used, based on the concept
of deep residual learning by K. He et al. (2016), to refine the
reconstruction result. The output layer was a 1x1 convolu-
tion with linear activation to form the reconstructed image.
The estimated noise was defined as the difference between
the input noisy image and the reconstructed result; this was
the form in which it was further used in the visual analy-
sis of the results. The model was trained using a supervised
learning scheme: a noisy image was fed as input, and its
clean version was used as the target output. Parameter op-
timisation was performed using the Adam algorithm, which
provided adaptive updating of network weights based on
gradient information (Kingma & Ba, 2015). The mean ab-
solute error (MAE) was used as the primary loss function,
based on the results of H. Zhao et al. (2017), who demon-
strated its suitability for preserving image boundaries and
local features. Thus, the computational scheme was aimed
not only at reducing the MAE, but also at preserving the
structural integrity of the data.

To evaluate the quality of the model on synthetic data,
a test set of 1,600 samples formed on the basis of 100 syn-
thetic cubes was used. Since reference clean images were
available for this data, the reconstruction efficiency was
determined using the metrics of signal-to-noise ratio, peak
signal-to-noise ratio, and multiscale structural similarity
index. The use of the latter metric was based on the ap-
proach of Z. Wang et al. (2003), according to which structural
similarity was an informative characteristic of image qual-
ity, when comparing reconstructed and reference data. The
signal-to-noise ratio (SNR) metric was used to characterise
the degree of noise suppression, the peak signal-to-noise
ratio (PSNR) was used to assess the relationship between
signal power and reconstruction error, and the multiscale
structural similarity index measure (MS-SSIM) was used to
analyse the preservation of the spatial organisation of the
reconstructed image. Together, these metrics provided a
quantitative assessment of noise suppression, reconstruc-
tion accuracy, and structure preservation. For comparative
analysis, the proposed model was compared with two al-
ternative approaches: the FXDECONV frequency-domain
deconvolution method described in the works of L.L. Cana-
les (1984) and N. Giiliinay (1986), and the DnCNN architec-
ture developed by K. Zhang et al. (2017). This comparison
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was consistent with further quantitative and visual analy-
sis of the results on synthetic test images.

To test the model on real data, three seismic datasets
were used: Kerry, Volve, and F3. The choice was determined
by differences in noise intensity, its complexity, and reada-
bility of the useful signal, which allowed these datasets to
be considered as three model testing scenarios: processing
data with pronounced noise masking, reconstruction with a
relatively low level of noise contamination, and processing
images with a mixed nature of random and more coherent
interference. When characterising the F3 dataset, the data
presented by R.M. Silva et al. (2019) were taken into account,
for Volve — the data on the deposit presented by T.J. Szyd-
lik et al. (2006), and for Kerry — the results of the structur-
al interpretation considered by W.D.M. Alotaby (2015). The
choice of these sets was determined by the differences in the
structural organisation of the main signal and noise char-
acteristics, which made it possible to evaluate the stability
of the model in conditions of heterogeneity of the input
data. The estimated noise was calculated as the difference
between the input noisy image and the reconstructed re-
sult. Since reference noise-free data were not available for
real images, the quality of the reconstruction was estimat-
ed indirectly - by the nature of the suppression of the noise
component, the visual evaluation of spatially significant
structures and changes in the averaged Fourier amplitude
spectra before and after processing. This analysis scheme
corresponded to the subsequent interpretation of the re-
sults for Kerry, Volve and F3 as three modes of noise degra-
dation of real data. The computational implementation of
the model was carried out in the Python environment using
the PyTorch library (PyTorch Foundation, USA). Computa-
tional experiments were conducted on an NVIDIA Quadro
P5000 GPU (NVIDIA Corporation, USA). A complete training
cycle took approximately 8 hours, with the average duration
of one epoch being about 140 seconds. Applying the trained
model to the full test dataset took approximately 1 hour.
The methodology used was aimed at testing reconstruction
accuracy, model robustness to varying noise intensities and
structures, and the preservation of spatial and spectral im-
age characteristics after denoising.

Results

Quantitative evaluation

of synthetic image reconstruction quality

After training the model using the Adam algorithm, a
quantitative evaluation of reconstruction quality was per-
formed on blind synthetic test images (Kingma & Ba, 2015).
A comparison of the proposed method with the classi-
cal FXDECONV method and the DnCNN convolutional
architecture revealed differences in SNR, PSNR, and
MS-SSIM  metrics (Canales, 1984; Giiliinay, 1986;
Zhang et al., 2017). These differences affected both the
degree of noise suppression and the preservation of im-
age morphology, including image sharpness, local texture
modification, and the relative positions of structural ele-
ments. The corresponding average SNR, PSNR, and MS-
SSIM values were presented in Table 1.
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Table 1. Average SNR, PSNR, and MS-SSIM values for synthetic test images using different reconstruction methods

Metrics Noisy FXDECONV DnCNN The proposed method
SNR, dB 31.0 31.5 20.9 45.9
PSNR, dB 23.8 23.9 18.4 29.7
MS-SSIM 0.94 0.94 0.86 0.99

Source: developed by the author

As shown in Table 1, the highest average values for all
three metrics were recorded for the proposed method. The
most pronounced differences between the compared ap-
proaches were observed for SNR and MS-SSIM. For the pro-
posed method, the SNR was 45.9 dB, while for the noisy in-
put, FXDECONYV, and DnCNN, it was 31.0, 31.5, and 20.9 dB,
respectively. These results indicated that after reconstruc-
tion, the contribution of the useful signal to the final image
increased not only compared to the original noisy data but
also compared to the results of alternative methods. Com-
parison with the FXDECONV revealed a significant differ-
ence both in the absolute SNR value and in the nature of
the reconstruction. With the proposed method, reconstruc-
tion was accompanied by a change in SNR toward better
separation of noise from signal, while for FXDECONYV, the
final value remained close to the level of the original image.
When compared with DnCNN, the SNR was lower not only
compared to the result of the proposed method but also for
the noisy input image. This indicated a different trade-off
between noise suppression and preservation of the image’s
content. The same direction of differences persisted for MS-
SSIM. For the proposed method, the value of this metric
reached 0.99, while for the noisy input and FXDECONV it was
0.94, and for DnCNN - 0.86. This comparison showed that

Noise-free sample Noisy sample

FXDECONV DnCNN

reconstruction in the proposed approach was accompanied
by the preservation of the spatial organisation of the image
at a level close to the reference one, which was consistent
with the interpretation of MS-SSIM as an indicator of struc-
tural similarity at several scale levels (Wang et al., 2003). In
the compared methods, the structural correspondence ei-
ther remained unchanged or decreased. The reduction in the
residual noise level occurred simultaneously with the pres-
ervation of the relative sharpness of boundaries, local inten-
sity transitions, and the overall morphology of the image.
Thus, the differences between the methods were recorded
not at a single particular level, but in two interrelated di-
mensions of reconstruction — the degree of noise reduction
and the degree of structure preservation. Taken together,
these results demonstrated that the proposed approach re-
sulted in image reconstruction with a different level of re-
sidual noise compared to FXDECONV and DnCNN. Quanti-
tative comparison was supplemented by a visual comparison
of the reconstructed images. Figure 1 showed reference sam-
ples, noisy input data, and reconstruction results obtained
using FXDECONV, DnCNN, and the proposed method. Pres-
ervation of boundaries and fine details in the reconstructed
images was consistent with the use of residual refinement at
the model output (He et al., 2016).

Proposed Method
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Figure 1. Visual comparison of synthetic test image reconstruction:
reference image, noisy input, FXDECONV, DnCNN, and the proposed method
Source: based on L.L. Canales (1984), N. Giiliinay (1986), K. Zhang et al. (2017)
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As shown in Figure 1, the differences between the
compared reconstruction options were evident not only in
quantitative metrics but also in the visual reconstruction
of the synthetic image structure. With the noisy input, SNR
values ranged from 28.9 to 37.2 dB, while after applying the
proposed method, the values increased to 48.7 to 53.6 dB.
Moreover, the noise component in the original noisy im-
ages reduced the clarity of boundaries, blurred local tran-
sitions, and disrupted the continuity of reflective events.
The FXDECONV method only partially reduced noise: in
some samples, residual distortion, background inhomoge-
neity, and incomplete reconstruction of reflective bound-
ary geometry remained, consistent with limited changes
in SNR, PSNR, and MS-SSIM compared to the noisy input.
The DnCNN results exhibited a different pattern of devi-
ation, such as a reduction in the noise component with
more pronounced smearing of local features, attenuation
of fine details, and changes in the textural organisation of
the image. Against this background, the reconstruction ob-
tained by the proposed method was closest to the reference
image, resulting in effective noise reduction with accurate
preservation of edges, local contrasts, the continuity of re-
flective events, and the configuration of fine details with-
out introducing excessive smoothing. Thus, the results on
synthetic test images demonstrated a consistent advantage
of the proposed method over FXDECONV and DnCNN. This
advantage was demonstrated through both qualitative
and quantitative evaluations of the structure of the recon-
structed images.

Application of the modified U-Net architecture to re-
al-world data with different noise characteristics

The results of applying the modified U-Net architecture
to real-world data showed that the previously established
reconstruction properties were preserved not only under
controlled synthetic testing conditions but also when
processing images with different noise intensity, struc-
ture, and frequency content (Ronneberger et al., 2015).
Analysis of three datasets revealed that the algorithm’s
performance was not limited to a single reconstruction
type. Depending on the characteristics of the input image,
differences were evident in three practical testing modes:
with pronounced noise contamination, with a relatively
clean signal, where reconstruction required more careful
noise suppression, and with a mixed-mode distortion,
combining random and locally coherent noise. In this re-
gard, the Kerry, Volve, and F3 datasets were considered
not as isolated application examples, but as complemen-
tary scenarios for testing the model on heterogeneous
input data (Szydlik et al., 2006; Alotaby, 2015; Silva et
al., 2019). The first of these scenarios was related to the
Kerry dataset, for which the original images were charac-
terised by pronounced noise contamination, which hin-
dered the perception of the useful signal. In this case, the
analysis focused on whether the reduction of the random
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noise component was accompanied by the restoration of
the structural readability of the image under conditions
of partial masking of useful elements by interference. The
obtained results showed that when processing the Kerry
data, reconstruction was accompanied not only by a re-
duction in the visually perceived noise level but also by a
clearer representation of the internal organisation of the
image. Consequently, individual structural elements were
more clearly traced, and the spatial relationships between
these elements were recorded more consistently. The re-
sult of applying the model to the Kerry data is presented
in Figure 2, which compares the original image, the recon-
structed result, and the estimated noise component.

As can be seen in Figure 2, the original image was
characterised by a high level of noise contamination, as
a result of which part of the useful signal was partially
masked, and the spatial structure of the image was per-
ceived less clearly. After applying the model, the back-
ground noise component was reduced, extended structur-
al lines were more clearly visible, and local variations were
reproduced with less interference. The reconstructed im-
age showed no signs of excessive smoothing. Its internal
heterogeneity was preserved, while becoming more con-
sistent with the underlying signal rather than to random
noise fluctuations. Analysis of the panel with estimated
noise revealed that the extracted component contained
predominantly chaotic high-frequency and weakly struc-
tured elements, while the main extended features of the
useful image were largely absent. These results indicated
a separation of signal and noise without noticeable dis-
ruption of the spatially organised components. In other
words, the model reduced not the overall image variability
as such, but primarily that portion of it related to noise
contamination, while preserving the fundamental signal
geometry in the reconstructed result. In other words, for
the intense noise scenario, this was reflected in a reduc-
tion in the noise level while maintaining the structural
coherence of the image. The result obtained on the Ker-
ry dataset characterised the first mode of model valida-
tion on real data, namely processing an image with pro-
nounced noise masking. In this case, the reconstruction
effect was primarily evident in the restoration of seismic
reflective events clarity and the reconstruction of spatial
structure. Thus, the Kerry dataset illustrates the model’s
behaviour in conditions where processing involves miti-
gating substantial noise contamination while preserving
the signal’s internal geometry rather than performing mi-
nor residual corrections.

The next testing mode was performed using the Volve
dataset, for which the original data had a lower level of
noise contamination. In this situation, the analysis shifted
from the severity of noise reduction to the degree of pres-
ervation of weak and already distinguishable structural de-
tails after reconstruction. The corresponding visual result
was presented in Figure 3.
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Figure 2. The result of applying the model to real Kerry data: original image, reconstructed image, and estimated noise
Note: the colour range used to estimate the noise level is compressed by half. Red rectangles highlight fragments for visual comparison of
changes in the signal structure after processing. The colour scale reflects the amplitude distribution in the original image, reconstructed

data, and the extracted noise component
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Figure 3. The result of applying the model to real Volve data: original image, reconstructed image, and estimated noise
Source: based on T.J. Szydlik et al. (2006), W.D.M. Alotaby (2015), R.M. Silva et al. (2019)

As can be seen in Figure 3, in the case of the Volve
dataset, the original image was characterised by a lesser
degree of noise masking of reflective events compared to
the intense noise contamination scenario. In this setting,
the reconstruction result was assessed not so much by the
degree of noise suppression as by the preservation of al-
ready distinguishable structural details. After applying the
model, the main seismic events retained the continuity
and geometry, while the small-scale chaotic component
within the selected area was reduced. At the same time,
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local transitions, low-contrast elements, and the con-
figuration of seismic reflection events remained distin-
guishable. The estimated noise component contained
predominantly scattered, weakly structured fluctuations
and did not reproduce the extended elements of the pri-
mary signal. This indicated that the processing in this case
was focused on reducing residual noise without disrupt-
ing the internal structure of the image. Overall, the results
on the Volve dataset characterised a different operating
mode of the model compared to the Kerry case: whereas
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in the former case, the main effect was associated with
reducing pronounced noise masking, here, reconstruction
manifested itself in local correction of the residual noise
component while preserving the already discernible signal
structure without introducing artefacts. The third test-
ing mode was represented by the F3 dataset, which was

Denoised Data

characterised by a non-uniform complex spatial organ-
isation of noise distortions. In this case, reconstruction
included both reducing the random noise component and
separating the useful true signal from more structured
distortions while preserving the geometry of the reflective
events. The corresponding result was shown in Figure 4.
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Figure 4. The result of applying the model to real F3 data:
original image, reconstructed image and estimated noise
Source: based on T.J. Szydlik et al. (2006), W.D.M. Alotaby (2015), R.M. Silva et al. (2019)

As can be seen in Figure 4, the F3 dataset was char-
acterised by a non-uniform noise distortion configuration
compared to previous cases, as it combined random and
more organised noise components. In this formulation,
the reconstruction task was associated not only with re-
ducing the overall level of noise variability, but also with
separating structurally non-uniform distortions from the
main seismic signal. After applying the model, the overall
level of the noise component decreased, while the main
reflection elements retained visual continuity and spa-
tially consistent. This indicated that the reconstruction
addressed not only the chaotic background, but also the
more organised noise components without noticeably dis-
rupting the internal structure of the signal. Analysis of the
panel with estimated noise showed that both random and
locally coherent interfering elements were converted into
the noise component, while spatially significant contours,
boundaries, and local texture variations were preserved in
the reconstructed image. This indicated the model’s per-
formance under mixed-distortion conditions, where the
boundary between the useful and unwanted components is
less obvious. Thus, the result on F3 complemented the two
previous testing scenarios: while the main effect on Kerry
was restoring readability under significant noise masking,
and on Volve, reducing residual noise while preserving the
already discernible structure, on F3, reconstruction was
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associated with separating the useful signal from inhomo-
geneous noise components under conditions of the mixed
spatial organisation. Comparison of the results for Kerry,
Volve, and F3 showed that the reconstruction pattern was
preserved under three different noise degradation regimes
of real data. In the first case, reconstruction involved reduc-
ing intense noise masking, in the second, correction with a
relatively clean signal, and in the third, processing mixed
random and coherent distortions. Thus, the results demon-
strated that the reconstruction features were reproduced
with varying degrees and spatial organisation of noise.

Spectral analysis of image denoising results

Spectral analysis results showed that after applying the
modified U-Net architecture to all three datasets, the am-
plitude of noise-related components was reduced while
maintaining the general shape of the spectral distribution
in the informative frequency range. This indicated a re-
duction in noise energy without significantly altering the
spectral components associated with the useful signal. In
this case, spectral characteristics were used as an addition-
al tool to verify whether denoising preserved signal struc-
ture not only at the visual but also at the frequency level.
The averaged amplitude spectra of the original and recon-
structed data for the Kerry, Volve, and F3 datasets were pre-
sented in Figure 5.
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Figure 5. Averaged Fourier amplitude spectra over the entire time interval for the Kerry (a), Volve (b) and F3 (c) sets:
original data, noise reduction result and estimated noise component
Source: based on T.J. Szydlik et al. (2006), W.D.M. Alotaby (2015), R.M. Silva et al. (2019)

As shown in Figure 5, for all three datasets, a reduc-
tion in spectral amplitude in the region associated with the
noise component was observed after noise reduction, while
the spectral configuration in the informative frequency
range was preserved. A graphical comparison of the origi-
nal data, the reconstructed result, and the estimated noise
component revealed that the main differences between the
curves were concentrated in the part of the spectrum where
the noise contribution remained most pronounced, while
these differences diminished as the curves approached the
upper limit of the working range. For Kerry, discrepancies
between the original and reconstructed data were observed
up to approximately 100 Hz, where a decrease in amplitude
was observed after processing. However, the basic shape
of the spectrum in the working range was preserved, and
the position of characteristic sections of the curve did not
change significantly. For Volve, the changes were less pro-
nounced and the discrepancy between the curves was not-
ed primarily up to 80 Hz, after which the curves converged.
These results indicated a reduction in the residual noise
component without a noticeable change in the informa-
tive portion of the spectrum, and corresponded to a data
processing mode with less pronounced noise contamina-
tion. For F3, a similar pattern persisted under conditions
of non-uniform interference organisation, where a reduc-
tion in amplitude after processing was observed across
almost the entire operating range up to approximately 85
Hz. Moreover, the dotted curve representing the estimated
noise component exhibits a lower amplitude compared to
the spectra of the original and reconstructed data, further
reflecting the redistribution of energy after processing. This
indicated that the reconstruction process attenuates both
random and partially structured noise components without
changing the overall shape of the spectrum in the region
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associated with the useful signal. Thus, the spectral data
for Kerry, Volve, and F3 showed that reconstruction effec-
tively reduced the noise component while preserving the
main characteristics of the useful signal. Taken together,
the quantitative, qualitative, and spectral results demon-
strated that the modified U-Net architecture and the com-
putational framework implemented on its basis ensured
the reconstruction of noisy images across a range of noise
intensities and distortion types. On synthetic data, this was
reflected in improved SNR, PSNR, and MS-SSIM values rel-
ative to FXDECONV and DnCNN, while on real data it was
evidenced by the consistent reproduction of reconstruction
patterns under varying noise degradation conditions. The
obtained results indicated that the proposed approach un-
der consideration was aimed not only at reducing the noise
component but also at preserving the spatial organisation
of the image, local boundaries, transitions, and spectrally
significant signal characteristics. Seismic data were used as
arepresentative application example to evaluate the meth-
od on images with complex internal structures and heter-
ogeneous noise patterns. Overall, this formulation allowed
considering the proposed computational framework as a
generalisable approach, applicable beyond seismic data to
a broader range of problems that required both reduction
of the noise component and preservation of the structural
integrity in reconstructed images.

Discussion

The obtained results showed that the performance of the
modified U-Net architecture was characterised not only by
effective suppression of the noise component, but also by
preservation of spatially organised image structures. These
findings were consistent with the results of T. Zhong et
al. (2022), where a deep residual U-Net architecture was
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also accompanied by random noise attenuation while pre-
serving reflective events and geometric consistency. This
comparison indicated a relationship between the use of
the U-Net architecture with residual connections and the
simultaneous attenuation of noise energy and the preser-
vation of the internal structure of the signal. The combina-
tion of multi-level feature extraction with skip and residual
connections facilitated the separation of the noise compo-
nent from the useful content without pronounced smooth-
ing. Quantitative evaluation on synthetic data showed
higher values of the SNR, PSNR, and MS-SSIM compared to
the baseline methods. These observations aligned with the
more general results of Z. Wu et al. (2025), where improve-
ments in the quality of reconstruction were also considered
as a consequence of the simultaneous correction of noise
distortions and the preservation of the structural char-
acteristics of the image in the frequency domain. In this
study, these differences were particularly evident for data,
in which the spatial organisation of the signal was impor-
tant for interpretation. Unlike general image restoration
tasks, where emphasis was often placed on overall recon-
struction fidelity, structurally complex images require the
preservation of low-contrast yet spatially consistent fea-
tures. Accordingly, the advantages of the proposed method
were reflected not only in quantitative metrics, but also in
visual reconstruction quality, where noise reduction does
not compromise local transitions, contours, or fine details.
Analysis of the data presented by Y.-T. Wu & R.R. Stew-
art (2023) showed similar conclusions, who associated the
use of U-Net with attenuation of coherent noise, while
preserving the structural integrity of seismic data. In both
cases, neural network reconstruction was accompanied
by a reduction in noise while preserving the informative
signal. This suggested that the U-Net architecture can be
considered as a tool for separating spatially organised use-
ful and parasitic components. Analysis of real data further
demonstrated that the nature of the reconstruction was
preserved under several noise degradation conditions, such
as pronounced noise contamination, low noise presence,
and with a mixed nature of distortions. This robustness
was consistent with the findings of F.K. Anjom et al. (2024),
according to which modern machine learning methods in
seismic exploration were characterised by stability with
respect to variability in geological and noise conditions.
Overall, the results suggest that the proposed neural net-
work framework provides not only high accuracy under
controlled conditions but also reliable and reproducible
performance on heterogeneous real-world data. Controlled
variability of training pairs and noise contamination rang-
es ensured the formation of a more generalised scheme for
separating signal and interference.

The obtained results showed that, when process-
ing the Kerry dataset, the main reconstruction effect was
manifested in the restoration of the readability of reflec-
tive events under conditions of intense noise masking,
whereas for Volve, a more local correction of residual noise
predominated, and for F3, a stable separation of random
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and more organised distortions. These findings partially
correlated with the results of H. Tang et al. (2023), where
the RRU-net (residual recurrent U-Net) architecture was
used for simultaneous reconstruction and noise reduc-
tion of complex data obtained by the distributed acoustic
sensing method in vertical seismic profiling. In both cases,
the neural network approach demonstrated effectiveness
not only within a single distortion regime, but under con-
ditions of a more complex and structurally complex input
data. The key difference was determined by the specificity
of the source material: in the case of distributed acoustic
sensing data, the spatial organisation of the signal and
noise had distinct characteristics, whereas this study, the
stability of the model was assessed on several types of real
seismic images with varying levels presence of random and
locally-coherent noise. The obtained results showed the
effective reduction of the noise component was accompa-
nied by the preservation of the structural integrity of the
image and was not reduced to a simple high-frequency
smoothing. These findings were consistent with the results
of L. Yang et al. (2021), where an improved residual con-
volutional neural network provided random noise suppres-
sion, while preserving main events. The agreement across
studies suggested that architectures with residual mecha-
nisms provided a balance between noise suppression and
preservation of signal. This can be explained by the role
of residual connections, which increased the stability of
feature extraction and reduced the risk of losing weak,
but meaningfully significant image elements. Comparison
with the results of H. Xi et al. (2026) further confirmed that
the effectiveness of U-Net-based architectures in seismic
denoising was maintained in more recent modifications
aimed for more accurate signal protection in complex
noise environments. This research results demonstrated a
similar trend, as reconstruction was accompanied by a re-
duction in the noise level without significant degradation
of the primary signal content. However, the emphasis here
extended beyond noise suppression alone, and also on the
stability and generalisation of the effect under various deg-
radation conditions in real data. This distinction reflected a
broader analytical framework, integrating synthetic, visual,
and spectral evaluations rather than focusing solely on the
performance of a specific environment.

The results showed that the reconstruction process
was learned under supervised training conditions using
“noisy image/clean image” pairs, in which the model was
trained to establish a direct mapping between degraded and
original signals. This formulation was consistent with the
adopted methodological framework and supported the in-
terpretation of improvements in SNR, PSNR, and MS-SSIM
as outcomes of supervised learning. This approach differed
from that of J. Lehtinen et al. (2018), where Noise2Noise
was an unsupervised approach to restore images without
clean reference data. The distinction lain in the nature of
the training information: in supervised settings, recon-
struction relied on explicit correspondence between noisy
and clean signals, whereas Noise2Noise exploited the
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statistical consistency across multiple noisy realisations of
the same image. A similar contrast can be drawn with the
work of J. Batson & L. Royer (2019), where self-supervised
denoising strategies were employed without an explicit
ground-truth reference. In this study, the use of supervised
training pairs was accompanied by a change in quantitative
indicators on synthetic data and preservation of the nature
of reconstruction when applied to real images. For structur-
ally complex data with a heterogeneous noise background,
the presence of a reference target provided a straightfor-
ward scheme for separating useful and parasitic components
while preserving spatially significant elements.

Differences among noise reduction approaches were
evident not only in comparison with classical methods but
also relative to early convolutional models. In the work of
X. Si et al. (2019), convolutional neural networks were ap-
plied to attenuate random noise in seismic data, reflecting
a similar objective of separating useful signal from noise.
However, in this study, reconstruction was addressed more
broadly, such as not merely as denoising, but as the preser-
vation of both spatial and spectral organisation. This per-
spective was consistent with the model design, where skip
and residual connections support the retention of inter-
nal image structure during reconstruction. An alternative
formulation was presented by A. Krull et al. (2019), where
noise reduction was achieved without clean reference data
through self-supervised learning on single noisy images. In
contrast, the approach considered here relied on supervised
training with explicit correspondence between degraded
and reference data, enabling more direct separation of use-
ful and spurious elements. A related emphasis appeared in
the work of T. Garber & T. Tirer (2024), where image resto-
ration was evaluated not only by error reduction but also
by preservation of meaningful signal content. In this study,
the distinction lain primarily in the computational imple-
mentation, as the modified U-Net with skip and residual
connections provided a specific mechanism for achieving
this balance. Similar principles extended to more recent
architectures. In the work of S.W. Zamir et al. (2022), the
Restormer model was designed to restore high-resolution
images by capturing long-range dependencies. As in the
present case, reconstruction goes beyond local smooth-
ing across multiple representation levels. However, while
transformer-based models emphasised global context
modelling, the approach here relied on multi-level convo-
lutional feature extraction combined with skip connections
and residual refinement. Another direction was illustrated
by V. Potlapalli et al. (2023) with PromptIR, which target-
ed multiple degradation types within a single framework.
A partial similarity can be observed in the stability of re-
construction across different noise conditions in this study,
from strong contamination to mixed distortions. Neverthe-
less, PromptIR was inherently designed as a general-pur-
pose restoration model that operated without predefined
degradation types and incorporated a prompting mecha-
nism. In contrast, the present framework addressed a more
specific denoising task, with emphasis on preserving signal
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structure under defined noise conditions. Overall, the key
distinction lain in the scope of applicability: generalised
model aimed to handle diverse degradation types within
a unified architecture, whereas the proposed approach fo-
cused on accurate reconstruction within a specified noise
regime while maintaining structural fidelity.

Conclusions

The study presented a method for image quality enhance-
ment though noise removal using the modified U-Net ar-
chitecture and synthetic images for training purpose. On
synthetic blind test images, the proposed methodology
achieved a higher quantitative performance compared
to FXDECONV and DnCNN. On real data, it consistently
maintained the reconstruction quality across a range of
noise degradation conditions. This was reflected in the
accurate restoration of intensity characteristics, as well
as the preservation of edges, variations in local features,
morphology, and the relative spatial arrangement of struc-
tural elements, without introducing smoothing effect. A
quantitative comparison on synthetic test images revealed
clear differences between the methods across the main
reconstruction metrics. The proposed approach achieved
average values of 45.9 dB for SNR, 29.7 dB for the PSNR,
and 0.99 for the MS-SSIM. In comparison, FXDECONV
yielded 31.5 dB, 23.9 dB, and 0.94, while DnCNN produced
20.9 dB, 18.4 dB, and 0.86, respectively. These differenc-
es indicated improvements not only in noise suppression,
but also in intensity fidelity and preservation of spatial
structure of the image. When applied to real data, the
method demonstrated consistent reconstruction behav-
iour across multiple noise degradation scenarios. For the
Kerry dataset, this was reflected in reduced noise masking
and improved visibility of structural features. For Volve, it
was expressed as a decrease in residual noise while pre-
serving the already distinguishable signal structure. In
the case of F3, stable performance was maintained despite
more complex spatial interference patterns. Spectral anal-
ysis further confirmed that reconstruction, across all three
datasets was associated with attenuation of the noise con-
tent without altering the overall spectral structure within
the main frequency bandwidth. Taken together, obtained
results demonstrated that the modified U-Net architecture
was applicable for denoising and reconstructing structur-
ally complex images. The combination of encoding and
decoding components, skip, and residual corrections en-
abled noise reduction without significantly disrupting the
image. These findings supported the applicability of the
proposed approach beyond seismic data to other types of
noisy images, for which simultaneous noise suppression
and preservation of fine scale detail was crucial. The study
was limited by the finite number of datasets analysed, and
the model was tested primarily under noise-based distor-
tion conditions, without addressing a wider range of com-
bined image degradations. Further research may include
expanding the dataset diversity, evaluating robustness
under more complex distortion scenarios, and comparing
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TA NOKPALLUEHHS 306paXXeHb: TEMATUYHE AOCHIAKEHHS CeMCMIYHUX QAHUX
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IHCTUTYT reonorii Ta reodisnku HauioHANbHOT akaaeMii Hayk A3ep6anaxaHy
AZ1143, npocn. X. Oxasiga, 119, M. baky, A3ep6aingxaH
https://orcid.org/0009-0005-2126-1642

AHoTauig. MeToro 1bOro JoCIiKeHHs Gyia omiHKka eheKTUBHOCTI MOAMbiKOBaHOI apXiTeKTypyu HeipOHHOI Mepexi
Kozep-AeKoaep IJisl IyMO3araylieHHs] Ta MOKpalleHHs 300pakeHb 3 BUKOPUCTAHHSIM CUHTETUYHUX Ta PeabHUX
IaHux. MeTomosIorisl AOCTiIKeHHST 6a3yBajiacs Ha OOUYMCIIOBATBHOMY eKCIIepMMEHTi Ta BK/IHOYasa HaBUYAHHS
MoJeni Ha CMHTeTUYHUX 300PasKeHHSIX, KiJIbKiCHe MOPiBHSIHHSI OTPUMAaHUX Pe3yabTaTiB 3a JOMOMOrol MeTony f-x
JIeKOHBOJIIOLLi1 Ta a/bTePHATUMBHOI MOZe/li 3TOPTKOBOTO IIyMO3aryllieHHs, 8 TAKOX IepeBipKy CTifiKOCTi Ha peaJlbHUX
JaHMX 3 HASIBHICTIO Pi3HUX LIYMOBMX XapaKTepPUCTUK. Bysl0 BMSIBIEHO, IO 3aCTOCOBAHMI MeTO, IIyMO3arIyllieHHs
XapaKTepu3yBaBCsl He TiAbKM 3MeHIIeHHSM ILIYMOBOI CKJIaIoBoi, aje it 36epeXXeHHSIM MPOCTOPOBO 3HAUYIMX
XapaKTepUCTUK 300paskeHHs, BKIIOUAIOUM Pi3KicTh KpaiB, IOKaIbHI Tepexony, Mopdosoriio Ta BiTHOCHe TOI0KeHHS
CTPYKTYpPHMX eJleMeHTiB 6e3 O03HAaK HAaAMIpHOrO pPO3MUTTS. OcCTaTouHe IOPiBHSIHHSI METOHNiB HAa CUHTETUIHUX
TECTOBMX 300pakeHHSIX MO0Ka3ayio, 1[0 CepPeIHE CIIiBBiIHOIIEHHS CUTHAJI/IIyM, MiKOBe CIiBBiIHOIIEHHS CUTHAJI/
myM Ta 6araToMaciITabHuil iHIEeKC CTPYKTYPHOI MOAIOHOCTI AJisl 3alpOIIOHOBAHOTO Migxoay ctaHoOBWIM 45,9 nb,
29,7 ob ta 0,99 BigmoBigHo. [yig mertony f-x mekonBosolii BigmoBigHi 3HaueHHst craHoBuau 31,5 nb, 23,9 ob Ta
0,94, Toni Sk O aJibTepHAaTMBHOI MOJie/li 3TOPTKOBOTO IIyMoO3arayiieHHs 3HaueHHs ctraHoBuau 20,9 ob, 18,4 nb Ta
0,86. ITpu 3acTOCyBaHHi 0 peaqbHUX AAaHUX 30epirasacs Ta camMa MOBeIiHKa MOKPAIEHHS, BKIIOUAOUM BUIATEHHS
BUPAKEHOTO LITYMOBOTO 3a06pyIHEHHSI Ta OTPUMMaHHS BiHOCHO UMCTOTO CUTHaNIy 6e3 CIIOTBOPeHb. 3ajiesKHO BiJ
BXiJHMX XapaKTepUCTUK, METOJ CyNpPOBOAKYBaBCS 3MEHILIEHHSM iHTEHCMBHOIO MAacKyBaHHS IIYMY, 3MeHIIEHHSIM
3aJIMIIKOBOTO IIyMY 3i 36epeXeHHSIM YiTKOi CTPYKTYypM CUTHAIy Ta PEKOHCTPYKIi€l0 B yMOBax OilblI CKIALHOI
MpOCTOpOBOi opraHizanii mepemkon. CreKkTpaJbHMII aHasAi3 BUSBUB 3MEHIIEHHS eHeprii myMmy 6e3 MOpYyIIeHHS
criekTpasibHOI KOHbirypauii B iHbopmaTuBHOMY Aiamna3oHi yacToT. [I[pakTMYHe 3HAYEHHS IOJSTa€E B MOTEHLiTHOMY
3aCTOCYBaHHi 3aMPONOHOBAHOIO MiAXOAY SIK OOUMCIIOBAIBHOTO METOLY OOPOOKM IIYMHUX 300paKeHb Yy CUCTeMaXx,
NpU3HaUYeHMX /I yMO3araylleHHs Ta BiJHOB/JIEHHS Pi3HUX CTPYKTYpP JaHUX

KniouoBi cnoBa: BifHOBIEHHS 300paskeHb; MIYMO3arTyUIeHHSI 306pakeHb; CTPYKTYpHE 30€pekeHHsI; PeKOHCTPYKILis
ceiicMiuHMX 300paskeHb; HABYAHHS 3 YUUTETIEM
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